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This document was prepared under the leadership, guidance, and funding of the Bureau of Justice Assistance 
(BJA), Office of Justice Programs, U.S. Department of Justice, in collaboration with the U.S. Department of Justice’s 
Global Justice Information Sharing Initiative and the U.S. Department of Homeland Security. The opinions, 
findings, and conclusions or recommendations expressed in this document are those of the authors and 
do not necessarily represent the official position or policies of the U.S. Department of Justice or the 
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The	U.S.	Department	of	Just�ce	(DOJ)	and	the	U.S.	Department	
of	Homeland	Secur�ty	(DHS)	collaborated	�n	the	development	
of	these	fus�on	center	gu�del�nes.		The	�ntent	of	the	partnersh�p	
is to provide a consistent, unified message and to provide a 
comprehens�ve	set	of	gu�del�nes	for	develop�ng	and	operat�ng	a	
fus�on	center	w�th�n	a	state	or	reg�on.

Members	of	DOJ’s	Global	Just�ce	Informat�on	Shar�ng	In�t�at�ve	
(Global)	and	DHS’s	Homeland	Secur�ty	Adv�sory	Counc�l	(HSAC)	
supported	th�s	project,	wh�ch	�nvolved	numerous	law	enforcement	
experts	and	pract�t�oners	from	local,	state,	tr�bal,	and	federal	
agenc�es,	as	well	as	representat�ves	of	publ�c	safety	and	pr�vate	
sector	ent�t�es	across	the	country.		The�r	collect�ve	knowledge,	
�ns�ght,	and	w�ll�ngness	to	part�c�pate	resulted	�n	an	outstand�ng	
product.		Strong	leadersh�p	for	the	project’s	focus	groups	was	
prov�ded	by	Peter	Modaffer�,	cha�r	of	the	Law	Enforcement	
Intell�gence	Focus	Group;	John	Cohen,	cha�r	of	the	Publ�c	Safety	
Focus	Group;	and	Kenneth	Bouche,	cha�r	of	the	Pr�vate	Sector	
Focus	Group.		

Th�s	effort	would	not	have	been	poss�ble	w�thout	the	support	
and	gu�dance	of	key	�nd�v�duals.		A	spec�al	thank	you	�s	g�ven	to	
the	follow�ng	�nd�v�duals	for	the�r	leadersh�p	and	comm�tment	to	
this initiative:  Regina B. Schofield, Assistant Attorney General, 
Office of Justice Programs (OJP); Domingo S. Herraiz, Director, 
Bureau	of	Just�ce	Ass�stance	(BJA),	OJP;	J.	Patr�ck	McCreary,	
Assoc�ate	Deputy	D�rector	of	Nat�onal	Pol�cy,	BJA;	T�m	Beres,	
Director, Preparedness Programs Division, Office for Domestic 
Preparedness, DHS; Dave Brannegan, Program Manager, Office 
of	State	and	Local	Government	Coord�nat�on	and	Preparedness,	
DHS;	Dan�el	Ostergaard,	Execut�ve	D�rector,	HSAC,	DHS;	
Michael Miron, Jeff Gaynor, and Candace Stoltz, Directors, 
Intell�gence	and	Informat�on	Shar�ng	Work�ng	Groups,	HSAC;	
DHS;	and	M�tt	Romney,	cha�rman,	Intell�gence	and	Informat�on	
Shar�ng	Work�ng	Group,	HSAC,	DHS.

In	develop�ng	our	country’s	response	to	the	threat	of	terror�sm,	law	enforcement,	publ�c	safety,	and	pr�vate	sector	leaders	have	
recognized the need to improve the sharing of information and intelligence across agency borders.  Every official involved 
�n	�nformat�on	and	�ntell�gence	shar�ng	has	a	stake	�n	th�s	�n�t�at�ve.		Leaders	must	move	forward	w�th	a	new	parad�gm	on	the	
exchange	of	�nformat�on	and	�ntell�gence,	one	that	�ncludes	the	�ntegrat�on	of	law	enforcement,	publ�c	safety,	and	the	pr�vate	
sector.

Law	enforcement,	publ�c	safety,	and	pr�vate	sector	leaders	are	encouraged	to	embrace	the	gu�del�nes	�n	th�s	report	when	
establ�sh�ng	a	fus�on	center	or	part�c�pat�ng	�n	one.		Informat�on	and	�ntell�gence	shar�ng	among	states	and	jur�sd�ct�ons	w�ll	
become seamless and efficient when each fusion center uses a common set of guidelines.  It is the intent of this document 
to provide guidelines that help ensure fusion centers are established and operated effectively and efficiently in a manner that 
protects the privacy and civil liberties of citizens.  The complete support of public safety leaders at all levels is critical to the 
successful	�mplementat�on	and	operat�on	of	fus�on	centers.

The Role of Leadership

Foreword
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The	need	to	develop	and	share	�nformat�on	and	�ntell�gence	
across all levels of government has significantly changed over 
the	last	few	years.		The	long-stand�ng	�nformat�on	shar�ng	
challenges	among	law	enforcement	agenc�es,	publ�c	safety	
agenc�es,	and	the	pr�vate	sector	are	slowly	d�sappear�ng.		Yet,	
the	need	to	�dent�fy,	prevent,	mon�tor,	and	respond	to	terror�st	
and criminal activities remains a significant need for the law 
enforcement,	�ntell�gence,	publ�c	safety,	and	pr�vate	sector	
commun�t�es.		

Through	the	support,	expert�se,	and	knowledge	of	leaders	from	
all	ent�t�es	�nvolved,	the	fus�on	center	concept	can	become	
a reality.  Each official has a stake in the development and 
exchange	of	�nformat�on	and	�ntell�gence	and	should	act	as	
an	ambassador	to	support	and	further	th�s	�n�t�at�ve.		It	�s	the	
respons�b�l�ty	of	leadersh�p	to	�mplement	and	adhere	to	the	
Fusion	Center	Guidelines.

The	development	and	exchange	of	�ntell�gence	�s	not	easy.		
Shar�ng	th�s	data	requ�res	not	only	strong	leadersh�p,	�t	also	
requ�res	the	comm�tment,	ded�cat�on,	and	trust	of	a	d�verse	group	
of	men	and	women	who	bel�eve	�n	the	power	of	collaborat�on.		

How	can	law	enforcement,	public	safety,	and	private	
entities	embrace	a	collaborative	process	to	improve	
intelligence	sharing	and,	ultimately,	increase	the	ability	
to	detect,	prevent,	and	solve	crimes	while	safeguarding	
our	homeland?		Recently,	an	�n�t�at�ve	has	emerged	that	
�ncorporates	the	var�ous	elements	of	an	�deal	�nformat�on	and	
�ntell�gence	shar�ng	project:	fus�on	centers	(or	“center”).		Th�s	
�n�t�at�ve	offers	gu�del�nes	and	tools	to	ass�st	�n	the	establ�shment	

and	operat�on	of	centers.		The	gu�del�nes	are	a	m�lestone	�n	
achieving a unified force among all levels of law enforcement 
agencies; public safety agencies, such as fire, health, and 
transportat�on;	and	the	pr�vate	sector.		Fus�on	centers	br�ng	all	
the relevant partners together to maximize the ability to prevent 
and	respond	to	terror�sm	and	cr�m�nal	acts.		By	embrac�ng	th�s	
concept, these entities will be able to effectively and efficiently 
safeguard our homeland and maximize anticrime efforts.

What Is the Fusion Center  
Guidelines Initiative?
In	2004	and	2005,	many	states	began	creat�ng	fus�on	centers	
w�th	var�ous	local,	state,	and	federal	funds.		At	the	t�me,	
no	standards	or	gu�del�nes	were	�n	ex�stence	to	ass�st	w�th	
�nteroperab�l�ty	and	commun�cat�on	�ssues	w�th	other	centers	
at	the	state,	reg�onal,	and	federal	levels.		As	a	result,	centers	
des�gned	to	share	�nformat�on	were	actually	s�los	of	�nformat�on,	
�ncapable	of	�nformat�on	exchange.		In	response,	the	U.S.	
Department	of	Just�ce	(DOJ),	at	the	request	of	�ts	Global	Just�ce	In their January 2005 survey, the National 

Governors Association Center for Best 

Practices revealed that states ranked the 

development of state intelligence fusion 

centers as one of their highest priorities.

Executive Summary
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Informat�on	Shar�ng	In�t�at�ve’s	(Global)	Cr�m�nal	Intell�gence	
Coord�nat�ng	Counc�l	(CICC),	formed	the	Law	Enforcement	
Intell�gence	Fus�on	Center	Focus	Group	(FCFG).1		

Concurrently,	the	U.S.	Department	of	Homeland	Secur�ty’s	
(DHS)	Homeland	Secur�ty	Adv�sory	Counc�l	(HSAC	or	Counc�l)	
Intell�gence	and	Informat�on	Shar�ng	Work�ng	Group	was	focus�ng	
on	prevent�on	and	�nformat�on	shar�ng	by	develop�ng	gu�del�nes	
for	local	and	state	agenc�es	�n	relat�on	to	the	collect�on,	analys�s,	
and	d�ssem�nat�on	of	terror�sm-related	�ntell�gence	(�.e.,	the	fus�on	
process).		The	recommendat�ons	result�ng	from	DOJ’s	�n�t�at�ve	
and	HSAC’s	efforts	la�d	the	foundat�on	for	the	expans�on	of	the	
Fusion	Center	Guidelines	to	�ntegrate	the	publ�c	safety	and	
pr�vate	sector	ent�t�es.

Subsequent	to	publ�sh�ng	Vers�on	1	of	the	Fusion	Center	
Guidelines	and	the	HSAC’s	Intelligence	and	Information	Sharing	
Initiative:	Homeland	Security	Intelligence	and	Information	Fusion	
report,	DOJ	and	HSAC	establ�shed	two	add�t�onal	focus	groups—
the	Publ�c	Safety	FCFG	and	the	Pr�vate	Sector	FCFG—�n	an	
effort	to	develop	a	comprehens�ve	set	of	gu�del�nes	for	fus�on	
centers.		Part�c�pants	�n	the	three	focus	groups2	�ncluded	experts	
and	pract�t�oners	from	local,	state,	and	federal	law	enforcement	
agenc�es;	publ�c	safety	agenc�es;	and	the	pr�vate	sector	as	well	
as	representat�ves	from	currently	operat�ng	fus�on	centers.3		In	
add�t�on,	representat�ves	from	nat�onal	law	enforcement,	publ�c	
safety, and private sector organizations participated in the focus 
groups.		

These	gu�del�nes	should	be	used	to	ensure	that	fus�on	centers	
are	establ�shed	and	operated	cons�stently,	result�ng	�n	enhanced	
coord�nat�on	efforts,	strengthened	partnersh�ps,	and	�mproved	
crime-fighting and antiterrorism capabilities.  The guidelines 
and	related	mater�als	w�ll	prov�de	ass�stance	to	centers	as	they	
prioritize and address threats posed in their specific jurisdictions 
for	all	cr�me	types,	�nclud�ng	terror�sm.		In	add�t�on,	the	gu�del�nes	
w�ll	help	adm�n�strators	develop	pol�c�es,	manage	resources,	and	
evaluate	serv�ces	assoc�ated	w�th	the	jur�sd�ct�on’s	fus�on	center.		

The	gu�del�nes	should	be	used	for	homeland	secur�ty,	as	well	
as all crimes and hazards.  The full report contains an in-depth 
explanat�on	of	the	gu�del�nes	and	the�r	key	elements.		Also	
�ncluded	�n	the	report	are	add�t�onal	resources,	model	pol�c�es,	
and	tools	for	gu�del�ne	�mplementat�on.		

What Is the Fusion Process?
The	concept	of	fus�on	has	emerged	as	the	fundamental	
process	to	fac�l�tate	the	shar�ng	of	homeland	secur�ty-related	
and	cr�me-related	�nformat�on	and	�ntell�gence.		For	purposes	
of	th�s	�n�t�at�ve,	fus�on	refers	to	the	overarch�ng	process	of	
managing the flow of information and intelligence across all 
levels	and	sectors	of	government	and	pr�vate	�ndustry.		It	
goes	beyond	establ�sh�ng	an	�nformat�on/�ntell�gence	center	or	
creat�ng	a	computer	network.	The	fus�on	process	supports	the	
�mplementat�on	of	r�sk-based,	�nformat�on-dr�ven	prevent�on,	

1	 Prev�ously	named	the	Fus�on	Center	Intell�gence	Standards	Focus	
Group.
2	 A	complete	l�st�ng	of	part�c�pants	from	each	of	the	focus	groups	can	
be	found	�n	Append�x	A.
3	 Informat�on	on	currently	operat�ng	fus�on	and	�ntell�gence	centers	can	
be	accessed	v�a	the	Nat�onal	Cr�m�nal	Intell�gence	Resource	Center	at	
www.nc�rc.gov.

response,	and	consequence	management	programs.		At	the	
same	t�me,	�t	supports	efforts	to	address	�mmed�ate	or	emerg�ng	
threat-related	c�rcumstances	and	events.

Data	fus�on	�nvolves	the	exchange	of	�nformat�on	from	d�fferent	
sources—�nclud�ng	law	enforcement,	publ�c	safety,	and	the	
pr�vate	sector—and,	w�th	analys�s,	can	result	�n	mean�ngful	and	
act�onable	�ntell�gence	and	�nformat�on.		The	fus�on	process	
turns	th�s	�nformat�on	and	�ntell�gence	�nto	act�onable	knowledge.		
Fus�on	also	allows	for	relentless	reevaluat�on	of	ex�st�ng	data	
�n	context	w�th	new	data	�n	order	to	prov�de	constant	updates.		
The	publ�c	safety	and	pr�vate	sector	components	are	�ntegral	
�n	the	fus�on	process	because	they	prov�de	fus�on	centers	w�th	
cr�me-related	�nformat�on,	�nclud�ng	r�sk	and	threat	assessments,	
and subject-matter experts who can aid in threat identification.  

Because	of	the	pr�vacy	concerns	that	attach	to	personally	
identifiable information, it is not the intent of fusion centers to 
combine federal databases containing personally identifiable 
�nformat�on	w�th	state,	local,	and	tr�bal	databases	�nto	one	
system	or	warehouse.		Rather,	when	a	threat,	cr�m�nal	pred�cate,	
or public safety need is identified, fusion centers will allow 
information from all sources to be readily gathered, analyzed, and 
exchanged,	based	upon	the	pred�cate,	by	prov�d�ng	access	to	a	
var�ety	of	d�sparate	databases	that	are	ma�nta�ned	and	controlled	
by	appropr�ate	local,	state,	tr�bal,	and	federal		representat�ves	at	
the	fus�on	center.		The	product	of	th�s	exchange	w�ll	be	stored	by	
the	ent�ty	tak�ng	act�on	�n	accordance	w�th	any	appl�cable	fus�on	
center	and/or	department	pol�cy,	�nclud�ng	state	and	federal	
pr�vacy	laws	and	requ�rements.		

What Is a Fusion Center?
A fusion center is an effective and efficient mechanism to 
exchange information and intelligence, maximize resources, 
streamline operations, and improve the ability to fight crime 
and terrorism by analyzing data from a variety of sources.  
In	add�t�on,	fus�on	centers	are	a	condu�t	for	�mplement�ng	
port�ons	of	the	National	Criminal	Intelligence	Sharing	Plan	
(hereafter,	NCISP	or	Plan).4		The	NCISP	�s	the	bluepr�nt	for	
law	enforcement	adm�n�strators	to	follow	when	enhanc�ng	or	
bu�ld�ng	an	�ntell�gence	funct�on.		The	Plan	conta�ns	over	25	
recommendations that were vetted by law enforcement officials 
and	experts	from	local,	state,	tr�bal,	and	federal	agenc�es.		It	
embraces	�ntell�gence-led	pol�c�ng,	commun�ty	pol�c�ng,	and	
collaborat�on	and	serves	as	the	foundat�on	for	the	Fusion	Center	
Guidelines.

A	fusion	center is defined as a “collaborative effort of two or more 
agenc�es	that	prov�de	resources,	expert�se,	and	�nformat�on	
to the center with the goal of maximizing their ability to detect, 
prevent,	�nvest�gate,	and	respond	to	cr�m�nal	and	terror�st	
act�v�ty.”		Among	the	pr�mary	focuses	of	fus�on	centers	are	the	

4	 	The	National	Criminal	Intelligence	Sharing	Plan	�s	ava�lable	at		
www.�t.ojp.gov.

Fusion:  Turning Information and Intelligence 

Into Actionable Knowledge

http://www.ncirc.gov/
file://dell_server/nt_share/Print/GLOBAL/Fusion%20Center/fusion_center_guidelines/for%20printer/www.it.ojp.gov
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�ntell�gence	and	fus�on	processes,	through	wh�ch	�nformat�on	�s	
collected, integrated, evaluated, analyzed, and disseminated.  
Nontrad�t�onal	collectors	of	�ntell�gence,	such	as	publ�c	safety	
entities and private sector organizations, possess important 
�nformat�on	(e.g.,	r�sk	assessments	and	susp�c�ous	act�v�ty	
reports)	that	can	be	“fused”	w�th	law	enforcement	data	to	
prov�de	mean�ngful	�nformat�on	and	�ntell�gence	about	threats	
and	cr�m�nal	act�v�ty.		It	�s	recommended	that	the	fus�on	of	publ�c	
safety	and	pr�vate	sector	�nformat�on	w�th	law	enforcement	data	
be virtual through networking and utilizing a search function.  
Examples	of	the	types	of	�nformat�on	�ncorporated	�nto	these	
processes	are	threat	assessments	and	�nformat�on	related	to	
publ�c	safety,	law	enforcement,	publ�c	health,	soc�al	serv�ces,	
and	publ�c	works.		Federal	data	that	conta�ns	personally	
identifiable information should not be combined with this data 

unt�l	a	threat,	cr�m�nal	pred�cate,	or	publ�c	safety	need	has	been	
identified.  These processes support efforts to anticipate, identify, 
prevent,	mon�tor,	and	respond	to	cr�m�nal	act�v�ty.		Federal	law	
enforcement	agenc�es	that	are	part�c�pat�ng	�n	fus�on	centers	
should	ensure	that	they	comply	w�th	all	appl�cable	pr�vacy	laws	
when	contemplat�ng	the	wholesale	shar�ng	of	�nformat�on	w�th	
nontrad�t�onal	law	enforcement	ent�t�es.

Ideally,	the	fus�on	center	�nvolves	every	level	and	d�sc�pl�ne	of	
government,	pr�vate	sector	ent�t�es,	and	the	publ�c—though	
the	level	of	�nvolvement	of	some	of	these	part�c�pants	w�ll	vary	
based on specific circumstances.  The fusion process should be 
organized and coordinated, at a minimum, on a statewide level, 
and	each	state	should	establ�sh	and	ma�nta�n	a	center	to	fac�l�tate	
the	fus�on	process.		Though	the	foundat�on	of	fus�on	centers	�s	
the	law	enforcement	�ntell�gence	component,	center	leadersh�p	
should	evaluate	the�r	respect�ve	jur�sd�ct�ons	to	determ�ne	what	
publ�c	safety	and	pr�vate	sector	ent�t�es	should	part�c�pate	�n	the	
fus�on	center.		To	a�d	�n	th�s	assessment,	funct�onal	categor�es	
have	been	developed,	�n	wh�ch	s�m�lar	ent�t�es	are	grouped.		
These	categor�es	are	not	comprehens�ve	but	represent	a	start�ng	
po�nt	for	fus�on	center	leadersh�p	to	beg�n	assess�ng	what	
agencies and organizations should be involved in the center’s 
operat�ons.

The	funct�onal	categor�es	�nclude:

Agr�culture,	Food,	Water,	and	the	Env�ronment
Bank�ng	and	F�nance
Chemical Industry and Hazardous Materials







Cr�m�nal	Just�ce	
Educat�on
Emergency	Serv�ces	(non-law	enforcement)
Energy
Government
Health	and	Publ�c	Health	Serv�ces
Hosp�tal�ty	and	Lodg�ng
Informat�on	and	Telecommun�cat�ons
M�l�tary	Fac�l�t�es	and	Defense	Industr�al	Base
Postal	and	Sh�pp�ng
Pr�vate	Secur�ty
Publ�c	Works
Real	Estate
Reta�l
Soc�al	Serv�ces
Transportat�on

The	Fusion	Center	Guidelines	report	conta�ns	an	append�x	
descr�b�ng	the	funct�onal	categor�es	and	prov�des	examples	of	
the	types	of	�nformat�on	that	the	ent�t�es	can	prov�de	to	fus�on	
centers.

































Although each fusion center will have unique 

characteristics, it is important for centers 

to operate under a consistent framework—

similar to the construction of a group of 

buildings where each structure is unique, 

yet a consistent set of building codes and 

regualtions are adhered to regardless of the 

size or shape of the building.
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Why Should Fusion Centers Be 
Established?
The	ult�mate	goal	�s	to	prov�de	a	mechan�sm	through	wh�ch	
government,	law	enforcement,	publ�c	safety,	and	the	pr�vate	
sector	can	come	together	w�th	a	common	purpose	and	�mprove	
the	ab�l�ty	to	safeguard	our	homeland	and	prevent	cr�m�nal	
act�v�ty.		It	�s	cr�t�cal	for	government	to	accompl�sh	more	w�th	
less.		Fus�on	centers	embody	the	core	of	collaborat�on,	and	as	
demands	�ncrease	and	resources	decrease,	fus�on	centers	w�ll	
become an effective tool to maximize available resources and 
bu�ld	trusted	relat�onsh�ps.		It	�s	recommended	that	fus�on	centers	
adhere	to	these	gu�del�nes	and	�ntegrate	the	key	elements	
of	each	gu�del�ne	to	the	fullest	extent,	�n	order	to	enhance	
�nformat�on	and	�ntell�gence	shar�ng.			
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Summary	of	Gu�del�nes	and	Key	Elements5

Adhere	to	the	tenets	contained	in	the	National 
Criminal Intelligence Sharing Plan	(NCISP)	and	
other sector-specific information sharing plans, 
and	perform	all	steps	of	the	intelligence	and	fusion	
processes.

Consult	the	tenets	of	the	NCISP,	and	use	model	standards	
and	pol�c�es	as	a	bluepr�nt	for	establ�sh�ng	or	enhanc�ng	
the	�ntell�gence	funct�on	w�th�n	the	center.
Consult	the	Homeland	Secur�ty	Adv�sory	Counc�l’s	
(HSAC)	Intelligence	and	Information	Sharing	Initiative:	
Homeland	Security	Intelligence	and	Information	Fusion	
report	when	�ncorporat�ng	the	fus�on	process	�n	the	center.

Collaboratively	develop	and	embrace	a	mission	
statement,	and	identify	goals	for	the	fusion	center.

Develop	the	center’s	m�ss�on	statement	and	goals	
collaborat�vely	w�th	part�c�pat�ng	ent�t�es.
Identify customer needs, define tasks, and prioritize 
funct�ons.
Ensure	the	m�ss�on	statement	�s	clear	and	conc�se	and	
conveys	the	purpose,	pr�or�ty,	and	role	of	the	center.
Include	the	name	and	type	of	the	center,	what	the	
center	does,	and	whom	the	center	serves	�n	the	m�ss�on	
statement.

Create	a	representative	governance	structure	that	
includes	law	enforcement,	public	safety,	and	the	
private	sector.

Ensure	all	part�c�pat�ng	agenc�es	have	a	vo�ce	�n	the	
establ�shment	and	operat�on	of	the	fus�on	center.
Ensure	part�c�pat�ng	ent�t�es	are	adequately	represented	
w�th�n	the	governance	structure.			
Compose the governing body with officials who have 
author�ty	to	comm�t	resources	and	make	dec�s�ons.

5	 Electron�c	vers�ons	of	the	documents,	products,	and	reports	
referenced	�n	the	follow�ng	gu�del�nes	can	be	found	at	www.�t.ojp.gov.

1.





2.









3.







Create	a	collaborative	environment	for	the	sharing	
of	intelligence	and	information	among	local,	state,	
tribal,	and	federal	law	enforcement	agencies,	
public	safety	agencies,	and	the	private	sector.

Ma�nta�n	a	d�verse	membersh�p	to	�nclude	representat�ves	
from	local,	state,	tr�bal,	and	federal	law	enforcement,	
publ�c	safety,	and	the	pr�vate	sector.
Conduct	regular	meet�ngs	w�th	center	personnel,	and	
participate in networking groups and organizations. 
Educate and liase with elected officials and community 
leadersh�p	to	promote	awareness	of	center	operat�ons.

Utilize	Memoranda	of	Understanding	(MOUs),	Non-
Disclosure	Agreements	(NDAs),	or	other	types	of	
agency	agreements,	as	appropriate.

Educate	and	consult	legal	adv�sors	early	�n	the	fus�on	
center	development	process.
Utilize an NDA for fusion center personnel and 
part�c�pants	to	a�d	�n	the	secur�ty	of	propr�etary	
�nformat�on.
Ensure	awareness	of	local,	state,	and	federal	publ�c	
records	laws	as	they	relate	to	NDAs,	�nclud�ng	the	
Freedom	of	Informat�on	Act	(FOIA).
Use	an	MOU	as	the	foundat�on	for	a	collaborat�ve	
�n�t�at�ve,	founded	on	trust,	w�th	the	�ntent	to	share	and	
exchange	�nformat�on.	
At	a	m�n�mum,	cons�der	�nclud�ng	the	follow�ng	elements	
�n	fus�on	center	MOUs:

Involved	part�es
M�ss�on
Governance
Author�ty
Secur�ty
Ass�gnment	of	personnel	(removal/rotat�on)
Fund�ng/costs
Civil liability/indemnification issues
Pol�c�es	and	procedures
Pr�vacy
Terms

4.







5.

































Summary of Guidelines and Key 
Elements5
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Integr�ty	control
D�spute	resolut�on	process
Po�nts	of	contact
Effective date/duration/modification/termination
Serv�ces
Deconfliction procedure
Code	of	conduct	for	contractors
Spec�al	cond�t�ons
Protocols	for	commun�cat�on	and	�nformat�on	exchange

Leverage	the	databases,	systems,	and	networks	
available	via	participating	entities	to	maximize	
information	sharing.

Obta�n	access	to	an	array	of	databases	and	systems.		At	
a	m�n�mum,	cons�der	obta�n�ng	access	to	dr�ver’s	l�cense	
�nformat�on,	motor	veh�cle	reg�strat�on	data,	locat�on	
�nformat�on,	law	enforcement	and	cr�m�nal	just�ce	systems	
or	networks,	and	correct�onal	data.
Become	a	member	of	a	reg�onal	or	state	secure	
law	enforcement	network,	such	as	the	Reg�onal	
Informat�on	Shar�ng	Systems®	(RISS)/Federal	Bureau	
of	Invest�gat�on’s	(FBI)	Law	Enforcement	Onl�ne	(LEO)	
system,	the	U.S.	Department	of	Homeland	Secur�ty’s	
(DHS)	Homeland	Secur�ty	Informat�on	Network	(HSIN),		
or	the	FBI’s	Law	Enforcement	Reg�onal	Data	Exchange		
(R-DEx)	and	Nat�onal	Data	Exchange	(N-DEx).

Create	an	environment	in	which	participants	
seamlessly	communicate	by	leveraging	existing	
systems	and	those	currently	under	development,	
and	allow	for	future	connectivity	to	other	local,	
state,	tribal,	and	federal	systems.		Use	the		
U.S.	Department	of	Justice’s	(DOJ)	Global	Justice	
Extensible	Markup	Language	(XML)	Data	Model	
and	the	National	Information	Exchange	Model	
(NIEM)	standards	for	future	database	and	network	
development,	and	consider	utilizing	the	Justice	
Information	Exchange	Model	(JIEM)	for	enterprise	
development.

Establ�sh	formal	commun�cat�ons	protocols,	and	ensure	
effective and efficient information exchange.
Develop	and	�mplement	a	commun�cat�ons	plan,	and	
ensure	secure	and	redundant	commun�cat�ons.	
Ensure	commun�cat�ons	and	systems	access	pol�c�es,	
�nclud�ng	consequences	for	noncompl�ance.
Consider utilizing the Organization for the Advancement 
of Structured Information Standards (OASIS)-ratified 
Common	Alert�ng	Protocol	(CAP)	to	enable	the	exchange	
of	emergency	alert	and	publ�c	warn�ng	�nformat�on	over	
data	networks	and	computer-controlled	warn�ng	systems.	

Develop,	publish,	and	adhere	to	a	privacy	and	civil	
liberties	policy.

Develop,	d�splay,	adhere	to,	and	tra�n	personnel	on	the	
center’s	pr�vacy	pol�cy.	
Consult	the	Fa�r	Informat�on	Pract�ces	when	develop�ng	a	
pr�vacy	pol�cy.
Ensure	all	other	pol�c�es	and	�nternal	controls	are	



















6.





7.









8.







cons�stent	w�th	the	center’s	pr�vacy	pol�cy.
Establ�sh	a	process	for	track�ng	and	handl�ng	pr�vacy	
compla�nts	or	concerns.
Develop	rules	on	the	use	of	pr�vately	held	data	systems	
�nformat�on.	
Adhere	to	appl�cable	state	and	federal	const�tut�onal	and	
statutory	pr�vacy	and	c�v�l	l�bert�es	prov�s�ons.	
Spec�fy	that	publ�c	safety	and	pr�vate	sector	databases	
should	not	be	comb�ned	w�th	any	federal	databases	that	
contain personally identifiable information.
Fus�on	center	part�c�pants	should	comply	w�th	all	local,	
state,	tr�bal,	and	federal	pr�vacy	laws,	when	appl�cable.		

Ensure	appropriate	security	measures	are	in	place	
for	the	facility,	data,	and	personnel.

Develop,	publ�sh,	and	adhere	to	a	secur�ty	plan,	and	
ensure	proper	safeguards	are	�n	place.
Ensure	secur�ty	plans	are	marked,	handled,	and	controlled	
as sensitive but unclassified (SBU) information. 
Obta�n	appropr�ate	secur�ty	clearances	for	personnel	
w�th�n	the	center	and	key	dec�s�on	makers	who	need	
access.	
Conduct	background	checks	on	personnel.
Tra�n	personnel	on	the	center’s	secur�ty	protocols.	
Consult	Global’s	Applying	Security	Practices	to	Justice	
Information	Sharing	document	and	resource	mater�als	
when	develop�ng	a	secur�ty	plan.
Consult	the	Homeland	Secur�ty	Informat�on	Act	of	2002:	
Cr�t�cal	Infrastructure	Informat�on	Act	when	collect�ng	and	
stor�ng	cr�t�cal	�nfrastructure-related	�nformat�on.
Consult	pr�vate	�ndustry	secur�ty	personnel	when	
obtaining and storing industry-specific information (e.g., 
bu�ld�ng	secur�ty	plans).
Ensure state laws allow for the security and confidentiality 
of	publ�c	and	pr�vate	sector	data.

Integrate	technology,	systems,	and	people.
Colocate personnel and/or utilize virtual integration to 
br�ng	technology,	systems,	and	people	together.	
Base	the	select�on	of	a	s�te	on	the	funct�onal	needs	of	the	
center.	
Plan,	�dent�fy,	des�gn,	tra�n,	�mplement,	and	adhere	to	a	
phys�cal	secur�ty	plan	and	a	cont�ngency	plan.

Achieve a diversified representation of personnel 
based	on	the	needs	and	functions	of	the	center.

Ma�nta�n	a	24-hour-a-day/7-day-a-week	operat�on	when	
feas�ble.
Requ�re	a	m�n�mum	term	comm�tment	for	full-t�me	center	
personnel.	
Ident�fy	subject-matter	experts	from	the	pr�vate	sector	for	
utilization when industry-specific threats or crimes are 
identified (e.g., cyber threats).
Adhere	to	the	Law	Enforcement	Analytic	Standards	
booklet	and	other	relevant	analyt�c	publ�cat�ons	ava�lable	
through	the	Internat�onal	Assoc�at�on	of	Law	Enforcement	











9.



















10.






11.








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Intell�gence	Analysts	(IALEIA)	when	h�r�ng	personnel	to	
perform	the	analyt�c	funct�on.

Ensure	personnel	are	properly	trained.
Adhere	to	the	tra�n�ng	object�ves	outl�ned	�n	the	National	
Criminal	Intelligence	Sharing	Plan.
Ensure	center	personnel	meet	the	m�n�mum	tra�n�ng	
standards	outl�ned	�n	the	report	Minimum	Criminal	
Intelligence	Training	Standards	for	United	States	Law	
Enforcement	and	Other	Criminal	Justice	Agencies.	
Ensure	center	personnel	rece�ve	tra�n�ng	on	fac�l�ty	and	
�nformat�on	secur�ty,	operat�ons,	pol�c�es,	and	procedures.
Include	cross-educat�onal	tra�n�ng	regard�ng	the	fus�on	
centers	and	the	appl�cable	funct�onal	categor�es,	�nclud�ng	
the	types	of	�nformat�on	that	ent�t�es	can	prov�de	to	
the	fus�on	center	and	what	the	center	does	w�th	the	
�nformat�on,	once	rece�ved.

Provide	a	multitiered	awareness	and	educational	
program	to	implement	intelligence-led	policing	and	
the	development	and	sharing	of	information.

Ensure	appropr�ate	noncenter	personnel	�nvolved	�n	the	
�ntell�gence	process	are	aware	of	the	center’s	funct�ons,	
�nclud�ng	pol�cymakers,	agency	heads,	and	pr�vate	sector	
execut�ves.
Develop	and	d�ssem�nate	outreach	and	educat�onal	
materials to officers, analysts, policymakers, and others.

Offer	a	variety	of	intelligence	services	and	
products	to	customers.

Produce	strateg�c	and	tact�cal	products	to	support	the	
m�ss�on	and	pr�or�t�es	of	the	center.	
Consult	the	Law	Enforcement	Analytic	Standards	booklet	
to	ensure	development	of	profess�onal	qual�ty	analyt�c	
products.
Ensure	that	feedback	from	part�c�pat�ng	agenc�es	and	
organizations occurs when products are created and 
d�str�buted.

Develop,	publish,	and	adhere	to	a	policies	and	
procedures	manual.

Use a standardized format to allow for easy reading, filing, 
retr�ev�ng,	and	correct�ng.
Implement	an	annual	rev�ew	of	center	d�rect�ves,	and	
purge	or	rev�se	outdated	pol�c�es	and	procedures.
Ensure	that	personnel	have	access	to	the	latest	pol�c�es	
and	procedures	manual.

Define expectations, measure performance, and 
determine	effectiveness.	

Des�gn	performance	measures	based	on	the	center’s	core	
m�ss�on,	goals,	and	object�ves.
Ensure	performance	measures	are	val�d,	rel�able,	
measurable, and quantifiable.
Develop	an	evaluat�on	process	to	gauge	the	adequacy,	
appropr�ateness,	and	success	of	center	serv�ces.
Use	performance	measures	and	an	evaluat�on	process	to	

12.








13.





14.







15.







16.









make	dec�s�ons	and	allocate	resources.
Utilize performance measures to track progress and 
ensure	accountab�l�ty.
Inform	center	personnel	of	performance	and	progress	on	
a	regular	bas�s.

Establish	and	maintain	the	center	based	on	
funding	availability	and	sustainability.	

Ident�fy	center	needs	and	ava�lable	fund�ng	sources,	to	
�nclude	local,	state,	tr�bal,	federal,	and	nongovernmental	
sources.	
Establ�sh	an	operat�onal	budget	and	adhere	to	report�ng	
requ�rements.	

Develop	and	implement	a	communications	
plan	among	fusion	center	personnel;	all	law	
enforcement,	public	safety,	and	private	sector	
agencies	and	entities	involved;	and	the	general	
public.

Determ�ne	pr�mary	and	secondary	modes	of	
commun�cat�on	between	the	fus�on	center	and	
part�c�pat�ng	ent�t�es.
Incorporate	regular	test�ng	of	the	plan	to	ensure	�ts	
funct�onal�ty.
Include	a	mechan�sm	to	alert	fus�on	center	part�c�pants	of	
new	�nformat�on	and	�ntell�gence.





17.





18.







A companion CD has 

been developed in 

conjunction with 

the Fusion Center 

Guidelines report.  This 

CD contains sample 

policies, checklists, resource documents, and links 

to Web sites that are referenced throughout the 

report.  For copies of the resource CD, contact 

DOJ’s Global at (850) 385-0600.   The fusion 

center resources are also available at DOJ’s 

Global Web site, www.it.ojp.gov/fusioncenter, 

DHS’s Web site, and the Homeland Security 

Information Network (HSIN).
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As	cr�m�nal	and	terror�st	act�v�ty	threatens	the	safety	of	our	
nation’s citizens and visitors, the ability to quickly exchange 
relevant	�nformat�on	and	�ntell�gence	becomes	�ncreas�ngly	
critical.  Over the last few years, significant progress has been 
made	�n	break�ng	down	barr�ers	and	�mprov�ng	�nformat�on	
exchange.  Policymakers and leaders have recognized the 
�mportance	of	creat�ng	an	env�ronment	where	�ntell�gence	can	be	
securely	shared	among	law	enforcement,	publ�c	safety	agenc�es,	
and	the	pr�vate	sector.		Although	str�des	have	been	made,	
there	�s	st�ll	much	work	ahead.		There	�s	st�ll	an	urgent	need	to	
rigorously refine and accommodate our rapidly changing world.

Many	obstacles	have	been	encountered	that	have	�mpacted	
the	ab�l�ty	to	share	�ntell�gence,	such	as	the	lack	of	trusted	
partnersh�ps;	d�sparate,	�ncompat�ble,	and	ant�quated	
commun�cat�ons,	computer	systems,	and	software;	the	need	to	
query	mult�ple	databases	or	systems;	the	lack	of	commun�cat�on;	
the	lack	of	standards	and	pol�c�es;	and	legal	and	cultural	�ssues.

These barriers have proven to be difficult hurdles.  Yet, there 
are	steps	that	can	be	taken	to	overcome	these	�ssues	and	
create	a	proact�ve	env�ronment	for	the	successful	exchange	of	
�ntell�gence.			

Fusion Center Guidelines 
Development
Through	the	U.S.	Department	of	Just�ce	(DOJ),	members	
of	�ts	Global	Just�ce	Informat�on	Shar�ng	In�t�at�ve	(Global)	
have	developed	recommended	gu�del�nes	to	enhance	just�ce	
�nformat�on	shar�ng.6		Examples	�nclude	the	National	Criminal	
Intelligence	Sharing	Plan	(NCISP	or	Plan),	the	Privacy	and	
Information	Quality	Policy	Development	for	the	Justice	Decision	
Maker,	the	Applying	Security	Practices	to	Justice	Information	
Sharing,	and	the	Global	Just�ce	Extens�ble	Markup	Language	
(XML)	Data	Model	(Global	JXDM).		DOJ’s	Global	represents	
over 30 law enforcement organizations throughout the country, 
at	all	levels	of	government.		Global	promotes	standards-based	
electron�c	�nformat�on	exchange	to	prov�de	the	just�ce	commun�ty	
w�th	t�mely,	accurate,	complete,	and	access�ble	�nformat�on	�n	a	
secure	and	trusted	env�ronment.

6	 		For	more	�nformat�on	regard�ng	Global,	v�s�t	www.�t.ojp.gov.

Through	the	Global	Intell�gence	Work�ng	Group	(GIWG)—one	
of	Global’s	four	�ssue-focused	work�ng	groups—�ntell�gence	
�ssues,	concerns,	and	obstacles	have	been	addressed.		Global’s	
Cr�m�nal	Intell�gence	Coord�nat�ng	Counc�l	(CICC)7	supported	
the	development	of	the	Law	Enforcement	Intell�gence	Fus�on	
Center	Focus	Group	(FCFG)	to	�n�t�ate	Phase	1	of	the	fus�on	
center	gu�del�nes	development.		Th�s	group	was	tasked	w�th	
recommending guidelines specifically for the law enforcement 

7	 		The	CICC	was	establ�shed	�n	response	to	recommendat�ons	
conta�ned	�n	the	NCISP.		The	CICC	�s	composed	of	local,	state,	and	
federal	ent�t�es	and	adv�ses	the	U.S.	Attorney	General	on	matters	relat�ng	
to	cr�m�nal	�ntell�gence.

Information systems contribute to every aspect 

of homeland security.  Although American 

information technology is the most advanced 

in the world, our country’s information systems 

have not adequately supported the homeland 

security mission.  Databases used for federal 

law enforcement, immigration, intelligence, 

public health, surveillance, and emergency 

management have not been connected in 

a way that allows us to comprehend where 

information gaps and redundancies exist.

We must link the vast amounts of knowledge 

residing within each government agency while 

ensuring adequate privacy. 

The National Strategy for Homeland Security 

July 2002

Introduction— 
Fusion Concept and Functions

http://www.it.ojp.gov/
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�ntell�gence	component	of	fus�on	centers.		The	focus	group	was	
also	tasked	w�th	recommend�ng	related	model	pol�c�es	and	
procedures to support this initiative.  Group members recognized 
the	need	and	�mportance	of	�ntegrat�ng	all	publ�c	safety	and	
pr�vate	partners.		

Concurrently,	a	parallel	effort	was	under	way	by	the	Homeland	
Secur�ty	Adv�sory	Counc�l	(HSAC)	Intell�gence	and	Informat�on	
Shar�ng	Work�ng	Group	to	develop	�ntell�gence	and	�nformat�on	
sharing guidelines, based on specific presidential directives, for 
local,	state,	and	federal	agenc�es	creat�ng	fus�on	centers.8		These	
d�rect�ves	prov�de	gu�dance	to	local	and	state	ent�t�es	regard�ng	
prevent�on	and	response	to	cr�m�nal	and	terror�st	act�v�t�es.9		
The recommendations and findings resulting from HSAC’s 
Intell�gence	and	Informat�on	Shar�ng	Work�ng	Group	efforts	
support	the	expans�on	of	the	Fusion	Center	Guidelines	to	publ�c	
safety	and	pr�vate	sector	ent�t�es.

Subsequent	to	the	efforts	of	the	Law	Enforcement	Intell�gence	
FCFG	and	HSAC,	the	Publ�c	Safety	FCFG	was	created	for	
the	purpose	of	�ntegrat�ng	the	publ�c	safety	component	�nto	
the	Fusion	Center	Guidelines.		Members	of	the	focus	group	
concentrated	on	the	need	for	�nformat�on	and	�ntell�gence	shar�ng	
between	law	enforcement	and	publ�c	safety	commun�t�es.	
Th�s	group	endorsed	the	gu�del�nes	developed	by	the	Law	
Enforcement	Intell�gence	FCFG	and	offered	suggest�ons	and	
recommendat�ons	to	successfully	�ncorporate	publ�c	safety	
ent�t�es	�nto	fus�on	centers.

The	last	phase	establ�shed	the	Pr�vate	Sector	FCFG,	whose	
m�ss�on	was	to	�ntegrate	the	pr�vate	sector	�nto	the	gu�del�nes.		
W�th	85	percent	of	cr�t�cal	�nfrastructure	owned	by	pr�vate	ent�t�es,	
the�r	�nvolvement	�n	fus�on	centers	�s	essent�al	to	hav�ng	a	
comprehensive all-hazards, all-crimes fusion center.  Key points 
addressed	�ncluded	collaborat�on	between	the	fus�on	center	and	
mission-critical private sector entities, as well as identification of 
pr�vate	sector	capab�l�t�es	and	�nformat�on	needs.		In	add�t�on,	
the	need	for	a	two-way	educat�onal	process	between	the	pr�vate	
sector and fusion centers was identified.  The purpose of this 
educat�onal	process	�s	to	develop	an	understand�ng	of	how	
each	ent�ty	operates	and	how	each	can	enhance	operat�ons	and	
funct�onal�ty	w�th	the	other.

All	levels	of	government,	the	pr�vate	sector,	and	nongovernmental	
organizations must work together to prepare for, prevent, respond 
to,	and	recover	from	terror�st	and	cr�m�nal	events.		Through	

8	 		More	�nformat�on	on	HSAC	can	be	accessed	at	www.dhs.gov/hsac.
9	 		Homeland	Secur�ty	Pres�dent�al	D�rect�ve	8	(HSPD-8)	was	�ssued	
w�th	the	purpose	of	establ�sh�ng	pol�c�es	to	strengthen	the	preparedness	
of	the	Un�ted	States	to	prevent	and	respond	to	threatened	or	actual	
domest�c	terror�st	attacks,	major	d�sasters,	and	other	emergenc�es.		Th�s	
is done by requiring a national domestic all-hazards preparedness goal, 
establ�sh�ng	mechan�sms	for	�mproved	del�very	of	federal	preparedness	
ass�stance	to	state	and	local	governments,	and	outl�n�ng	act�ons	to	
strengthen	preparedness	capab�l�t�es	of	federal,	state,	and	local	ent�t�es.		
HSPD-5 addresses the management of domestic incidents and identifies 
steps	for	�mproved	coord�nat�on	�n	response	to	�nc�dents.		It	requ�res	the	
U.S.	Department	of	Homeland	Secur�ty	to	coord�nate	w�th	other	federal	
departments	and	local,	state,	and	tr�bal	governments	to	establ�sh	a	
Nat�onal	Response	Plan	(NRP)	and	a	Nat�onal	Inc�dent	Management	
System	(NIMS).		Each	of	these	�tems	plays	a	role	�n	the	establ�shment	
of	fus�on	centers	and	lays	a	foundat�on	for	enhanced	�nformat�on	and	
�ntell�gence	shar�ng	among	all	levels	of	law	enforcement,	publ�c	safety,	
and	the	pr�vate	sector.	For	more	�nformat�on	regard�ng	HSPD-8,	HSPD-5,	
NRP,	and	NIMS,	v�s�t	www.ojp.usdoj.gov/odp/assessments/hspd8.htm.

the	hard	work,	ded�cat�on,	and	comm�tment	of	the	�nd�v�duals	
part�c�pat�ng	�n	these	efforts,	the	appropr�ate	gu�del�nes,	tools,	
and	�nformat�on	w�ll	be	ava�lable	to	all	ent�t�es	�nvolved.		In	
add�t�on,	a	collaborat�ve	env�ronment	w�ll	result	�n	a	cons�stent,	
unified approach to prevention and response.

The	ult�mate	goal	�s	to	prov�de	a	mechan�sm	where	law	
enforcement,	publ�c	safety,	and	pr�vate	sector	partners	can	come	
together	w�th	a	common	purpose	and	�mprove	the	ab�l�ty	to	
safeguard	our	homeland	and	prevent	cr�m�nal	act�v�ty.		The	fus�on	
center is this mechanism; it is key to ensuring the flow of threat- 
and	cr�me-related	�nformat�on	between	local,	state,	reg�onal,	
and	federal	partners.		The	gu�del�nes	conta�ned	�n	the	report	
represent	the	key	components	and	�ssues	to	cons�der	when	
establ�sh�ng	fus�on	centers.			

The Fusion Concept
Law	enforcement	has	always	been	aware	of	the	key	role	that	
�nformat�on	and	�ntell�gence	play	�n	prevent�on	and	response.		
Although	�t	�s	�mposs�ble	to	protect	every	potent�al	target	from	
every	conce�vable	method	of	attack,	a	number	of	strateg�es	can	
be implemented to maximize this ability.  In addition, further 
refinement in the intelligence and information sharing arena 
will maximize the ability to respond quickly and efficiently if an 
�nc�dent	occurs.			

Effect�ve	terror�sm-related	�ntell�gence	�nformat�on	and	cr�me	
prevent�on,	protect�on,	preparedness,	and	response	depend	
on	t�mely	and	accurate	�nformat�on	about	the	terror�sts,	the�r	
operat�ons,	the�r	support	mechan�sms	and	structure,	the�r	targets,	
and	the�r	attack	methods.		Th�s	�nformat�on	should	serve	as	a	
gu�de	for	efforts	to	rap�dly	�dent�fy	both	�mmed�ate	and	long-
term	threats;	�dent�fy	persons	�nvolved	�n	terror�sm-related	and	
cr�m�nal	act�v�t�es;	and	gu�de	the	�mplementat�on	of	�nformat�on-
dr�ven	and	r�sk-based	prevent�on,	response,	and	consequence-
management.	

S�nce	September	11,	both	response	and	prevent�on	are	cr�t�cal	to	
an	overall	strategy	to	secure	our	homeland	and	decrease	cr�m�nal	
activities.  September 11 also confirmed how critical local, state, 
tr�bal,	and	federal	law	enforcement	agenc�es	and	publ�c	safety	
and	pr�vate	sector	ent�t�es	are	�n	collect�ng	�mportant	�nformat�on	
and	�ntell�gence	that	ult�mately	�mpacts	the	nat�on’s	overall	ab�l�ty	
to	prevent	terror�sm-related	and	cr�m�nal	act�v�t�es.		In	respond�ng	

Fusion:

Turning 

Information 

and Intelligence 

Into Actionable 

Knowledge

http://www.dhs.gov/dhspublic/display?theme=9&content=3386
http://www.ojp.usdoj.gov/odp/assessments/hspd8.htm
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to	September	11	and	subsequent	�nc�dents	(e.g.,	the	anthrax	
�ssue),	�t	became	apparent	how	�mportant	�t	�s	to	�ncorporate	
nontraditional collectors of data (e.g., fire and health entities) 
�nto	prevent�on	efforts.		Data	fus�on	represents	an	�mportant	part	
of	a	mechan�sm	that	can	dramat�cally	�mprove	�nformat�on	and	
�ntell�gence	shar�ng	between	all	components	and	collectors	of	
�nformat�on.	

As	a	result	of	the	need	to	exchange	d�verse	data	from	var�ous	
sources,	fus�on	emerged	as	the	fundamental	process	to	fac�l�tate	
the	shar�ng	of	homeland	secur�ty-	and	cr�me-related	�ntell�gence.		
On the surface, it would appear that defining fusion is difficult.  
Although	the	concept	�s	new	to	many	law	enforcement,	publ�c	
safety,	and	pr�vate	sector	commun�t�es,	fus�on	�s	not	new	to	
many	other	�ndustr�es	and	the	m�l�tary.		In	fact,	fus�on	has	been	
d�scussed	and	used	�n	transportat�on	and	av�at�on;	satell�te	
�mag�ng;	meteorology	and	weather	forecast�ng;	sensory	�mag�ng;	
and	m�l�tary	and	defense	act�v�t�es	for	years.	

Fusion refers to managing the flow of information and intelligence 
across	levels	and	sectors	of	government	and	pr�vate	�ndustry.10		
It	goes	beyond	establ�sh�ng	an	�ntell�gence	center	or	creat�ng	
a	computer	network.		Fus�on	supports	the	�mplementat�on	
of	r�sk-based,	�nformat�on-dr�ven	prevent�on,	response,	and	
consequence	management	programs.		At	the	same	t�me,	�t	
supports	efforts	to	address	�mmed�ate	or	emerg�ng	threat-
related	c�rcumstances	and	events.		Data	fus�on	�nvolves	the	
exchange	of	�nformat�on	from	d�fferent	sources,	�nclud�ng	law	
enforcement,	publ�c	safety,	and	the	pr�vate	sector.11		When	
comb�ned	w�th	appropr�ate	analyses,	�t	can	result	�n	mean�ngful	
and	act�onable	�ntell�gence	and	�nformat�on.		The	fus�on	process	
turns	�nformat�on	and	�ntell�gence	�nto	knowledge.		The	pr�mary	
emphas�s	of	fus�on	�s	to	�dent�fy	emerg�ng	terror�sm-related	
threats	and	r�sks	as	well	as	to	support	ongo�ng	efforts	to	address	
cr�m�nal	act�v�t�es.		The	fus�on	process	w�ll:

Allow	local	and	state	ent�t�es	to	better	forecast	and	�dent�fy	
emerg�ng	cr�me	and	publ�c	health	trends.
Support	mult�d�sc�pl�nary,	proact�ve,	r�sk-based,	and	
commun�ty-focused	problem	solv�ng.
Provide a continuous flow of intelligence to officials to assist 
�n	develop�ng	a	dep�ct�on	of	evolv�ng	threats.	
Improve	the	del�very	of	emergency	and	nonemergency	
serv�ces.

To illustrate the fusion process within a conceptualized fusion 
center	concept,	F�gure	1	dep�cts	a	d�str�buted	capab�l�ty,	
populated	by	mult�ple	and	d�verse	�nformat�on	sources.		Users	
access the data via a common interface, extracting, analyzing, 
and	d�ssem�nat�ng	�nformat�on	based	on	need	and	current	
demands.		Although	�t	�s	ant�c�pated	that	fus�on	and	fus�on	
centers	w�ll	pr�mar�ly	be	used	for	prevent�ve	and	proact�ve	

10  Terms and definitions mentioned in this document, including “fusion,” 
are specific to the fusion center initiative.  Varying definitions of the same 
term may be utilized within the law enforcement intelligence, public 
safety, and private sector fields, and participants in the fusion center 
initiative should ensure that term definitions do not deconflict.  Definitions 
of terms specified in this document can be found in Appendix F.
11	 The	fus�on	of	publ�c	safety	and	pr�vate	sector	�nformat�on	w�th	any	
federal database containing personally identifiable information should 
be virtual through networking and utilizing a search function.  Federal 
agenc�es	part�c�pat�ng	�n	the	fus�on	center	should	adhere	to	appl�cable	
federal	laws	and	regulat�ons.		
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measures,	the	process	w�ll	also	be	cr�t�cal	�f	an	�nc�dent	occurs,	
providing information to responders as well as officials, media, 
and citizens.  It is important to note that the fusion process is not 
a	system	or	database;	�t	�s	an	�mportant	part	of	a	mechan�sm	by	
wh�ch	part�c�pat�ng	law	enforcement,	publ�c	safety,	and	pr�vate	
sector	ent�t�es	can	prov�de	and	rece�ve	enhanced	�nformat�on	
from	a	fus�on	center.

Cr�m�nal	and	terror�sm-related	�ntell�gence	�s	der�ved	by	
collecting, blending, analyzing, and evaluating relevant 
�nformat�on	from	a	broad	array	of	sources	on	a	cont�nual	bas�s.		
There	�s	no	s�ngle	source	for	terror�sm-related	�nformat�on.		It	
can	come	through	the	efforts	of	the	�ntell�gence	commun�ty;	
local,	state,	tr�bal,	and	federal	law	enforcement	author�t�es;	
other	government	agenc�es	(e.g.,	transportat�on	and	health	
departments);	the	pr�vate	sector;	and	the	general	publ�c.		In	order	
to	�mplement	an	effect�ve	fus�on	process,	a	number	of	�ssues	
must	be	addressed,	�nclud�ng	the	follow�ng:

The use of common terminology, definitions, and lexicon by 
all	stakeholders.	
Up-to-date	awareness	and	understand�ng	of	the	global	threat	
env�ronment.
A	clear	understand�ng	of	the	l�nkages	between	terror�sm-
related	and	nonterror�sm-related	�nformat�on	and	�ntell�gence.
Clearly defined intelligence and information requirements 
that prioritize and guide planning, collection, analysis, and 
d�ssem�nat�on	efforts.
Clear	del�neat�on	of	roles,	respons�b�l�t�es,	and	requ�rements	
of	each	level	and	sector	of	government	�nvolved	�n	the	fus�on	
process.











Figure 1 – Fusion Process
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Understand�ng	and	el�m�nat�ng	�mped�ments	to	�nformat�on	
collect�on	and	shar�ng.
Extens�ve	and	ongo�ng	�nteract�on	w�th	the	pr�vate	sector	and	
w�th	the	publ�c	at	large.
Connect�v�ty	(techn�cal	and	procedural)	w�th	cr�t�cal	
�ntell�gence	streams,	analys�s	centers,	commun�cat�on	
centers,	and	�nformat�on	repos�tor�es.
Extens�ve	part�c�pat�on	of	subject-matter	experts	�n	the	
analyt�cal	process.
Capac�ty	to	ensure	aggress�ve	overs�ght	and	accountab�l�ty	to	
protect	const�tut�onal	protect�ons	and	c�v�l	l�bert�es.		

Through	the	use	of	fus�on	centers	and	by	�ntegrat�ng	these	
gu�del�nes,	model	templates,	pol�c�es,	and	tools,	the	outstand�ng	
�ssues	h�nder�ng	our	nat�on’s	ab�l�ty	to	seamlessly	develop	and	
share information and intelligence will be minimized.  

Fusion Centers
The	ab�l�ty	to	coord�nate	effect�ve	responses	�n	the	event	of	a	
terrorist attack is a significant challenge facing our nation.  It 
�s	�mperat�ve	that	all	appropr�ate	means	to	combat	terror�sm,	
respond	to	terror�st	attacks,	and	reduce	cr�m�nal	act�v�ty	be	
employed.  This section will define fusion centers; summarize 
the	bas�c	funct�ons	of	a	fus�on	center;	and	prov�de	a	summary	
compar�son	of	fus�on	centers,	�ntell�gence	centers,	and	
emergency	operat�ons	centers.		

A fusion center is a collaborative effort of 

two or more agencies that provide resources, 

expertise, and/or information to the center 

with the goal of maximizing the ability to 

detect, prevent, investigate, apprehend, and 

respond to criminal and terrorist activity. 

The primary components of a fusion center are 

situational awareness and warnings that are 

supported by law enforcement intelligence, 

derived from the application of the intelligence 

process, where requirements for actionable 

information are generated and information is 

collected, integrated, evaluated, analyzed, and 

disseminated.  Other key components resident 

in the fusion center include representatives of 

public safety, homeland security, the private 

sector, and critical infrastructure communities. 

Fus�on	centers	are	not	trad�t�onal	�ntell�gence	centers	nor	do	they	
perform	the	same	funct�ons	as	emergency	operat�ons	centers.	
Fus�on	centers	are	mult�d�sc�pl�nary,	whereas	�ntell�gence	centers	











are	trad�t�onally	law	enforcement	centr�c.	Emergency	Operat�ons	
Centers	(EOC)	focus	on	d�saster	recovery	(both	natural	and	
man-made).		It	�s	�mportant	to	note	that	although	these	centers	
are	d�fferent	and	have	un�que	m�ss�ons,	they	must	work	together	
and	understand	each	others’	goals	and	pr�or�t�es.		If	an	�nc�dent	
occurs,	all	of	these	resources	w�ll	be	needed	to	successfully	
minimize loss and apprehend suspects.  The fusion center 
prov�des	�ntell�gence	to	the	EOC	regard�ng	the	d�saster	or	related	
events.		Because	of	the	�nvestment,	expert�se,	and	capab�l�ty	
�ntegrated	w�th�n	a	fus�on	center,	plans	and	procedures	should	
�nclude	how	each	fus�on	center	w�ll	support	the	jur�sd�ct�on’s	
emergency	management	structure	dur�ng	cr�ses.		Furthermore,	
each	fus�on	center	should	make	prov�s�ons	for	support�ng	cr�s�s	
management	and	recovery	operat�ons	as	la�d	out	�n	the	Inc�dent	
Command	System	(ICS),	the	Nat�onal	Inc�dent	Management	
System	(NIMS),	and	the	Nat�onal	Response	Plan	(NRP).

Fus�on	centers	embody	the	core	of	collaborat�on.		Collaborat�on	
�ncreases	capac�ty,	commun�cat�on,	and	cont�nu�ty	of	serv�ce	
wh�le	decreas�ng	dupl�cat�on.12		As	demands	�ncrease	and	
resources	decrease,	collaborat�on	becomes	an	evermore	
effective tool to maximize resources and build trusted 
relat�onsh�ps.		In	a	recent	survey	conducted	by	the	Nat�onal	
Governors	Assoc�at�on	(NGA)	Center	for	Best	Pract�ces,	
respond�ng	states	ranked	the	development	of	a	state	�ntell�gence	
fus�on	center	as	one	of	the�r	h�ghest	pr�or�t�es.13  This is significant 
and	�nd�cates	a	need	to	qu�ckly	prov�de	�nformat�on,	mater�als,	
and	gu�del�nes	to	ass�st	�n	establ�sh�ng	and	operat�ng	fus�on	
centers.	

As	�llustrated	�n	F�gure	2,	the	fus�on	center	concept	embraces	
the collaboration of numerous resources, maximizing and 
streaml�n�ng	operat�ons,	wh�le	mov�ng	jo�ntly	toward	a	common	
goal.  The figure depicts participating entities using MOUs to 
define their roles, responsibilities, and contributions toward center 
operat�ons.		These	resources	funnel	�nto	a	central	locat�on,	the	
fusion center.  Here, authorized personnel use the resources 
and	�nformat�on	to	ass�st	�nvest�gat�ve	and	�ntell�gence	serv�ces,	
homeland	secur�ty,	and	publ�c	safety	operat�ons	and	to	�ntegrate	
cr�t�cal	�nfrastructure	funct�ons	and	pr�vate	sector	partnersh�ps.		
Part�c�pants	are	subject	to	all	the	pol�c�es	and	procedures	that	
gu�de	center	operat�ons.		Appropr�ate	�nformat�on	and	�ntell�gence	
is then disseminated to authorized recipients and used to 
�nvest�gate	cr�mes	and	proact�vely	address	threats.	

12	 		C.	R.	Pete	Petersen,	M.Ed.,	Community	Collaboration,	March	4,	
2003.
13	 		NGA	Center	for	Best	Pract�ces,	Homeland	Security	in	the	States:	
Much	Progress,	More	Work,	January	24,	2005.	

Important intelligence that may forewarn of a 

future attack may be derived from information 

collected by local, state, tribal, and federal law 

enforcement agencies; public safety agencies; 

and private sector entities through crime control 

and other normal activities, as well as by 

people living and working in our communities.
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Fus�on	centers	w�ll	act	as	an	analyt�cal	hub,	process�ng,	
evaluat�ng,	and	d�ssem�nat�ng	cr�t�cal	�nformat�on	for	law	
enforcement,	publ�c	safety,	and	pr�vate	partners,	based	on	a	
cr�m�nal	pred�cate,	threat,	or	publ�c	safety	need.		They	w�ll	focus	
on	collaborat�on	and	analys�s	and	w�ll	become	a	repos�tory	for	
information that flows through the center, while ensuring state 
and	federal	pr�vacy	laws	and	requ�rements	are	adhered	to.		
Ult�mately,	fus�on	centers	w�ll	become	the	center	for	�nvest�gat�ve	
support,	�nformat�on	and	�ntell�gence	shar�ng,	homeland	secur�ty,	
and	publ�c	safety	and	pr�vate	sector	partners.					

Fusion Center Functions
The principal role of the fusion center is to compile, analyze, 
and	d�ssem�nate	cr�m�nal/terror�st	�nformat�on	and	�ntell�gence	
and	other	�nformat�on	(�nclud�ng,	but	not	l�m�ted	to,	threat,	publ�c	
safety,	law	enforcement,	publ�c	health,	soc�al	serv�ces,	and	
publ�c	works)	to	support	efforts	to	ant�c�pate,	�dent�fy,	prevent,	
and/or	mon�tor	cr�m�nal/terror�st	act�v�ty.		Th�s	cr�m�nal	�nformat�on	
and	�ntell�gence	should	be	both	strateg�c	(�.e.,	des�gned	to	
prov�de	general	gu�dance	of	patterns	and	trends)	and	tact�cal	
(i.e., focused on a specific criminal event).  To be meaningful, 
the	fus�on	center	must	do	more	than	a	one-t�me	collect�on	of	
law	enforcement	�nformat�on.		It	must	�nclude	develop�ng	the	
capability to analyze on an ongoing basis law enforcement 
�nformat�on	and	�ntell�gence	w�th	other	�mportant	�nformat�on,	
such	as	publ�c	health	and	transportat�on,	based	on	a	cr�m�nal	
pred�cate,	threat,	or	publ�c	safety	need.		The	goal	�s	to	rap�dly	
�dent�fy	emerg�ng	threats;	support	mult�d�sc�pl�nary,	proact�ve,	and	
commun�ty-focused	problem-solv�ng	act�v�t�es;	support	pred�ct�ve	
analys�s	capab�l�t�es;	and	�mprove	the	del�very	of	emergency	and	
nonemergency	serv�ces.

One	of	the	pr�nc�pal	outcomes	of	the	fus�on	process	should	be	
the identification of terrorism-related leads—any nexus between 
cr�me-related	and	other	�nformat�on	collected	by	local,	state,	and	
private entities and a terrorist organization and/or attack.  Many 
experts	bel�eve	that	there	�s	a	h�gh	probab�l�ty	of	�dent�fy�ng	
terror�sts	through	precursor	cr�m�nal	act�v�ty,	�nclud�ng	�llegal	drug	
operat�ons,	money	launder�ng,	fraud,	terror�sm,	and	�dent�ty	theft.14		
The fusion process does not replace or replicate mission-specific 
�ntell�gence	and	�nformat�on	management.		It	does,	however,	
leverage	�nformat�on	and	�ntell�gence	developed	through	these	
processes and systems to support the rapid identification of 
patterns and trends that may reflect an emerging threat.  Some of 
the	recommended	goals	and	funct�ons	for	fus�on	centers	�nclude:

Serve	as	the	pr�mary	po�nt	of	contact	to	report	cr�m�nal/
terror�st	�nformat�on	to	the	local	Jo�nt	Terror�sm	Task	Force	
(JTTF)	and	DHS’s	Homeland	Secur�ty	Operat�ons	Center	
(HSOC).
Include	the	capab�l�ty	of	blend�ng	law	enforcement	�nformat�on	
and	�ntell�gence.	
Collect, analyze, and disseminate “all-crimes” information, so 
as	to	�dent�fy	emerg�ng	patterns	and	trends.		Evaluate	and	
reevaluate	the	process,	new	data,	and	emerg�ng	threats.
Adopt	and	adhere	to	a	statew�de	strategy	to	exam�ne	the	
�nformat�on	exchanges	of	the	states’	law	enforcement	and	
homeland	secur�ty	partners,	�nclud�ng	d�ssem�nat�on	of	
�nformat�on	by	the	state	Homeland	Secur�ty	Adv�sor	to	law	
enforcement.
Ma�nta�n	an	up-to-date	statew�de	r�sk	assessment.
Serve	as	a	rece�pt-and-d�ssem�nat�on	hub	for	law	
enforcement	�nformat�on	prov�ded	by	federal	ent�t�es,	such	
as	that	prov�ded	by	the	Federal	Bureau	of	Invest�gat�on’s	
Reg�onal	Data	Exchange	(R-DEx)	and	Nat�onal	Data	
Exchange	(N-DEx),	when	operat�onal,	and	DHS’s	Homeland	
Secur�ty	Informat�on	Network	(HSIN).

Each	of	these	areas	can	be	expanded	to	�nclude	a	number	
of	cr�t�cal	tasks	and	respons�b�l�t�es.		To	successfully	ach�eve	
these goals, the first responder and private community, along 
w�th	the	publ�c,	must	be	a	part	of	the	fus�on	center	concept.		
The	�ntegrat�on	of	nontrad�t�onal	consumers	of	�nformat�on	and	
�ntell�gence	�s	a	key	component	of	a	fus�on	center.		

The	respons�b�l�t�es	of	fus�on	centers	are	�mmense.		Gu�del�nes,	
as	well	as	sample	pol�c�es	and	templates,	must	be	developed	to	
ass�st	�n	establ�sh�ng	and	operat�ng	fus�on	centers.	

Functional Categories
Every	level	and	sector	(d�sc�pl�ne)	of	government	and	the	
pr�vate	sector	should	be	�ntegrated	�nto	fus�on	centers.		Th�s	
may	seem	l�ke	a	daunt�ng	task;	however,	funct�onal	categor�es	
have	been	developed	to	ass�st	�n	�ntegrat�on	efforts.		These	
categor�es	are	not	meant	to	be	exhaust�ve;	rather,	they	prov�de	
governance	bod�es	a	start�ng	place	to	beg�n	collaborat�on	w�th	
d�fferent	components	and	ent�t�es.		Each	fus�on	center	should	
evaluate	�ts	needs,	threats,	and	const�tuents	to	determ�ne	
what	ent�t�es	should	be	�ntegrated.		Ent�t�es	that	compr�se	the	
funct�onal	categor�es	can	prov�de	fus�on	centers	w�th	both	

14	 	The	Impact	of	Terrorism	on	State	Law	Enforcement,	June	2005,		
p.	34.
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Figure 2—Fusion Center Components
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strateg�c	and	tact�cal	�nformat�on,	�nclud�ng	cr�me	trends	for	
part�cular	�ndustr�es	and	publ�c	safety	agenc�es,	susp�c�ous	
act�v�ty,	and	r�sk	assessments.		Fus�ng	th�s	�nformat�on,	based	
on an identified threat, criminal predicate, or public safety need, 
w�th	law	enforcement	�ntell�gence	w�ll	prov�de	centers	w�th	a	
more	complete	p�cture	of	cr�me	and	terror�sm.		The	fus�on	of	
publ�c	safety	and	pr�vate	sector	�nformat�on	w�th	law	enforcement	
data should be virtual through networking and utilizing a search 
funct�on,	thus	ensur�ng	the	separat�on	of	federal	data	that	
contains personally identifiable information.

The	overarch�ng	funct�onal	categor�es	�nclude:

Agr�culture,	Food,	Water,	and	the	Env�ronment
Bank�ng	and	F�nance
Chemical Industry and Hazardous Materials
Cr�m�nal	Just�ce	
Educat�on
Emergency	Serv�ces	(non-law	enforcement)
Energy
Government
Health	and	Publ�c	Health	Serv�ces
Hosp�tal�ty	and	Lodg�ng
Informat�on	and	Telecommun�cat�ons
M�l�tary	Fac�l�t�es	and	Defense	Industr�al	Base
Postal	and	Sh�pp�ng
Pr�vate	Secur�ty
Publ�c	Works
Real	Estate
Reta�l
Soc�al	Serv�ces
Transportat�on

These	categor�es	outl�ne	the	types	of	law	enforcement	
�ntell�gence	and	publ�c	safety	and	pr�vate	sector	ent�t�es	to	�nclude	
�n	collaborat�on.		Types	of	�nformat�on	that	may	be	prov�ded	to	
fusion centers include a suspicious fire that a fire department 
responds	to,	an	unusual	s�ckness	reported	at	a	publ�c	health	
department,	sp�kes	�n	cattle	d�sease	on	a	farm,	or	susp�c�ous	
bank�ng	act�v�ty	reports.15		In	add�t�on,	these	ent�t�es	should	be	
rec�p�ents	of	�nformat�on	and	�ntell�gence	from	fus�on	centers,	
�nclud�ng	threat	alerts	and	related	response	efforts.

State Strategy
Fus�on	�nvolves	every	level	and	sector	(d�sc�pl�ne)	of	government,	
pr�vate	sector	ent�t�es,	and	the	publ�c—though	the	level	of	
involvement of some participants will vary based on specific 
c�rcumstances.		Some	d�sc�pl�nes,	such	as	law	enforcement,	
represent	a	core	component	of	the	fus�on	process	due	to	the	
relat�onsh�p	between	cr�me	and	terror�sm	and	the	fact	that,	�n	
many	cases,	law	enforcement	author�t�es	are	best	su�ted	to	
coord�nate	statew�de	and	local	fus�on.		The	HSAC	work�ng	group	
recommended	that	fus�on	centers	be	establ�shed	�n	every	state.		
The fusion process should be organized and coordinated on 

15	 	An	�n-depth	l�st	of	the	ent�t�es	that	compr�se	each	of	the	funct�onal	
categor�es	and	var�ous	examples	of	the	types	of	�nformat�on	these	ent�t�es	
can	prov�de	to	fus�on	centers	can	be	found	�n	Append�x	C.
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a	state	level,	and	each	state	should	establ�sh	and	ma�nta�n	an	
analyt�c	center.		Furthermore,	each	state	fus�on	center	should	
regularly	collaborate	and	coord�nate	w�th	other	state	fus�on	
centers	to	prevent	�nformat�on	s�los	from	develop�ng	w�th�n	states.		
Th�s	effort	w�ll	enhance	�nformat�on	and	�ntell�gence	shar�ng.

The	funct�ons	w�th�n	a	state	fus�on	center	should	be	based	
on	the	�ntell�gence	cycle,	�nclud�ng	requ�rements,	pr�or�t�es,	
identified collectors, indicators for the collectors to be aware of, 
collect�on	mechan�sms,	methods	of	analys�s,	and	product�on	and	
d�ssem�nat�on	of	reports	and	assessments	to	the	appropr�ate	
rec�p�ents.		Publ�c	safety	and	pr�vate	sector	ent�t�es,	along	w�th	
the	general	publ�c,	are	a	cr�t�cal	part	of	th�s	plan	and	should	be	
�ncorporated	�nto	the	�ntell�gence	cycle	as	collectors	and	rec�p�ents	
of	�nformat�on,	based	on	the�r	�nformat�on	requ�rements.

Each	major	urban	area	may	want	to	establ�sh	a	s�m�lar	capac�ty,	
ensur�ng	that	�t	�s	l�nked	w�th	the	state	center.		Other	local�t�es,	
tr�bal	governments,	and	even	the	pr�vate	sector	should	develop	
a	process	to	�nterl�nk	to	these	state	fus�on	efforts.		The	publ�c	
should	be	engaged	through	publ�c	educat�on	programs	that	
descr�be	what	they	should	look	for	and	what	to	do	�f	they	observe	
susp�c�ous	act�v�ty.	

Efforts should be scalable and organized and managed on 
a	geograph�c	bas�s	so	adjustments	can	be	made	based	on	
changes	�n	the	env�ronment.		And,	wh�le	nat�onal	gu�del�nes	
should	gu�de	the	process,	the	actual	technolog�es	and	
operat�onal	protocols	used	by	�nd�v�dual	jur�sd�ct�ons	should	be	
based on the specific capabilities. 

Information Flow
W�th	the	establ�shment	of	fus�on	centers	around	the	country,	�t	�s	
�mportant	to	have	a	clear	understand�ng	of	who	should	rece�ve	
and disseminate information and how it flows both vertically and 
horizontally among all local, state, tribal, and federal government 
agenc�es	and	pr�vate	ent�t�es.		Successful	counterterror�sm	efforts	
requ�re	that	local,	state,	tr�bal,	and	federal	law	enforcement	
agenc�es,	along	w�th	publ�c	safety	and	pr�vate	sector	ent�t�es,	
have	an	effect�ve	�nformat�on	shar�ng	and	collaborat�on	capab�l�ty.		
Th�s	w�ll	ensure	they	can	seamlessly	collect,	collate,	blend,	
analyze, disseminate, and use information and intelligence. 

Intell�gence	and	�nformat�on	should	be	prov�ded	based	on	the	
needs	of	the	user.		Although	fus�on	center	part�c�pants	may	
�nclude	emergency	management,	publ�c	health,	transportat�on,	
publ�c	works,	and	the	pr�vate	sector,	each	d�sc�pl�ne	w�ll	not	
need the same level of detail (e.g., fire officials and emergency 
management officials may not need the specific suspect 
�nformat�on	that	law	enforcement	requ�res).		Fus�on	centers	
should	also	exchange	�nformat�on	w�th	appropr�ate	federal	
partners	such	as	DOJ	(e.g.,	Federal	Bureau	of	Invest�gat�on,	
Jo�nt	Terror�st	Task	Force,	and	U.S.	Marshals),	DHS	(e.g.,	U.S.	
Customs	and	Border	Protect�on,	U.S.	Imm�grat�on	and	Customs	
Enforcement,	and	Emergency	Alert	Networks),	H�gh	Intens�ty	
Drug Trafficking Areas (HIDTA), Regional Information Sharing 
Systems	(RISS)	centers,	the	Centers	for	D�sease	Control	and	
Prevent�on	(CDC),	and	other	�nformat�on	shar�ng	�n�t�at�ves.16

16	 	For	�nformat�on	to	be	exchanged,	refer	to	the	Informat�on	Shar�ng	
Env�ronment	(ISE)	requ�red	under	the	Intell�gence	Reform	and	Terror�sm	
Prevent�on	Act	(IRTPA)	of	2004,	http://www.gpoaccess.gov/ser�alset/
creports/�ntel_reform.html.

http://www.gpoaccess.gov/serialset/creports/intel_reform
http://www.gpoaccess.gov/serialset/creports/intel_reform
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A Phased Approach
The	development	of	fus�on	center	gu�del�nes	was	separated	
�nto	three	phases—law	enforcement	�ntell�gence,	publ�c	safety,	
and	the	pr�vate	sector.		The	law	enforcement	�ntell�gence	phase	
developed	the	foundat�on	for	the	gu�del�nes.		As	each	phase	
was	establ�shed,	prev�ous	phase	part�c�pants	were	�ncluded	�n	
focus	group	meet�ngs.		Th�s	ensured	that	the	gu�del�nes	were	
appl�cable	to	all	components	w�th�n	a	fus�on	center.		In	add�t�on,	
th�s	allowed	for	d�scuss�ons	to	occur	between	all	component	
representat�ves	to	�dent�fy	concerns	w�th	the	gu�del�nes,	�ts	
methodology,	and	how	to	effect�vely	�ncorporate	each	component.		
The	act�v�t�es	and	recommendat�ons	of	each	focus	group	w�ll	be	
expla�ned	further	�n	the	report.

Phase I—Law Enforcement 
Intelligence Component
Background
Early	�n	2002,	the	Internat�onal	Assoc�at�on	of	Ch�efs	of	Pol�ce	
(IACP)	convened	a	Cr�m�nal	Intell�gence	Shar�ng	Summ�t	
attended	by	law	enforcement	execut�ves	and	�ntell�gence	
experts	from	across	the	country.		Part�c�pants	agreed	that	
all	law	enforcement	agenc�es	must	work	together	toward	a	
common	goal:		develop�ng	the	capab�l�ty	to	gather	�nformat�on,	
produce	�ntell�gence,	and	share	that	�ntell�gence	w�th	other	law	
enforcement	and	publ�c	safety	agenc�es.		

The	Summ�t	led	to	the	creat�on	of	the	Global	Intell�gence	Work�ng	
Group	(GIWG).		The	GIWG,	one	of	four	�ssue-focused	work�ng	
groups	under	the	Global	Just�ce	Informat�on	Shar�ng	In�t�at�ve	
(Global),17	was	tasked	w�th	recommend�ng	a	nat�onal	�ntell�gence	
plan.		Members	of	the	GIWG	�nclude	representat�ves	from	law	
enforcement and justice organizations at all levels of government.  

The	GIWG	promoted	�ntell�gence-led	pol�c�ng,	recommended	
leverag�ng	ex�st�ng	systems,	and	addressed	the	current	and	
future	needs	of	law	enforcement	agenc�es	when	develop�ng	
the	National	Criminal	Intelligence	Sharing	Plan	(NCISP).18		

17	 		For	more	�nformat�on	regard�ng	Global,	v�s�t	www.�t.ojp.gov.
18	 		A	copy	of	the	National	Criminal	Intelligence	Sharing	Plan	can	be	

Intell�gence	�s	the	product	of	systemat�c	gather�ng,	evaluat�on,	
and	analys�s	of	raw	data	on	�nd�v�duals	or	act�v�t�es	suspected	of	
be�ng,	or	known	to	be,	cr�m�nal.		Intell�gence-led	pol�c�ng	�s	the	
collect�on	and	analys�s	of	�nformat�on	to	produce	an	�ntell�gence	
end	product	des�gned	to	�nform	law	enforcement	dec�s�on	mak�ng	
at	both	the	tact�cal	and	strateg�c	levels.19		

The	GIWG	proposed	28	recommendat�ons	and	act�on	�tems	
for	�mplementat�on,	wh�ch	are	outl�ned	�n	the	NCISP.		An	event	
was	held	at	the	U.S.	Department	of	Just�ce	on	May	14,	2004,	to	
publicly support the recommendations and the Plan.  Officials 
from	local,	state,	and	federal	law	enforcement	agenc�es	were	
present.		The	recommendat�ons	conta�ned	�n	the	Plan	perta�n	to	a	
w�de	spectrum	of	�ntell�gence	�ssues	and	concerns,	�nclud�ng:

Standards	for	management
Inst�tut�onal�sm	and	outreach
Protect�on	of	r�ghts	and	pr�vacy
Standards	for	process

obta�ned	at	http://�t.ojp.gov/top�c.jsp?top�c_�d=93.
19	 		Append�x	A	of	the	National	Criminal	Intelligence	Sharing	Plan,	
October	2003.
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“. . . we must create new ways to share 

information and intelligence both vertically, 

between governments, and horizontally, across 

agencies and jurisdictions . . . efforts with the 

Global Intelligence Working Group to create a 

National Criminal Intelligence Sharing Plan . . . 

is a helpful and welcome response.” 

Former Homeland Security Secretary  

Tom Ridge 

October 23, 2003, Philadelphia, PA

Background and Methodology

http://www.it.ojp.gov/
http://it.ojp.gov/topic.jsp?topic_id=93
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Sharing of classified information
Standards	for	tra�n�ng
Connect�v�ty

Global’s	Cr�m�nal	Intell�gence	Coord�nat�ng	Counc�l	(CICC),20	
�n	support	of	DOJ’s	efforts	to	develop	fus�on	center	gu�del�nes,	
recommended	the	creat�on	of	the	Law	Enforcement	Intell�gence	
Fus�on	Center	Focus	Group	to	further	many	of	the	tenets	outl�ned	
�n	the	Plan.				

Methodology
The first phase of the Fusion	Center	Guidelines	�n�t�at�ve	was	the	
establ�shment	of	the	Law	Enforcement	Intell�gence	FCFG.		The	
focus	group	was	composed	of	representat�ves	from	a	var�ety	
of	local,	state,	and	federal	law	enforcement	agenc�es	across	
the	country,	�nclud�ng	law	enforcement	personnel	�nvolved	w�th	
develop�ng	fus�on	centers,	and	offered	example	pol�c�es	and	
mater�als	to	ass�st	�n	th�s	�n�t�at�ve.		

Throughout	the	meet�ngs	and	subsequent	commun�cat�ons,	
part�c�pants	were	encouraged	to	d�scuss	and	share	best	pract�ces	
result�ng	from	the	establ�shment	and	operat�on	of	the�r	centers	or	
�n�t�at�ves.		The	focus	group	recommended	that	the	�ntell�gence	
component	�nclude	all	cr�me	types	and	that	centers	prov�de	an	
array	of	�ntell�gence	serv�ces.		The	group	also	recommended	

20	 		The	Cr�m�nal	Intell�gence	Coord�nat�ng	Counc�l	(CICC)	was	
establ�shed	�n	response	to	recommendat�ons	conta�ned	�n	the	NCISP.		
The	CICC	�s	composed	of	local,	state,	and	federal	ent�t�es	and	adv�ses	
the	U.S.	Attorney	General	on	matters	relat�ng	to	cr�m�nal	�ntell�gence.
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that	centers	be	scalable	based	on	the	needs	of	the	c�ty,	state,	
or	reg�on	and	should	conduct	tact�cal,	operat�onal,	and	strateg�c	
�ntell�gence	funct�ons	�n	support	of	cr�m�nal	�nvest�gat�ons.			

The	focus	group’s	work	developed	Vers�on	1,	conta�n�ng	17	
fus�on	center	law	enforcement	�ntell�gence	gu�del�nes.		These	
gu�del�nes	are	the	foundat�on	for	the	�ntell�gence	component	of	
fus�on	centers	and	take	�ntell�gence	shar�ng	to	the	next	level.		In	
add�t�on,	the	focus	group	developed	sample	pol�c�es,	tools,	and	
a	resource	CD	to	ass�st	agenc�es	�n	�ntegrat�ng	the	gu�del�nes.		
The	Vers�on	1	gu�del�nes	were	presented	to	and	supported	
by	the	CICC,	the	GIWG,	the	Global	Adv�sory	Comm�ttee,	and	
DOJ’s	Just�ce	Intell�gence	Coord�nat�ng	Counc�l	(JICC).		These	
gu�del�nes	were	also	approved	by	each	component	of	the	U.S.	
Department	of	Homeland	Secur�ty	(DHS).		Vers�on	1	of	the	
Fusion	Center	Guidelines	was	publ�shed	�n	July	2005.

Concurrent	w�th	the	efforts	of	the	Law	Enforcement	Intell�gence	
Focus	Group	were	the	efforts	of	the	Homeland	Secur�ty	
Adv�sory	Counc�l’s	(HSAC)	Intell�gence	and	Informat�on	Shar�ng	
Work�ng	Group.		The	HSAC	work�ng	group	developed	a	report	
that	revolved	around	�ntegrat�ng	the	fus�on	process	�nto	fus�on	
centers.		The	result	of	the	Law	Enforcement	Intell�gence	
Work�ng	Group	and	the	Intell�gence	and	Informat�on	Shar�ng	
Work�ng	Group	was	a	jo�n�ng	of	efforts	to	expand	the	Fusion	
Center	Guidelines	to	�nclude	the	publ�c	safety	and	pr�vate	
sector	components.		HSAC	also	establ�shed	a	Pr�vate	Sector	
Informat�on	Shar�ng	Task	Force	that	addressed	the	obstacles	
of	�nformat�on	shar�ng	between	the	federal	government	and	the	
pr�vate	sector.		Th�s	task	force	also	prov�ded	recommendat�ons	to	
alleviate the identified information sharing obstacles.21

Phase 2—Public Safety Component
Methodology
Subsequent	to	the	complet�on	of	Vers�on	1	of	the	Fusion	Center	
Guidelines,	Phase	2	of	the	�n�t�at�ve	began,	wh�ch	�nvolved	
�ncorporat�ng	the	publ�c	safety	component	�nto	fus�on	centers.		Even	
�n	the	plann�ng	stages,	Phase	2	was	a	collaborat�ve	effort	between	
DOJ	and	DHS.		Th�s	collaborat�on	demonstrated	the	comm�tment	of	
the	federal	government	to	ensure	a	un�ted	and	comprehens�ve	set	
of	gu�del�nes	for	�ntegrat�ng	publ�c	safety	w�th	law	enforcement	�nto	
local,	state,	reg�onal,	and	federal	fus�on	centers.		The	publ�c	safety	
component	�s	essent�al	to	fus�on	centers	for:

Precursor	�nformat�on	regard�ng	cr�me,	�nclud�ng	�nformat�on	
on diversion drugs and hazardous material.
F�rst	responders,	who	can	prov�de	nontrad�t�onal	�nformat�on	
to fusion centers (e.g., fire and health departments).
Informat�on	on	susp�c�ous	cr�m�nal-related	act�v�ty.		

Part�c�pants	�n	the	Publ�c	Safety	FCFG	�ncluded	members	from	
a variety of public safety components, including fire, health, 
transportat�on,	agr�culture,	and	env�ronmental	protect�on.		Also	
part�c�pat�ng	�n	the	meet�ng	were	select	members	of	the	Law	
Enforcement	Intell�gence	FCFG.

The first task the focus group addressed was to define what public 
safety is with respect to a fusion center.  The focus group defined 

21	 	A	copy	of	th�s	report	can	be	found	on	the	compan�on	Fusion	Center	
Guidelines	resource	CD.







“The Plan represents law enforcement’s 

commitment to take it upon itself to ensure that 

we do everything possible to connect the dots, 

whether it be a set of criminal dots or a set of 

terrorist dots.” 

Former U.S. Attorney General  

John Ashcroft 

May 14, 2004, Washington, DC
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publ�c	safety	ent�t�es	as	government-based	agenc�es	that	respond	
to	contemplated	or	completed	cr�m�nal	acts,	man-made	or	natural	
d�sasters,	publ�c	health	�ssues,	or	�ntent�onal	acts	that	threaten	
or	d�rectly	�mpact	the	essent�al	funct�ons	of	soc�ety.		Examples	of	
these	funct�ons	�nclude	econom�c,	transportat�on,	commun�cat�ons,	
publ�c	works,	power/energy,	and	food	supply.		Also	d�scussed	
dur�ng	the	meet�ng	were	the	concept	of	the	fus�on	center	and	the	
definition of the fusion process with a focus on how to incorporate 
the	publ�c	safety	component	�nto	the	center	and	process.		

The focus group identified many public safety entities that could 
potentially be integrated into a fusion center and categorized 
them	�nto	funct�onal	categor�es.		The	categor�es	are	�ncluded	as	
an	append�x	to	the	gu�del�nes	and,	although	not	comprehens�ve,	
serve as a starting point for operating fusion centers to utilize 
when	�ntegrat�ng	publ�c	safety	ent�t�es.22		When	jur�sd�ct�ons	are	
establ�sh�ng	a	fus�on	center,	the	funct�onal	categor�es	should	be	
evaluated and the applicable entities should be identified and 
�ncluded	as	partners.

The	consensus	of	the	Publ�c	Safety	FCFG	was	that	the	17	
gu�del�nes	�n	Vers�on	1	prov�de	a	thorough	explanat�on	and	
gu�dance	for	jur�sd�ct�ons	establ�sh�ng	and	operat�ng	a	fus�on	
center.		The	focus	group	recommended	add�ng	�n	Vers�on	2	of	
the	gu�del�nes	a	more	comprehens�ve	explanat�on	of	the	fus�on	
process	and	examples	of	how	publ�c	safety	ent�t�es	can	be	
�ncorporated	�nto	the	process.

Implementation
Collaborat�on	�s	v�tal	to	the	success	of	fus�on	centers.		The	publ�c	
safety	component	can	prov�de	fus�on	centers	w�th	�nformat�on	
that	w�ll	add	value	to	the	�ntell�gence	and	fus�on	processes.		
Add�t�onally,	fus�on	centers	can	prov�de	publ�c	safety	ent�t�es	
w�th	�nformat�on	and	�ntell�gence	that	�mpact	them,	such	as	
bomb	threats,	health-related	�nformat�on	and	�ntell�gence,	and/or	
transportation-related information.  Public safety entities (fire, 
EMS, transportation) often impact the lives of citizens, and 
ensur�ng	that	these	ent�t�es	ma�nta�n	s�tuat�onal	awareness	and	
are	act�vely	�nvolved	�n	the	fus�on	center	�s	�mportant	to	protect�ng	
the lives of citizens.  Fusion center governance members should 
evaluate	the	needs	of	the�r	jur�sd�ct�on	to	�dent�fy	what	publ�c	
safety	ent�t�es	should	be	�nvolved	�n	the	fus�on	center	w�th	
part�cular	focus	on	health	serv�ces,	government,	transportat�on,	
educat�on,	cr�m�nal	just�ce	and	secur�ty,	soc�al	serv�ces,	and	
publ�c	works.

Publ�c	safety	partners	should	be	�ncorporated	�nto	all	phases	
of	the	�ntell�gence/fus�on	process.		Ent�t�es	w�th�n	th�s	sector	
represent	nontrad�t�onal	�nformat�on	gatherers	and	can	prov�de	
fus�on	centers	w�th	both	strateg�c	and	tact�cal	�nformat�on,	
�nclud�ng	cr�me-related	trends	(e.g.,	prescr�pt�on	drug	fraud	and	
fire investigations); additional response capabilities (fire and 
hazmat); and suspicious activity (e.g., unusual diseases reported 
at	hosp�tals).		Publ�c	safety	ent�t�es	should	also	be	�ncluded	�n	the	
d�ssem�nat�on	and	evaluat�on	phases.		

Because	of	the	groundbreak�ng	efforts	of	the	fus�on	center,	
part�c�pat�ng	ent�t�es	may	need	awareness-level	tra�n�ng	of	how	the	
fus�on	center	works,	an	explanat�on	of	the	�ntell�gence	cycle,	and	

22	 	A	complete	l�st�ng	of	each	of	the	funct�onal	categor�es	and	
correspond�ng	ent�t�es,	w�th	examples	of	the	types	of	�nformat�on	that	
these	ent�t�es	can	prov�de	to	fus�on	centers,	can	be	found	�n	Append�x	C.

how public safety entities fit into these efforts.  This awareness 
tra�n�ng	should	be	offered	�n�t�ally	to	agency	heads	to	rece�ve	
support	for	�ntegrat�on	and	then	del�vered	to	the	�nformat�on	
gatherers	and	�nd�v�duals	who	w�ll	support	the	fus�on	center.			

There	are	a	var�ety	of	ways	that	�ntegrat�on	of	the	publ�c	safety	
component	can	occur.		Wh�le	the	gu�del�nes	fully	address	
�ntegrat�on	opportun�t�es,	the	fus�on	center	and	publ�c	safety	
agenc�es	should	determ�ne	whether	a	full-t�me	representat�ve	
or	a	l�a�son	w�ll	be	used	�n	the	center	for	rece�v�ng	and	shar�ng	
�nformat�on	and	�ntell�gence.

Phase 3—Private Sector Component
Methodology
Phase	3	of	the	Fusion	Center	Guidelines	�n�t�at�ve	�nvolved	the	
�ntegrat�on	of	the	pr�vate	sector.		DOJ	and	DHS	once	aga�n	
collaborated	w�th	the	development	of	the	Pr�vate	Sector	FCFG.		
Th�s	focus	group	was	compr�sed	of	var�ous	pr�vate	sector	�ndustry	
and	assoc�at�on	representat�ves,	�nclud�ng	tour�sm,	bank�ng	and	
finance, maritime, and security.  The private sector is a crucial 
component	of	fus�on	centers.		Approx�mately	85	percent	of	the	
nat�on’s	cr�t�cal	�nfrastructure	�s	owned	by	the	pr�vate	sector	and	

vulnerable	to	cr�me,	such	as	terror�sm	and	fraud.	

Accord�ng	to	a	study	jo�ntly	conducted	by	the	Counc�l	of		
State	Governments	and	Eastern	Kentucky	Un�vers�ty,	s�nce		
September	11,	2001,	�nteract�ons	between	the	pr�vate	sector	and	
state law enforcement agencies have significantly increased.  
Specifically, private companies are communicating with agencies 
about	the	secur�ty	of	the�r	fac�l�t�es	and	workers	and	the�r	
�nteract�ons	w�th	representat�ves	of	corporate	secur�ty.23		Th�s	
�nteract�on	further	demonstrates	the	necess�ty	of	pr�vate	sector	
part�c�pat�on	�n	fus�on	centers.		The	pr�vate	sector	owns	the	
fac�l�t�es	that	may	be	targets	of	cr�me,	�nclud�ng	terror�sm,	and	law	
enforcement	has	the	�nformat�on	and	�ntell�gence	regard�ng	the	
cr�m�nal	event.

23	 	The	Impact	of	Terrorism	on	State	Law	Enforcement,	June	2005,		
p.	23.

“We will build a national environment that 

enables the sharing of essential homeland 

security information.  We must build a 

‘system of systems’ that can provide the right 

information to the right people at all times.  

Information will be shared ‘horizontally’ across 

each level of government and ‘vertically’ 

among federal, state, and local governments; 

private industry; and citizens.”

Source: The President’s National Strategy for 

Homeland Security
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The	purpose	of	th�s	focus	group	was	to	�dent�fy	�ssues	and	
concerns	that	should	be	addressed	when	fus�on	centers	
�ncorporate	the	pr�vate	sector.		Several	�mped�ments	to	
�nformat�on	shar�ng	by	the	pr�vate	sector	�nclude	the	potent�al	for	
unauthorized release of their information, lack of control of data, 
poss�b�l�ty	of	propr�etary	d�sclosure,	and	concerns	regard�ng	the	
information being used to impose civil fines in regulatory areas of 
government.  One of the recurring themes identified by the group 
was	the	need	for	ongo�ng	collaborat�on	between	the	pr�vate	
sector	and	fus�on	centers.		In	add�t�on,	the	group	acknowledged	
that	the	�ntegrat�on	of	the	pr�vate	sector	�nto	fus�on	centers	�s	a	
groundbreak�ng	endeavor.		To	ensure	successful	�ntegrat�on,	a	
two-way	educat�on	process	was	recommended	between	fus�on	
centers	and	the	pr�vate	sector.

The	focus	group	also	recommended	expand�ng	the	funct�onal	
categor�es	�n�t�ally	developed	by	the	Publ�c	Safety	FCFG	to	
�nclude	pr�vate	sector	ent�t�es.		Th�s	expans�on	w�ll	promote	
comprehens�ve	collaborat�on	w�th�n	fus�on	centers.		The	focus	
group	based	the	categor�es	on	the	nat�onal	Informat�on	Shar�ng	
Analys�s	Centers	(ISAC)	components	and	added	categor�es,	as	
needed.		

Furthermore,	the	focus	group	agreed	on	the	need	to	�ncorporate	
pr�vate	sector	subject-matter	experts	�nto	fus�on	centers	to	
be utilized routinely or as needed, depending on the size 
and	funct�on	of	the	fus�on	center.		Through	th�s	�ntegrat�on,	
centers	w�ll	have	add�t�onal	resources	to	use	when	threats	are	
developed	regard�ng	the	pr�vate	sector.		Moreover,	subject-
matter	experts	can	prov�de	fus�on	centers	w�th	threat	assessment	
results, specifically risks that have been identified for various 
�ndustr�es.		Another	recommendat�on	of	the	focus	group	was	the	
development and utilization of Non-Disclosure Agreements (NDA) 
w�th�n	fus�on	centers.		Focus	Group	members	felt	NDAs	would	
prov�de	the	pr�vate	sector	w�th	another	level	of	secur�ty	when	
shar�ng	�nformat�on	w�th	fus�on	center	personnel.

Data	from	the	pr�vate	sector	�s	an	�mportant	element	�n	the	
fus�on	process;	�t	a�ds	�n	the	development	of	accurate	and	
comprehens�ve	products.		Even	though	there	are	a	var�ety	
of	�ndustr�es	that	fall	under	th�s	component,	the	greater	the	
�nvolvement,	the	greater	the	success	of	the	fus�on	center.

Implementation
The	pr�vate	sector	can	offer	fus�on	centers	a	var�ety	of	resources,	
including industry-specific subject-matter experts who can 
provide expertise when specific threats have been identified 
(e.g.,	cyber	secur�ty	subject-matter	experts	can	prov�de	
ass�stance	relat�ng	to	computer	v�ruses,	worms,	and	hack�ng	
�nc�dents);	r�sk	assessment	�nformat�on	(e.g.,	the	r�sks	assoc�ated	
w�th	certa�n	pr�vate	sector	operat�ons	);	susp�c�ous	�nc�dents	
and	act�v�ty	�nformat�on;	and	cr�t�cal	�nfrastructure	�nformat�on	
(e.g.,	the	locat�on	of	cr�t�cal	�nfrastructure	nodes,	operat�onal	
�nterdependenc�es,	bu�ld�ng	bluepr�nts,	and	what,	�f	any,	
hazardous materials are housed there).  

When	�ntegrat�ng	the	pr�vate	sector,	the	governance	body	should	
first assess the private sector environment within the jurisdiction 
of	the	fus�on	center	to	determ�ne	what	ent�t�es	should	be	
�ncorporated	�nto	the	fus�on	centers.		Quest�ons	that	center	staff	
should	answer	�nclude:

What	pr�vate	sector	assoc�at�ons	are	w�th�n	the	jur�sd�ct�on?

What	�ndustr�es	are	located	w�th�n	or	affect	the	jur�sd�ct�on?
What	are	the	major	econom�c	dr�vers	and	employers	�n	the	
jur�sd�ct�on?
What	�ndustr�es	and	cr�t�cal	�nfrastructure	serv�ces	are	
essent�al	for	emergency	serv�ces	or	susta�n�ng	qual�ty	of	l�fe	
for citizens?
What	groups	or	assoc�at�ons	can	collect�vely	represent	
an	�ndustry	w�th�n	the	fus�on	centers	(e.g.,	profess�onal	
assoc�at�ons)?
What	are	past,	current,	and	emerg�ng	threats	and/or	r�sks	that	
affect the private sector, and which specific entities do they 
affect?	
What	are	the	“m�ss�on	cr�t�cal”	ent�t�es	that	should	be	�ncluded	
�n	fus�on	center	collaborat�on	(e.g.,	telecommun�cat�ons	and	
energy)?
What	ent�t�es	can	prov�de	fus�on	centers	w�th	t�mely	and	
act�onable	�nformat�on	to	�ncorporate	�nto	the	�ntell�gence	
cycle	and	the	center’s	operat�ons?
What	pr�vate	sector	ent�t�es	are	currently	work�ng	w�th	
government	agenc�es?

Fus�on	center	leadersh�p	should	coord�nate	w�th	regulatory	
agenc�es	to	determ�ne	what	type	of	�nformat�on	�s	ava�lable	
from	the	pr�vate	sector	and	can	be	prov�ded	to,	or	accessed	
by,	the	fus�on	center.		These	regulatory	agenc�es	have	already	
establ�shed	work�ng	relat�onsh�ps	w�th	pr�vate	sector	ent�t�es	and	
may	a�d	�n	pr�vate	sector	part�c�pat�on.		

When	partner�ng	w�th	fus�on	centers,	the	pr�vate	sector	should	
determine how integration will occur.  Will the organization supply 
full-t�me	personnel	to	the	fus�on	center,	w�ll	var�ous	pr�vate	sector	
ent�t�es	create	a	rotat�ng	pr�vate	sector	desk,	or	w�ll	pr�vate	sector	
ent�t�es	establ�sh	a	l�a�son	w�th	the	fus�on	center	that	w�ll	rece�ve	
and	share	�nformat�on?		

Once the applicable industries and organizations have been 
identified, it is recommended that fusion center officials conduct a 
ser�es	of	meet�ngs	w�th	the	pr�vate	sector	ent�t�es.		Fus�on	center	
heads may desire to initially meet with chief executive officers, or 
the�r	equ�valent,	to	prov�de	an	overv�ew	of	what	the	fus�on	center	
�s	and	the	�mportance	of	collaborat�on	between	the	fus�on	center	
and the private sector.  Once company and organization leaders 
affirm their commitment to fusion centers, private sector security 
d�rectors	and	fus�on	center	managers	may	d�scuss	the	plan	
of	�ntegrat�on,	�nclud�ng	�nformat�on	requ�rements;	who,	�f	any	
personnel,	would	be	located	w�th�n	the	fus�on	center;	and	the�r	
respect�ve	needs.

Two-way	awareness	tra�n�ng	between	the	fus�on	center	and	the	
pr�vate	sector	should	be	�mplemented,	�nclud�ng	an	overv�ew	of	
what	pr�vate	sector	ent�t�es	can	prov�de	to	fus�on	centers;	what	
fus�on	centers	can	prov�de	to	the	pr�vate	sector;	and	the	purpose	
of	fus�on	centers,	�nclud�ng	the	National	Criminal	Intelligence	
Sharing	Plan	(NCISP)	and	the	�ntell�gence	and	fus�on	processes.		

To	ensure	cont�nued	part�c�pat�on,	regular	meet�ngs	should	
be	held	w�th	pr�vate	sector	ent�t�es	to	keep	them	�nformed	of	
act�v�t�es	of	the	center.		It	�s	�mperat�ve	that	feedback	occur	when	
pr�vate	sector	ent�t�es	prov�de	�nformat�on	to	fus�on	centers.		
Clos�ng	the	�nformat�on	loop	w�ll	a�d	�n	cont�nued	�nvolvement	by	
all	part�c�pants.














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The NCISP and the Intelligence and 
Fusion Processes
Justification
After	the	trag�c	events	of	September	11,	2001,	law	enforcement	
execut�ves	and	�ntell�gence	experts	nat�onw�de	agreed	that	
law	enforcement	agenc�es	must	work	together	to	develop	the	
capab�l�ty	to	gather	�nformat�on,	produce	�ntell�gence,	and	share	
that	�ntell�gence	w�th	other	law	enforcement	and	publ�c	safety	
agenc�es.		The	National	Criminal	Intelligence	Sharing	Plan	
(NCISP	or	Plan)	was	developed	�n	response	to	th�s	need.		

The	NCISP	prov�des	model	standards	and	pol�c�es,	recommends	
methodologies for sharing classified reports, and recommends 
a nationwide sensitive but unclassified (SBU) communications 
capab�l�ty	for	cr�m�nal	�ntell�gence	shar�ng.		The	Plan	�s	a	l�v�ng	
document	that	prov�des	local,	state,	tr�bal,	and	federal	law	
enforcement	agenc�es	the	tools	and	resources	necessary	
for	develop�ng,	gather�ng,	access�ng,	rece�v�ng,	and	shar�ng	
�ntell�gence.		It	�s	the	bluepr�nt	that	law	enforcement	agenc�es	can	
employ to support their crime-fighting and public safety efforts 
wh�le	leverag�ng	ex�st�ng	systems	and	networks.		The	Plan	�s	
not	a	system	or	a	network,	nor	�s	�t	technology-based.		It	�s	the	
framework	for	the	development	and	shar�ng	of	�ntell�gence.		It	
supports	collaborat�on	and	fosters	an	env�ronment	�n	wh�ch	all	
levels	of	law	enforcement	work	together	to	�mprove	the	safety	of	
our	nat�on.		

The	NCISP	�s	founded	on	the	concept	of	�ntell�gence-led	pol�c�ng	
and	encourages	law	enforcement	agenc�es	to	embrace	and	
�ntegrate	�ntell�gence-led	pol�c�ng	elements	�n	the�r	efforts.		
Proact�ve	�nstead	of	react�ve,	�ntell�gence-led	pol�c�ng	allows	law	
enforcement	to:24

Descr�be,	understand,	and	map	cr�m�nal�ty	and	the	cr�m�nal	
bus�ness	process.
Make	�nformed	cho�ces	and	dec�s�ons.
Engage	the	most	appropr�ate	tact�cs.

24   Ronald Bain, “The Dynamics of Retooling and Staffing: Excellence 
and	Innovat�on	�n	Pol�ce	Management,”	Canad�an	Pol�ce	College,	2003.







Target	resources.
Disrupt prolific criminals.
Art�culate	a	case	to	the	publ�c	and	�n	court.

Intell�gence-led	pol�c�ng	also	prov�des	advantages	to	publ�c	
safety	and	pr�vate	sector	components,	�nclud�ng	trends	�n	cr�m�nal	
act�v�ty	and	�ncreased	�nformat�on	shar�ng	w�th	law	enforcement	
to	address	cr�me	prevent�on	efforts.

Cr�m�nal	�ntell�gence	�s	the	result	of	a	process	�nvolv�ng	plann�ng	
and	d�rect�on,	�nformat�on	collect�on,	process�ng/collat�on,	
analys�s,	d�ssem�nat�on,	and	reevaluat�on	of	�nformat�on	on	
suspected criminals and/or organizations.  This sequential 
process	�s	commonly	referred	to	as	the	�ntell�gence	process	(or	
cycle).		There	are	var�ous	models	of	the	�ntell�gence	process	�n	
use;	however,	most	models	conta�n	the	bas�c	steps	dep�cted	�n	
the	follow�ng	graph�c:







Guideline 1  
Adhere to the National Criminal Intelligence Sharing Plan (NCISP) and 
other sector-specific information sharing guidelines, and perform all steps 
of the intelligence and fusion processes.

The Intelligence Process
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Intelligence Process
The	�ntell�gence	process	�s	the	means	of	develop�ng	raw	
information into finished intelligence products for use in decision 
making and formulating policies/actions.  The first step, planning 
and	d�rect�on,	�nvolves	�dent�fy�ng	the	need	for	data.		Agency	
members	should	engage	�n	a	process	of	dec�d�ng	what	they	want	
to	know	(or	what	they	need	to	collect)	before	they	collect	�t,	or	
they	may	obta�n	�nd�scr�m�nate,	unfocused	�nformat�on.		

Collect�on	�s	the	gather�ng	of	the	raw	data	needed	to	produce	
�ntell�gence	products.		Data	may	be	collected	from	many	
sources,	�nclud�ng	but	not	l�m�ted	to	publ�c	records,	the	Internet,	
confidential sources, incident reports, and periodicals.  

The	next	step,	process�ng	and	collat�on,	�nvolves	evaluat�ng	the	
�nformat�on’s	val�d�ty	and	rel�ab�l�ty.		Collat�on	enta�ls	sort�ng,	
combining, categorizing, and arranging the data collected so 
relat�onsh�ps	can	be	determ�ned.

Analys�s	transforms	the	raw	data	�nto	products	that	are	useful.		
Th�s	�s	also	the	funct�on	that	separates	“�nformat�on”	from	
“�ntell�gence.”		It	�s	th�s	v�tal	funct�on	that	makes	the	collect�on	
effort beneficial.  Without this portion of the process, we are left 
w�th	d�sjo�nted	p�eces	of	�nformat�on	to	wh�ch	no	mean�ng	has	
been	attached.		The	goal	�s	to	develop	a	report	that	connects	
�nformat�on	�n	a	log�cal	and	mean�ngful	manner	to	produce	

an	�ntell�gence	report	that	conta�ns	val�d	judgments	based	on	
analyzed information.25	

D�ssem�nat�on	�s	also	v�tal.		W�thout	d�ssem�nat�ng	the	
�ntell�gence	developed,	�t	�s	po�ntless	to	collect	�t.		To	be	useful,	
the	�ntell�gence	d�ssem�nated	must	be	t�mely	and	cred�ble.		
D�ssem�nat�on	must	also	be	evaluated	based	on	a	r�ght	to	know	
and	the	need	to	know.		The	r�ght	to	know	means	the	rec�p�ent	
has	the	legal	author�ty	to	obta�n	the	�nformat�on	pursuant	to	court	
order,	statute,	or	dec�s�onal	law.		The	need	to	know	means	the	
requestor has the need to obtain information to execute official 
respons�b�l�t�es.26		When	d�ssem�nat�on	occurs,	�t	�s	�mperat�ve	
to	�nclude	all	components	of	fus�on	centers,	�nclud�ng	the	publ�c	
safety	and	pr�vate	sectors.

The final step involves evaluation/reevaluation of the process 
performed	and	the	products	produced.		Evaluat�on/reevaluat�on	
assesses	current	and	new	�nformat�on,	ass�sts	�n	develop�ng	an	
awareness	of	poss�ble	weak	areas	as	well	as	potent�al	threats,	
and strives to eliminate previously identified weaknesses that 
have	been	hardened	as	a	result	of	the	fus�on	process.		Overall,	
th�s	step	prov�des	an	opportun�ty	to	rev�ew	the	performance	or	
effect�veness	of	the	fus�on	center’s	�ntell�gence	funct�on.27

As	prev�ously	�nd�cated,	fus�on	centers	have	�mproved	law	
enforcement’s ability to fight crime and terrorism.  Ensuring 
that	each	step	w�th�n	the	process	�s	followed	w�ll	fac�l�tate	the	
product�on	of	useful	�ntell�gence.		Nontrad�t�onal	collectors	of	
information, e.g., the private sector, fire, public works, and 
publ�c	health,	are	v�tal	to	successfully	complete	the	�ntell�gence	
process.		Wh�le	law	enforcement	has	�ntell�gence	�nformat�on	
and	expert�se,	the	publ�c	safety	and	pr�vate	sectors	have	the	
�nformat�on	systems,	processes,	and	�nfrastructure	that	may	be	
targets	of	cr�me	and	terror�sm.		Further,	fus�on,	through	manag�ng	
the flow of information and intelligence across all levels and 
sectors	of	government,	�ntegrates	the	�ntell�gence	process	to	
accompl�sh	th�s	shar�ng.		The	�ntell�gence	process	prov�des	a	
framework	for	the	fused	�nformat�on	to	be	turned	�nto	�ntell�gence.		
Fusion centers utilize the intelligence process to analyze threat-
related	�ntell�gence	and	�nformat�on.		These	centers	are	not	
s�mply	�nformat�on	collect�on	hubs	but	venues	to	br�ng	together	
appropr�ate	partners	to	prevent	cr�me-	and	terror�sm-related	
�nc�dents.		

The Fusion Process
The	stages	of	the	fus�on	process	generally	correlate	w�th	the	
�ntell�gence	cycle.		The	Homeland	Secur�ty	Adv�sory	Counc�l’s	
(HSAC)	Intelligence	and	Information	Sharing	Initiative:	Homeland	
Security	Intelligence	and	Information	Fusion	report	deta�ls	the	
stages	of	fus�on	and	how	to	�mplement	the	process.28  The first 
stage,	the	management	and	governance	stage,	establ�shes	the	
foundat�on	for	fus�on	�n	that	�t	overv�ews	the	need	for	a	

25	 		Bob	Morehouse,	“The	Role	of	Cr�m�nal	Intell�gence	�n	Law	
Enforcement.”		Mar�lyn	B.	Peterson	(Manag�ng	Ed.),	Bob	Morehouse,	and	
R�chard	Wr�ght	(Eds.),	Intelligence	2000:	Revising	the	Basic	Elements,	
Sacramento,	CA:		Law	Enforcement	Intell�gence	Un�t	and	Lawrencev�lle,	
NJ:		Internat�onal	Assoc�at�on	of	Law	Enforcement	Intell�gence	Analysts,	
Inc.,	2000,	pp.	1-12.		
26	 		Ib�d,	p.	9.
27	 		The	National	Criminal	Intelligence	Sharing	Plan,	2003,	p.	7.
28	 	Th�s	report,	�nclud�ng	a	comprehens�ve	explanat�on	of	the	fus�on	
process,	can	be	found	�n	�ts	ent�rety	�n	Append�x	D.
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management	structure,	who	the	stakeholders	are,	and	fus�on	
center	goals	and	object�ves.	

The	second	stage,	plann�ng	and	requ�rements	development,	lays	
the	foundat�on	for	the	types	of	�nformat�on	that	w�ll	be	collected.		
Th�s	phase	establ�shes	where	�nformat�on	w�ll	come	from	and	the	
types	of	�nformat�on	the	fus�on	center	w�ll	collect.		It	also	prov�des	
collect�on	l�m�tat�ons	and	pr�vacy	�ssues	that	affect	collect�on	and	
shar�ng	of	�nformat�on.

Collect�on	�s	the	th�rd	stage	of	the	process	dur�ng	wh�ch	the	
plann�ng	and	requ�rements	development	stage	becomes	
operat�onal.		Th�s	�s	when	�nformat�on	�s	collected	from	var�ous	
sources,	�nclud�ng	law	enforcement	agenc�es,	publ�c	safety	
agencies (e.g., health, fire, and transportation), and the private 
sector.		Th�s	stage	�s	essent�al	for	fus�on	centers	to	be	effect�ve.		

The	fourth	stage,	analys�s,	�s	s�m�lar	to	the	analys�s	phase	�n	the	
�ntell�gence	cycle	�n	that	�t	�s	dur�ng	th�s	stage	that	the	�nformat�on	
collected	�s	turned	�nto	act�onable	�ntell�gence.		One	of	the	goals	
of	the	fus�on	center	dur�ng	th�s	stage	�s	to	�dent�fy	trends	or	
�nformat�on	that	w�ll	prevent	a	terror�st	attack	or	other	cr�m�nal	
act�v�ty.

The fifth stage is dissemination, tasking, and archiving.  During 
this stage, the information that has been collected and analyzed 
�s	then	d�ssem�nated	to	stakeholders.		

The	s�xth	stage	�s	reevaluat�on.		The	purpose	of	th�s	stage	�s	for	
the	fus�on	center	and	stakeholders	to	ensure	that	what	�s	be�ng	
collected, analyzed, and disseminated is factual, timely, and 
relevant.		It	�s	dur�ng	th�s	stage	that	tweaks	and	�mprovements	
are	made	to	the	fus�on	process.

The last stage is the modification of the requirements stage 
(Stage	2).		After	reevaluat�on	occurs	and	�mprovements	or	
changes are identified, this stage allows the improvements to be 
implemented and the process refined.29

Often,	gaps	�n	the	�ntell�gence	process	ex�st.		To	ass�st	�n	
clos�ng	these	gaps,	the	Federal	Bureau	of	Invest�gat�on	(FBI)	
developed	a	template	to	ass�st	agenc�es	�n	�dent�fy�ng	and	
track�ng	�ntell�gence	gaps.		A	summary	of	the	FBI’s	Intell�gence	
Requ�rements	and	a	copy	of	the	template	can	be	found	�n	Law	
Enforcement	Intelligence:	A	Guide	for	State,	Local,	and	Tribal	
Law	Enforcement	Agencies	(Carter,	November	2004).30		A	copy	
of	th�s	gu�de	�s	�ncluded	on	the	resource	CD.		It	�s	recommended	
that	fus�on	centers	create	a	formal	�ntell�gence	and	�nformat�on	
requirements process that prioritizes and guides the intelligence 
funct�on.

29	 	Intelligence	and	Information	Sharing	Initiative:	Homeland	Security	
Intelligence	and	Information	Fusion	report.
30	 	Ava�lable	on	the	Commun�ty	Or�ented	Pol�c�ng	Serv�ces	(COPS)	Web	
s�te	at	www.cops.usdoj.gov/Default.asp?Item=1404.

Issues for Consideration
When	�mplement�ng	port�ons	of	the	NCISP,	cons�der	these	steps	
to	help	establ�sh	or	enhance	an	�ntell�gence	component	of	a	
fus�on	center:	

Recognize your responsibilities and lead by example.
Establ�sh	a	m�ss�on	statement	and	a	pol�cy	to	address	
develop�ng	and	shar�ng	�ntell�gence	data	w�th�n	your	agency.
Connect	to	your	state	cr�m�nal	just�ce	network	and	reg�onal	
�ntell�gence	databases,	and	part�c�pate	�n	�nformat�on	shar�ng	
�n�t�at�ves.
Ensure	pr�vacy	�s	protected	�n	pol�cy	and	pract�ce.
Access	law	enforcement	Web	s�tes,	subscr�be	to	law	
enforcement	l�stservs,	and	use	the	Internet	as	an	�nformat�on	
resource.31

Prov�de	your	agency	members	w�th	appropr�ate	tra�n�ng	on	
the	cr�m�nal	�ntell�gence	process.
Become	a	member	�n	your	Reg�onal	Informat�on	Shar�ng	
System	(RISS)	center.
Become	a	member	of	the	FBI’s	Law	Enforcement	Onl�ne	
(LEO).
Partner	w�th	publ�c	and	pr�vate	�nfrastructure	owners	and	
operators.
Part�c�pate	�n	local,	state,	and	nat�onal	�ntell�gence	
organizations.
Part�c�pate	�n	the	U.S.	Department	of	Homeland	Secur�ty’s	
(DHS)	Homeland	Secur�ty	Informat�on	Network	(HSIN)	
Program.
Ensure the fusion center is fully utilizing the jurisdiction’s 
ex�st�ng	networks	and	�nformat�on	repos�tor�es	for	cr�m�nal	and	
hazard information.

Available Resources  
on Fusion Center CD

10	S�mple	Steps	to	help	your	agency	become	a	part	of	the	
National	Criminal	Intelligence	Sharing	Plan	
HSAC’s	Intelligence	and	Information	Sharing	Initiative:	
Homeland	Security	Intelligence	and	Information	Fusion	report
Law	Enforcement	Intelligence:		A	Guide	for	State,	Local,	and	
Tribal	Law	Enforcement
Law	Enforcement	Intell�gence	Un�t	(LEIU)	Aud�t	Checkl�st
National	Criminal	Intelligence	Sharing	Plan	report

31  Prior to entering the public Internet as a law enforcement officer or 
intelligence organization, consult with jurisdiction and department legal 
adv�sors	to	ensure	compl�ance	w�th	any	pol�cy	or	regulat�on	concern�ng	
law	enforcement	�ntell�gence	use	of	the	Internet	for	�nformat�on	shar�ng.		
Furthermore, using the official government identity and information 
system	for	Internet	search�ng	can	pose	a	secur�ty	r�sk	to	the	agency	
network	and	subject	of	the	search.		Explore	d�fferent	ways	to	avo�d	such	
r�sks	w�th	competent	techn�cal	and	legal	author�t�es.
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http://www.cops.usdoj.gov/Default.asp?Item=1404
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Mission Statement and Goals
Justification
A mission statement is a written statement of the organization’s 
purpose,	such	as	enhanc�ng	publ�c	safety,	shar�ng	�nformat�on,	or	
resolv�ng	cr�m�nal	�nvest�gat�ons.		It	�s	�mportant	to	have	a	m�ss�on	
statement	because	�t	focuses	efforts	and	�s	the	foundat�on	of	all	
the	dec�s�ons	that	follow.		A	m�ss�on	statement	can	also	�nsp�re	
people in the organization and inform customers of the benefits 
and advantages of what the organization offers and is the first 
step	�n	educat�ng	ent�t�es	about	the	center	and	�ts	serv�ces.				

If	a	center	has	a	clear	understand�ng	of	�ts	short-	and	long-term	
goals,	�t	w�ll	be	eas�er	to	�ntegrate	efforts.		Goals	are	what	you	
want	to	accompl�sh.		Object�ves	are	how	you	are	go�ng	to	get	
there.		Goals	should	be	measurable	and	observable.		They	
should have specific achievable steps (objectives) with built-in 
accountab�l�ty	for	accompl�shment.		Goals	should	be	h�gh	enough	
to	challenge	the	center	but	real�st�c	enough	to	be	atta�nable.		
Un�versal	law	enforcement	goals	�nclude	four	major	des�red	
outcomes:	

The	reduct�on	of	the	�nc�dence	of	cr�me.
The	suppress�on	of	cr�m�nal	act�v�ty.
The	regulat�on	of	noncr�m�nal	conduct.
The	prov�s�on	of	serv�ces.32

Fus�on	centers	w�ll	have	many	demands	placed	on	them,	and	
�t	�s	�mportant	to	have	clear	pr�or�t�es.		For	example,	�n	order	to	
properly	develop	a	m�ss�on	statement	and	goals,	centers	should	
prioritize tasks such as analytical services, homeland security 
�ssues,	and	�nvest�gat�ve	support.	

Issues for Consideration
When	creat�ng	a	m�ss�on	statement	and	goals,	cons�der:

Develop�ng	the	center	m�ss�on	statement	and	goals	
collaborat�vely	w�th	part�c�pat�ng	ent�t�es	as	th�s	w�ll	create	
ownersh�p	and	ass�st	�n	�dent�fy�ng	the	pr�mary	role(s)	of	the	

32	 		www.commun�typol�c�ng.org/goal.html.

1.
2.
3.
4.



organization.
Identifying center customers and their needs and defining 
center	pr�or�t�es	pr�or	to	draft�ng	the	m�ss�on	statement	and	
goals.	
Prioritizing the intelligence function to address threats posed 
in specific fusion center jurisdictions.
Integrat�ng	�ntell�gence-led	pol�c�ng	to	support	customer	
needs, define tasks, and prioritize functions. 
Utilizing vision statements and/or guiding principles to focus 
efforts.
Using the center mission to promote the organization and 
support	grant	requests	and	fund�ng.	
Includ�ng	the	m�ss�on	statement	�n	the	Memorandum	of	
Understand�ng	(MOU)	(see	Gu�del�ne	5).
Including five to ten points that outline the benefits of public 
safety	and	pr�vate	sector	part�c�pat�on	�n	the	fus�on	process.

Elements of Mission Statements
M�ss�on	statements	should	be	clear	and	conc�se.		They	should	
�nclude	the	pr�mary	purpose,	pr�or�ty,	and	roles	of	the	center.		
M�ss�on	statements	should	commun�cate	the	essence	of	the	
organization so that stakeholders and the public are clear on 
the	purpose	and	�ntent	of	the	center.		Ensure	that	the	m�ss�on	
statement includes the name of the agency or organization, the 
type	of	agency,	what	the	agency	does,	and	whom	the	agency	
serves.		It	�s	cr�t�cal	that	the	appropr�ate	t�me	and	comm�tment	be	
devoted	to	develop�ng	an	adequate	m�ss�on	statement.		A	good	
m�ss�on	statement	w�ll	prov�de	strateg�c	v�s�on	and	d�rect�on	for	
the	center.		

Once	the	m�ss�on	statement	�s	created	and	approved,	�t	should	
not	requ�re	rev�s�on	very	often.		The	goals	and	object�ves	
developed	by	the	center	should	all	be	l�nked	to	the	m�ss�on	
statement.		These	w�ll	be	the	short-term	measures	used	to	gauge	
whether the center is fulfilling the stated mission.  However, if the 
m�ss�on	statement	becomes	�nappropr�ate,	�rrelevant,	or	outdated	
or	�f	the	center’s	d�rect�on	changes,	the	m�ss�on	statement	should	
be	rev�sed	accord�ngly.
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Guideline 2  
Develop and embrace a mission statement and identify goals for the 
fusion center.

http://www.communitypolicing.org/goal.html
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Example Mission Statements
Upstate New York Regional Intelligence Center 
(UNYRIC)
To advance the efficient, timely, and accurate exchange of 
�nformat�on	between	all	New	York	state	law	enforcement	
agenc�es.		The	UNYRIC	focuses	on	all	aspects	of	cr�m�nal	act�v�ty	
�n	the	54	count�es	outs�de	the	New	York	C�ty	area	and	�nteracts	
w�th	law	enforcement	agenc�es	nat�onw�de.

Arizona Counter Terrorism Information Center 
(ACTIC)
To protect the citizens by ensuring the resiliency of critical 
infrastructure operations throughout Arizona by enhancing and 
coord�nat�ng	counterterror�sm	�ntell�gence	and	other	�nvest�gat�ve	
support	efforts	among	pr�vate	sector	and	local,	state,	tr�bal,	and	
federal	law	enforcement	agenc�es.

Rockland County Intelligence Center (RCIC)
To	prov�de	�ntell�gence	to	law	enforcement	agenc�es	based	upon	
the	collect�on,	evaluat�on,	and	analys�s	of	�nformat�on	that	can	
�dent�fy	cr�m�nal	act�v�ty.		Th�s	�ntell�gence	can	be	presented	�n	the	
form	of:

Strateg�c	�ntell�gence,	wh�ch	addresses	ex�st�ng	patterns	or	
emerg�ng	trends	of	cr�m�nal	act�v�ty.
Tactical intelligence, which pertains to a specific event that 
can	be	used	�mmed�ately.	

Georgia Information Sharing and Analysis Center 
(GISAC)
To	serve	as	the	focal	po�nt	for	the	collect�on,	assessment,	analys�s,	
and	d�ssem�nat�on	of	terror�sm	�ntell�gence	relat�ng	to	Georg�a.	





State Terrorism Threat Assessment Center 
(STTAC)—California
To	coord�nate	the	collect�on	of	ant�terror�sm	�ntell�gence	data,	the	
d�ssem�nat�on	of	that	�ntell�gence	to	law	enforcement	agenc�es,	
and	the	use	of	ant�terror�sm	�ntell�gence	resources.

Sample Mission Statements
The	follow�ng	are	sample	templates	that	centers	may	use	when	
develop�ng	a	m�ss�on	statement:

The	fus�on	center	�s	a	publ�c-pr�vate	partnersh�p,	cons�st�ng	of	
local,	state,	tr�bal,	and	federal	law	enforcement	and	publ�c	safety	
agenc�es	and	the	pr�vate	sector.		It	acts	as	an	�nformat�on	shar�ng	
gateway	w�th	the	�ntent	to	ass�st	law	enforcement	[homeland	
secur�ty	agenc�es	or	agenc�es	tasked	w�th	homeland	secur�ty	
funct�ons]	to	detect,	prevent,	and	solve	cr�mes.		

The	fus�on	center	�s	a	publ�c-pr�vate	partnersh�p	among	
local,	state,	tr�bal,	and	federal	law	enforcement	and	publ�c	
safety	agenc�es	and	the	pr�vate	sector.		It	collects,	evaluates,	
analyzes, and disseminates information and intelligence to the 
law	enforcement	commun�ty	[homeland	secur�ty	agenc�es	or	
agenc�es	tasked	w�th	homeland	secur�ty	funct�ons]	�n	a	t�mely,	
effect�ve,	and	secure	manner.

Available Resources  
on Fusion Center CD

A	Staircase	to	Strategic	Planning:		Mission,	The	Commun�ty	
Pol�c�ng	Consort�um,	www.commun�typol�c�ng.org/m�ss�on.
html



http://www.communitypolicing.org/mission.html
http://www.communitypolicing.org/mission.html
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Governance
Justification
Governance may be defined as the set of organizational 
regulat�ons	and	standards	exerc�sed	by	management	to	prov�de	
strateg�c	d�rect�on	and	ensure	object�ves	are	ach�eved,	r�sks	are	
managed	appropr�ately,	and	resources	are	used	respons�bly.33		
Establ�sh�ng	a	governance	structure	creates	a	supported	
env�ronment	that	frames	the	ab�l�ty	for	the	center	to	funct�on	
and	operate,	ass�gn	tasks,	allocate	and	manage	resources,	and	
develop and enforce policy. Governance creates a centralized 
body	to	rev�ew	and	endorse	�ssues	affect�ng	operat�ons.		
Members	act�ng	as	the	governance	body	are	ambassadors	
to	the	program	and	carry	the	message	to	the�r	agenc�es	and	
const�tuents.		Governance	prov�des	a	forum	for	part�c�pants	
to	vo�ce	concerns,	offer	suggest�ons,	and	make	dec�s�ons.		It	
enhances	relat�onsh�ps,	�ncreases	effect�veness,	and	prov�des	
leadersh�p	and	cohes�veness	among	part�c�pants.		

The	governance	structure	ensures	an	equal	opportun�ty	for	
all	part�c�pat�ng	agenc�es	and	users	to	have	ownersh�p	�n	the	
dec�s�on-mak�ng	process.		The	govern�ng	body	should	be	
�nclus�ve	to	law	enforcement,	publ�c	safety,	and	pr�vate	sector	
partners,	thereby	ensur�ng	the	effect�veness	of	the	fus�on	center.		
Th�s	can	be	ach�eved	through	assess�ng	the	jur�sd�ct�on	to	
determ�ne	what	components,	and	ent�t�es	w�th�n	the	components,	
should	be	�ncluded	�n	the	fus�on	center	and	governance	body.		
Through	the	governance	structure,	agenc�es	can	strateg�cally	
plan	for	center	operat�ons	and	future	enhancements,	as	well	as	
�dent�fy	obstacles	and	offer	resolut�ons.		

Issues for Consideration
When	creat�ng	a	governance	structure,	cons�der:

Allow�ng	part�c�pants	to	have	�nput	�n	the	establ�shment	of	a	
governance	structure	composed	of	law	enforcement,	publ�c	
safety,	and	pr�vate	sector	stakeholders.		
Collaborat�ng	w�th	the	Jo�nt	Terror�sm	Task	Force	(JTTF),	the	
Attorney	General’s	Ant�-Terror�sm	Adv�sory	Counc�l	(ATAC),	

33   Office of Justice Programs (OJP) Web site, www.�t.ojp.gov.	





the	U.S.	Department	of	Just�ce	(DOJ),	the	U.S.	Department	
of	Homeland	Secur�ty	(DHS),	and	other	state	ent�t�es,	local	
author�t�es,	and	relevant	ent�t�es	to	establ�sh	process.
Composing the governing body of high-level officials who 
have	the	power	and	author�ty	to	comm�t	the�r	respect�ve	
agency’s	resources	and	personnel	to	the	center.
Identifying private sector organizations in the jurisdiction to 
�nclude	�n	the	governance	body.
Establ�sh�ng	an	adv�sory	comm�ttee	composed	of	pr�vate	
sector	leadersh�p,	who	w�ll	prov�de	representat�on	and	adv�ce	
to	the	govern�ng	body.
Includ�ng	members	from	the	Informat�on	Shar�ng	and	Analys�s	
Centers	(ISAC).34

Defining the management structure to include what entity 
oversees	the	centers,	manages	the	operat�ons,	and	
coord�nates	da�ly	act�v�t�es.
Maintaining a governance structure that is reasonable in size 
yet	ensures	representat�on	of	all	agenc�es	that	compr�se	the	
center.
Creat�ng	an	effect�ve	and	t�mely	mechan�sm	to	commun�cate	
dec�s�ons	made	by	the	govern�ng	body	to	part�c�pants	and	
center	personnel.
Evaluat�ng	how	pol�t�cal	�ssues	and	cl�mate	may	�mpact	center	
support	and	operat�ons.	
Establ�sh�ng	operat�onal	and	techn�cal	comm�ttees.
Establ�sh�ng	an	overs�ght	comm�ttee	to	ensure,	among	other	
th�ngs,	that	the	�ntell�gence	process	�s	properly	followed.
Establ�sh�ng	a	pr�vacy	comm�ttee	that	w�ll	l�a�se	w�th	
commun�ty	pr�vacy	advocacy	groups	to	ensure	c�v�l	r�ghts	and	
pr�vacy	protect�on.
Develop�ng	bylaws	for	operat�ons	of	the	governance	
structure.

34  ISACs are sector-specific centers that coordinate the sharing of 
terror�sm-related	�nformat�on.		More	�nformat�on	on	ISACs	can	be	found	at	
www.dhs.gov.
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Guideline 3
Create a representative governance structure that includes law 
enforcement, public safety, and the private sector.

http://www.it.ojp.gov
file://dell_server/nt_share/Print/GLOBAL/Fusion%20Center/fusion_center_guidelines/for%20printer/www.dhs.gov
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Committees
Govern�ng	bod�es	may	employ	comm�ttees	to	help	execute	and	
adhere	to	center	pol�c�es	and	procedures,	as	well	as	to	�dent�fy,	
rev�ew,	develop,	and/or	�mplement	new	programs	or	pol�c�es.		
Execut�ve	comm�ttees	set	pol�cy,	make	cr�t�cal	dec�s�ons,	and	
comm�t	resources.		Operat�onal	comm�ttees	may	be	asked	to	
focus on specific policies, such as purge and retention or privacy 
(see	Gu�del�ne	8).		These	types	of	comm�ttees	may	be	asked	
to	develop	fund�ng	strateg�es	or	�dent�fy	grant	opportun�t�es.		
Techn�cal	comm�ttees	w�ll	focus	on	techn�cal	standards,	cr�t�cal	
�nfrastructure	operat�on,	and	secur�ty.		Under	these	comm�ttees,	
subcomm�ttees	may	be	used	to	conduct	deta�led	research	and	
analys�s,	ult�mately	to	br�ng	recommendat�ons	to	the	govern�ng	
body	for	rev�ew	and	endorsement.35	

To	a�d	�n	the	complete	�ntegrat�on	of	the	pr�vate	sector	�nto	the	
govern�ng	body,	�t	�s	recommended	that	an	adv�sory	comm�ttee	
be	establ�shed.		Th�s	comm�ttee,	composed	of	pr�vate	sector	
organizations and associations, will ensure that critical private 
sector	ent�t�es,	as	well	as	pr�vate	secur�ty	managers,	are	
represented	both	�n	the	fus�on	center	and	�n	the	governance	
structure.

Fus�on	centers	should	cons�der	establ�sh�ng	an	overs�ght	
comm�ttee	that	reports	d�rectly	to	the	governance	body.		Th�s	
comm�ttee	w�ll	be	respons�ble	for	prov�d�ng	overs�ght	on	the	day-
to-day operations of the fusion center, including proper utilization 
of	the	�ntell�gence	and	fus�on	processes.		

Example Governance Structures
Rockland County Intelligence Center (RCIC)
The county executive, sheriff, Office of Fire and Emergency 
Serv�ces,	and	the	Pol�ce	Ch�efs	Assoc�at�on	of	Rockland	
County	are	permanent	members	of	the	governance	body	for	
the	Rockland	County	Emergency	Operat�ons	Center	(EOC).		
In	the	event	of	an	emergency,	the	center,	operat�ng	w�th�n	
the	parameters	of	the	Nat�onal	Inc�dent	Management	System	
(NIMS),	requests	add�t�onal	personnel	(health,	publ�c	ut�l�t�es,	
and	pr�vate	secur�ty)	to	respond	to	the	center,	as	needed.		These	
personnel have been previously identified and trained as center 
representatives and are utilized based on the type of emergency, 
e.g.,	publ�c	health,	terror�sm,	or	weather-related.

The	RCIC	Overs�ght	Comm�ttee	�s	compr�sed	of	pol�ce	ch�efs	
chosen	by	the	Rockland	County	Pol�ce	Ch�efs	Assoc�at�on	(local	
representat�ves),	the	county	sher�ff,	and	d�str�ct	attorney	(county	
representat�ves).	

All	agenc�es	represented	�n	both	the	EOC	and	the	RCIC	meet	on	
a	regular	bas�s	to	d�scuss	areas	of	concern	and	work	collect�vely	
to	enhance	the	effect�veness	of	law	enforcement	and	the	county’s	
emergency	preparedness	�n�t�at�ves.

35	 		Kelly	J.	Harr�s,	Governance	Structures,	Roles	and	Responsibilities,	
September	2000	(Updated/Re�ssued	2004).

Iowa Law Enforcement Intelligence Network 
(LEIN)
Iowa	LEIN	�s	governed	by	a	seven-member	execut�ve	board,	s�x	of	
whom are local law enforcement officers who are elected annually 
by	the�r	fellow	LEIN	members	from	across	the	state.		The	seventh	
member	and	cha�rperson	of	the	execut�ve	board	�s	the	state	LEIN	
coord�nator	 (a	spec�al	agent	w�th	 the	 Iowa	Department	of	Publ�c	
Safety’s	Intell�gence	Bureau).

State Terrorism Threat Assessment Center 
(STTAC)—California
The	State	Terror�sm	Threat	Assessment	Center	(STTAC)	�s	a	
partnersh�p	of	the	Cal�forn�a	Department	of	Just�ce,	the	Cal�forn�a	
Highway Patrol, the California Office of Homeland Security, 
and	other	state	and	federal	agenc�es.		It	prov�des	statew�de	
assessments,	�nformat�on	track�ng,	pattern-analys�s	products,	and	
geograph�c	report	l�nkages,	as	well	as	reg�onal	�nvest�gat�ve	support	
throughout	the	state.		It	also	prov�des	Cal�forn�a’s	sen�or	leaders	
with situational awareness of identified threats along with constant 
access	to	the	latest	local,	state,	and	nat�onal	�ntell�gence	products.		

To	complement	the	STTAC,	Cal�forn�a	has	created	four	mutually	
support�ng	Reg�onal	Terror�sm	Threat	Assessment	Centers	(RTTAC).		
The�r	areas	of	respons�b�l�ty	m�rror	those	of	the	four	Federal	Bureau	
of Investigation (FBI) Field Offices in the state.  In some cases, they 
are	colocated	w�th	the	FBI’s	Jo�nt	Terror�sm	Task	Forces	to	help	
minimize reporting conflicts, while facilitating the coordination of 
�nformat�on	among	the	STTAC,	RTTACs,	and	the	FBI.

Governance Template
The	follow�ng	example	offers	centers	a	start�ng	po�nt	for	
develop�ng	a	governance	structure.		F�gure	3	�llustrates	a	three-
t�ered	approach.		The	bottom	level	represents	staff	members	
ass�gned	to	perform	the	fus�on/�ntell�gence	process	and	prov�de	
�nvest�gat�ve	support.		These	members	may	come	from	a	var�ety	
of	agenc�es	and	represent	the	core	of	center	operat�ons.		Here,	
data	�ntegrat�on	and	analys�s	w�ll	take	place.		Personnel	may	
include intelligence analysts and officers.  The middle section 
represents	the	day-to-day	management	of	the	center.		It	also	
�ncludes	adm�n�strat�ve	staff,	such	as	computer	support	staff	and	

Figure 3—Fusion Center Governance Structure 
Example
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legal	serv�ces.		In	some	cases,	th�s	sect�on	may	�nclude	a	fac�l�ty	
manager.		The	top	sect�on	represents	pol�cy	and	d�rect�on.		Th�s	
sect�on	�s	smaller,	�nd�cat�ng	a	select	group	of	�nd�v�duals	from	
each	part�c�pat�ng	ent�ty	who	have	been	des�gnated	as	part	of	the	
govern�ng	structure	or	board.		The	�llustrat�on	shows	�nformat�on	
flowing top down and bottom up.  

Developing Bylaws
Accord�ng	to	The	Legal	Guide	for	Association	Board	Members,	
bylaws are defined as “an important association corporate 
legal	document	that	const�tutes	the	agreement	between	the	
assoc�at�on	and	�ts	members.		Properly	drafted	bylaws	set	forth	
the essential organizational and operational provisions governing 
the	assoc�at�on.”36			Bylaws	are	just	one	example	of	a	govern�ng	
mechanism that a center may utilize to enforce organizational 
rules.		A	bylaws	sample	document	�s	prov�ded	on	the	resource	CD.

36	 		James	G.	Seely,	The	Legal	Guide	for	Association	Board	Members,	
Schne�der,	1995,	p.	71.

Parliamentary Procedures
The	governance	board	may	want	to	make	use	of	parl�amentary	
procedures	to	create	an	effect�ve	govern�ng	process.		Procedures	
such	as	Robert’s	Rules	of	Order	can	be	very	helpful	�n	
�ntroduc�ng,	debat�ng,	and	dec�d�ng	on	�ssues.		There	are	a	
number	of	Web	s�tes,	such	as	www.rulesonl�ne.com	that	conta�n	
the	full	text	and/or	summary	�nformat�on	regard�ng	Robert’s	Rules	
of	Order	and	parl�amentary	procedures.

Available Resources  
on Fusion Center CD

Bylaws	Sample	Template
Board	Gu�del�nes,	www.mapnp.org/l�brary/boards/boards.htm
Global	Just�ce	Informat�on	Shar�ng	In�t�at�ve	Adv�sory	
Comm�ttee	Bylaws,	http://�t.ojp.gov/documents/GACBylaws.pdf
Parl�amentary	Procedures,	www.rulesonl�ne.com


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http://www.rulesonline.com
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http://it.ojp.gov/documents/GACBylaws.pdf
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Collaboration
Justification
To maximize intelligence sharing, all levels of law enforcement 
and	publ�c	safety	agenc�es	and	the	pr�vate	sector	must	
commun�cate	and	collaborate.		The	object�ve	�s	to	leverage	
resources	and	expert�se	wh�le	�mprov�ng	the	ab�l�ty	to	detect,	
prevent,	and	apprehend	terror�sts	and	other	cr�m�nals.		Foster�ng	
a	collaborat�ve	env�ronment	bu�lds	trust	among	part�c�pat�ng	
ent�t�es,	strengthens	partnersh�ps,	and	prov�des	�nd�v�dual	as	well	
as	a	collect�ve	ownersh�p	�n	the	m�ss�on	and	goals	of	the	center.		
The	National	Criminal	Intelligence	Sharing	Plan	speaks	to	th�s	
as	well:	“Shar�ng	�s	founded	upon	trust	between	the	�nformat�on	
prov�der	and	the	�ntell�gence	consumer.		Such	trust	�s	most	often	
fostered	on	an	�nterpersonal	bas�s;	therefore,	law	enforcement	
task	forces	and	other	jo�nt	work	endeavors	succeed	where	
colocated,	�nterspersed	personnel	from	d�fferent	agenc�es	and	job	
types	convene	for	a	common	purpose.”37		

Foster�ng	a	collaborat�ve	env�ronment	�s	not	only	�mportant	to	
shar�ng,	collect�ng,	develop�ng,	and	d�ssem�nat�ng	�ntell�gence	but	
also	to	shar�ng	dec�s�ons	and	ownersh�p.		It	d�scovers	solut�ons	
and	expands	capac�ty.		In	an	env�ronment	where	some	resources	
are	decreas�ng	wh�le	demands	are	�ncreas�ng,	collaborat�on	has	
become	even	more	essent�al.			The	purpose	of	collaborat�on	�s	to	
�ncrease	capac�ty,	commun�cat�on,	and	cont�nu�ty	of	serv�ce	wh�le	
decreas�ng	dupl�cat�on.38		A	key	to	the	success	of	fus�on	centers	
�s	to	ensure	that	feedback	occurs	between	the	fus�on	center	and	
the	ent�t�es	that	prov�de	�nformat�on	and	�ntell�gence.		Inherent	�n	
a	collaborat�ve	env�ronment	�s	two-way	commun�cat�on;	ent�t�es	
that	prov�de	�nformat�on	to	fus�on	centers	should	also	rece�ve	
�nformat�on	from	fus�on	centers.		Th�s	w�ll	result	�n	buy-�n	from	all	
part�c�pants	and	w�ll	a�d	�n	the	success	of	the	�nformat�on	shar�ng	
env�ronment.		Fus�on	centers	should	also	cont�nually	seek	
outreach	opportun�t�es	to	ensure	that	publ�c	safety	agenc�es	and	
the	pr�vate	sector	are	represented,	thereby	meet�ng	the	needs	of	
the�r	const�tuents.

37	 		National	Criminal	Intelligence	Sharing	Plan,	November	2004,	p.	9.
38	 		C.	R.	Pete	Petersen,	M.Ed.,	“Commun�ty	Collaborat�on,”	March	4,	
2003,	www.commun�tycollaborat�on.net.

Successful	collaborat�on	�s	cont�ngent	upon	a	trust�ng	
env�ronment.		Fus�on	centers	should	seek	to	establ�sh	an	
�nformat�on	shar�ng	system	that	a�ds	�n	collaborat�on,	wh�le	
ensur�ng	the	secur�ty	of	the	�nformat�on	w�th�n	the	system	and	
the	system	�tself.		Th�s	env�ronment	should	also	be	equ�pped	to	
handle	var�ous	types	of	�nformat�on	that	publ�c	safety	and	the	
pr�vate	sector	subm�t,	�nclud�ng	publ�c,	sens�t�ve,	propr�etary,	
and	secret	�nformat�on.		Th�s	env�ronment	may	�nclude	e-ma�l,	
a	v�rtual	pr�vate	network,	a	secured	Internet	s�te,	l�stservs,	or	
face-to-face	meet�ngs.		Collaborat�on	beg�ns	w�th	�nterpersonal	
relationships, and fusion centers should institutionalize these 
relat�onsh�ps	through	ongo�ng	d�alogue	and	�nformat�on	
sharing.  Issue-based collaborative techniques may be utilized 
by the fusion center when a specific threat is identified.  These 
techn�ques	allow	the	pr�vate	sector	to	change	�ts	part�c�pat�on	
within the fusion center, based on the identified threat.  For 
example,	a	transportat�on	ent�ty	may	have	a	l�a�son	�n	the	fus�on	
center, but if a threat is identified that affects transportation, that 
organization may provide full-time participation until the threat is 
neutralized.

There	are	a	var�ety	of	publ�c	safety	and	pr�vate	sector	ent�t�es	
to	�nclude	�n	fus�on	centers.		Each	jur�sd�ct�on	has	d�fferent	
needs,	and	collaborat�on	w�ll	be	based	on	these	needs.		Fus�on	
centers	should	seek	to	network	w�th	var�ous	publ�c	safety	and	

Guideline 4
Create a collaborative environment for the sharing of intelligence and 
information among local, state, tribal, and federal law enforcement 
agencies, public safety, and the private sector.

http://www.communitycollaboration.net
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private sector organizations and associations.  The greater 
the	effort	by	the	fus�on	center,	the	greater	the	�ncorporat�on	
and	partnersh�p	w�th	publ�c	safety	and	the	pr�vate	sector.		
Examples of these organizations and associations include 
InfraGard,	Sector	Coord�nat�ng	Counc�ls	(SCC),	39		Informat�on	
Shar�ng	and	Analys�s	Centers	(ISAC),40	and	the	Un�ted	States	
Publ�c-Pr�vate	Partnersh�p	(USP3).41	Overarch�ng	funct�onal	
categor�es	have	been	developed	�n	wh�ch	�nd�v�dual	agenc�es,	
companies, and organizations can be grouped together.  Though 
not	comprehens�ve,	these	categor�es	and	accompany�ng	
ent�t�es	serve	as	a	foundat�on	and	w�ll	a�d	fus�on	centers	�n	
determ�n�ng	what	ent�t�es	should	be	�nvolved	�n	the	center.		
Governance	bod�es	should	�dent�fy	the	needs	and	vulnerab�l�t�es,	
organizations with a large employee base, and major economic 
dr�vers	w�th�n	the	jur�sd�ct�on	of	the	fus�on	center.		The	goal	�s	to	
determ�ne	what	ent�t�es	should	part�c�pate	and	be	�ntegrated	�nto	
the	fus�on	center.		To	ensure	the	effect�veness	of	collaborat�on	
w�th�n	the	fus�on	center,	l�nes	of	commun�cat�on	should	be	
establ�shed	w�th	the	var�ous	ent�t�es	that	make	up	the	categor�es	
accord�ng	to	the	needs	of	the	fus�on	center	and	jur�sd�ct�on.		A	l�st	
of	the	funct�onal	categor�es	and	assoc�ated	ent�t�es	�s	located	�n	
Append�x	C	of	th�s	report.

An	example	of	effect�ve	collaborat�on	�s	the	Texas	Coastal	
Reg�on	Adv�sory	System	(TCRAS).		TCRAS	�s	a	Jo�nt	Terror�sm	
Task	Force	(JTTF)	�n�t�at�ve	and	�s	used	to	qu�ckly	d�ssem�nate	
�nformat�on	to	law	enforcement	partners,	as	well	as	other	
compan�es	and	agenc�es	that	are	respons�ble	for	cr�t�cal	
�nfrastructure	operat�ons	�n	the	area.42		TCRAS	demonstrates	an	
effect�ve	�nformat�on	shar�ng	env�ronment	that	�ncorporates	the	
law	enforcement,	publ�c	safety,	and	pr�vate	sector	components	of	
a	fus�on	center.

39	 	The	roles	of	Sector	Coord�nat�ng	Counc�ls	(SCC)	are	to	serve	
as	a	s�ngle	forum	�nto	the	respect�ve	sector	for	the	ent�re	range	of	
homeland security issues; institutionalize the sector’s coordination of 
pol�cy	development,	sector-w�de	strategy,	and	plann�ng;	ensure	program	
promulgat�on	and	�mplementat�on;	mon�tor	sector	progress;	prov�de	
prov�s�ons	of	best	pract�ces	and	gu�del�nes;	develop	requ�rements	for	
�nformat�on	shar�ng,	research,	and	development;	and	serve	as	the	po�nt	
of	cross-sector	coord�nat�on	(Homeland	Security	Information	Sharing	
Between	Government	and	the	Private	Sector,	August	10,	2005,	p.	17).	
40	 	Add�t�onal	�nformat�on	on	SCCs	and	ISACs	can	be	found	at		
www.dhs.gov.
41	 	The	Un�ted	States	Publ�c-Pr�vate	Partnersh�p	(USP3)	(formerly	
known	as	the	U.S.	Department	of	Homeland	Secur�ty’s	(DHS)	HSIN-CI)	
was	�mplemented	as	a	DHS	program	that	�s	reg�onally	adm�n�stered	and	
governed	by	�ts	pr�vate	and	publ�c	members.		Current	membersh�p	�s	
approx�mately	40,000,	n�nety	percent	of	wh�ch	are	from	the	pr�vate	sector,		
who are actively using the programs vertical and horizontal information 
shar�ng	strateg�es	for	local,	reg�onal,	and	nat�onal	rout�ne	�nformat�on	
sharing and all-hazards 24/7 alerts and warnings.  Due to its success, 
DHS	and	the	Federal	Bureau	of	Invest�gat�on	(FBI)	w�ll	cont�nue	to	
jo�ntly	sponsor	and	grow	the	program	nat�onally,	w�th	a	goal	of	200,000	
members.
42	 	Add�t�onal	�nformat�on	on	TCRAS	can	be	found	at	www.tcras.org.

Issues for Consideration
Collaboration Principles
A	successful	collaborat�on	must	cont�nually	prov�de	value	to	�ts	
part�c�pants,	customers,	and	const�tuency.		To	foster	and	enhance	
collaborat�on,	cons�der	�mplement�ng	the	follow�ng	pr�nc�ples:

Ma�nta�n�ng	a	d�verse	membersh�p	to	�nclude	representat�ves	
from	local,	state,	tr�bal,	and	federal	law	enforcement;	all	
sectors	of	publ�c	safety;	and	key	pr�vate	sector	compan�es	
and organizations.
Includ�ng	pr�vate	sector	assoc�at�ons	when	�ncorporat�ng	
the	pr�vate	sector.		Two	examples	are	Flor�daF�rst	and	
Ch�cagoF�rst,	bank�ng	coal�t�ons	created	to	work	w�th	
government agencies to help financial institutions prepare for 
nat�onal	d�sasters	and	terror�sm.43

Utilizing a phased approach when integrating private sector 
ent�t�es	to	accurately	�dent�fy	and	address	the	needs	of	the	
ent�t�es.
Develop�ng	and	part�c�pat�ng	�n	network�ng	groups	and	
organizations that exist locally, regionally, statewide, 
nat�onally,	and	�nternat�onally.
Work�ng	w�th	JTTF,	Ant�-Terror�sm	Adv�sory	Counc�l	(ATAC),	
the	U.S.	Department	of	Just�ce	(DOJ),	DHS,	other	state	and	
local entities, and other relevant organizations or groups.
Comp�l�ng	a	contact	l�st	of	publ�c	safety	and	pr�vate	sector	
representat�ves,	�nclud�ng	after-hours	numbers.
Conduct�ng	regular	meet�ngs	for	the	purpose	of	collaborat�on	
and	�nformat�on	shar�ng.
Establ�sh�ng	procedures	for	ma�nta�n�ng	the	cont�nu�ty	of	
personal, organizational, and institutional relationships.
Educat�ng	and	tra�n�ng	the	law	enforcement,	publ�c	safety,	
and	pr�vate	sector	commun�t�es	on	the	�ntell�gence	and	fus�on	
processes	and	fus�on	center	operat�ons.		
Educating and liaising with elected officials, private sector 
execut�ves,	and	other	commun�ty	leaders	to	promote	
awareness	of	the	fus�on	center	funct�ons.
Ensur�ng	feedback	to	ent�t�es	that	prov�de	�nformat�on	to	
fus�on	centers	(e.g.,	the	results	of	the	�nformat�on	that	has	
been	prov�ded	to	the	fus�on	center).
Ensur�ng,	at	a	m�n�mum,	contact	�nformat�on	�s	collected	and	
up	to	date	for	m�ss�on	cr�t�cal	ent�t�es	(e.g.,	ut�l�t�es,	publ�c	
works,	and	telecommun�cat�ons).

Available Resources  
on Fusion Center CD

“Commun�ty	Collaborat�on,”	www.commun�tycollaborat�on.net

43	 	J�m	Freer,	“Banks	Band	Together,”	The	South	Florida	Business	
Journal,	October	2005,	www.bizjournals.com/southflorida/
stor�es/2005/10/17/da�ly1.html.
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http://www.dhs.gov
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Memorandum of Understanding 
(MOU) and Non-Disclosure 
Agreement (NDA)
MOU
It	�s	recommended	that	fus�on	centers	be	governed	and	
managed	�n	accordance	w�th	an	MOU.		An	MOU,	a	necessary	
tool for information sharing, defines the terms, responsibilities, 
relat�onsh�ps,	�ntent�ons,	and	comm�tments	of	each	part�c�pat�ng	
ent�ty;	the	agreement	also	prov�des	an	outl�ne	of	the	who,	what,	
where,	when,	why,	and	how	of	the	project.		Partners	should	
comm�t	to	the	program	pol�c�es	by	s�gn�ng	the	MOU.		In	add�t�on	
to MOUs, some initiatives utilize agency, individual, and data 
shar�ng	user	agreements.		

Issues for Consideration
When	negot�at�ng	and	draft�ng	MOUs,	cons�der:

Ident�fy�ng	and	understand�ng	the	legal	and	pract�cal	
�mpl�cat�ons	of	the	MOU.
Defining the roles and responsibilities of the participating 
agenc�es.
Embrac�ng	and	encourag�ng	trusted	relat�onsh�ps.
Includ�ng	language	requ�r�ng	that	all	ass�gned	personnel	
ma�nta�n	access	to	the�r	own	agency’s	data.

Example MOUs
At	a	m�n�mum,	�nclude	the	follow�ng	elements	�n	the	MOU:

Involved	part�es
M�ss�on	
Governance	
Author�ty	
Secur�ty
Ass�gnment	of	personnel	(removal/rotat�on)





















Fund�ng/costs
Civil liability/indemnification issues
Pol�c�es	and	procedures
Pr�vacy	gu�del�nes
Terms
Integr�ty	control
D�spute	resolut�on	process
Po�nts	of	contact
Effective date/duration/modification/termination
Serv�ces
Deconfliction procedure
Spec�al	cond�t�ons
Protocols	for	commun�cat�on	and	�nformat�on	exchange
Protocols	for	background	checks	on	fus�on	center	part�c�pants

NDA
The	fus�on	center	determ�nes	r�sks	to	the	pr�vate	sector	and	
analyzes suspicious activity information.  This function requires 
the	shar�ng	of	sens�t�ve	�nformat�on	from	the	pr�vate	sector	to	
the	fus�on	center.		To	a�d	�n	shar�ng	th�s	sens�t�ve	�nformat�on,	
a	Non-D�sclosure	Agreement	may	be	used.		The	NDA	prov�des	
pr�vate	sector	ent�t�es	an	add�t�onal	layer	of	secur�ty,	ensur�ng	
the	secur�ty	of	pr�vate	sector	propr�etary	�nformat�on	and	trade	
secrets.		The	development	of	an	NDA	and	a	clear	understand�ng	
of	what	�t	does	and	does	not	cover	are	cr�t�cal	to	pr�vate	sector	
part�c�pat�on.		

One	of	the	funct�ons	of	the	NDA	�s	to	prov�de	a	mechan�sm	for	
fus�on	center	leadersh�p,	part�c�pants,	and	personnel	to	protect	
�nformat�on.		NDAs	w�ll	vary	by	jur�sd�ct�ons,	based	on	the	
types	of	pr�vate	sector	ent�t�es	part�c�pat�ng	�n	the	fus�on	center.		
Centers	should	spec�fy	the	types	of	�nformat�on	covered	�n	an	
NDA,	e.g.,	strateg�c	and	r�sk	assessment	�nformat�on.		Tact�cal	
�nformat�on,	such	as	susp�c�ous	act�v�ty	reports,	should	not	be	
�ncluded	�n	an	NDA	because	th�s	�nformat�on	may	be	shared	
w�th	law	enforcement	outs�de	of	the	fus�on	center	(e.g.,	the	Jo�nt	
Terror�sm	Task	Force	(JTTF),	F�eld	Intell�gence	Group,	the	state	
pol�ce,	or	other	appropr�ate	agenc�es).		Informat�on	that	the	
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Guideline 5
Utilize Memorandums of Understanding (MOUs), Non-Disclosure 
Agreements (NDAs), or other types of agency agreements, as appropriate.
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private sector may not want disseminated should be specified in 
the	NDA.		Th�s	�nformat�on	may	�nclude	trade	secret	�nformat�on	
(cr�t�cal	to	a	bus�ness	operat�on),	propr�etary	�nformat�on	
(customer	l�sts,	throughput	rates),	and	sens�t�ve	secur�ty	
�nformat�on	(guard	schedules,	s�te	plans,	secur�ty	plan	access).		
In	add�t�on,	fus�on	centers	should	spec�fy	how	th�s	�nformat�on	�s	
protected	when	creat�ng	an	NDA.		Subject-matter	experts	may	
prov�de	fus�on	centers	w�th	�ntell�gence	related	to	the�r	respect�ve	
sectors	w�thout	d�sclosure	of	trade	secrets	or	propr�etary	
�nformat�on.		But	�f	th�s	type	of	�nformat�on	�s	prov�ded,	fus�on	
centers	should	be	sens�t�ve	to	the	stor�ng	of	the	�nformat�on	
w�thout	approval	from	the	prov�d�ng	ent�ty.

NDAs	do	not	supersede	publ�c	records	laws	or	legal	processes.		
Therefore, fusion centers should be cognizant of local, state, and 
federal	publ�c	records	laws	that	may	supersede	an	NDA,	such	as	
state	sunsh�ne	laws,	the	Freedom	of	Informat�on	Act	(FOIA),	and	
federal	and	state	pr�vacy	laws	and	requ�rements.		If	the	center	
has	a	legal	comm�ttee,	th�s	comm�ttee	should	be	able	to	prov�de	
�nput	�nto	the	development	and	use	of	an	NDA.		In	add�t�on,	�t	�s	
recommended	that	fus�on	centers	and	the�r	leadersh�p	encourage	
appropr�ate	pol�cymakers	to	leg�slate	the	protect�on	of	pr�vate	
sector	data	prov�ded	to	fus�on	centers.

Issues for Consideration
When	develop�ng	an	NDA,	cons�der:

Ident�fy�ng	and	understand�ng	the	legal	and	pract�cal	
�mpl�cat�ons	of	an	NDA.
Defining what information will be treated as confidential.
Specifying what entities can receive confidential information.
Ind�cat�ng	how	long	the	NDA	w�ll	be	�n	effect.
Ident�fy�ng	the	types	of	�nformat�on	that	the	NDA	w�ll	cover.
Ident�fy�ng	repercuss�ons	for	v�olat�on	of	the	NDA.
Clearly	spec�fy�ng	local,	state,	and	federal	publ�c	records	laws	
w�th�n	the	NDA.
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Spec�fy�ng	what	�nformat�on	should	be	shared	and	protected	
(e.g.,	propr�etary	and	trade	secrets).
If	trade	secrets	or	propr�etary	�nformat�on	�s	prov�ded,	an	NDA	
may	�nclude	the	follow�ng	caveats:

The	�nformat�on	be�ng	prov�ded	�s	owned	by	the	pr�vate	
sector	partner	and	�s	prov�ded	for	a	l�m�ted	purpose	of	
determining a specific risk associated with the entity.
It	�s	the	pr�vate	sector	partner’s	respons�b�l�ty	to	�dent�fy	
the	�nformat�on	as	propr�etary.
Fus�on	centers	should	take	�nto	account	local,	state,	and	
federal	FOIA	laws	�n	an	effort	to	ensure	that	�nformat�on	
identified as proprietary may not be disclosed beyond the 
�mmed�ate	rec�p�ent	group	w�thout	wr�tten	consent	of	the	
prov�d�ng	pr�vate	sector	partner.

Available Resources  
on Fusion Center CD

28	CFR	Part	23	Sample	MOU
Arizona Counter Terrorism Information Center MOU
Cal�forn�a	Publ�c	Records	Exempt�on
Canada	Department	of	Defense	(DOD)	MOU	Gu�del�nes	
DHS	Non-D�sclosure	Agreement,	www.fas.org/sgp/othergov/
dhs-nda.pdf
Flor�da	Statute	119.071
Freedom	of	Informat�on	Act,	www.usdoj.gov/04fo�a
Jo�nt	Terror�sm	Task	Force	MOU
Massachusetts	Statute
MOU	Sample	Template
Rockland	County	Intell�gence	Center	MOU
Upstate	New	York	Reg�onal	Intell�gence	Center	MOU
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Database Resources
Justification
Dur�ng	the	focus	group	process,	part�c�pants	rev�ewed	a	number	
of	�nformat�on	and	�ntell�gence	shar�ng	�n�t�at�ves.		Most	of	
the	�n�t�at�ves	have	access	to	some	local,	state,	and	federal	
databases, as well as other organizations or data sets.  Centers 
may	want	to	evaluate	the	types	of	databases	that	part�c�pat�ng	
agencies have available.  Gaps should be identified and 
researched.		Leverag�ng	the	databases	and	systems	ava�lable	v�a	
participating entities will help maximize information sharing.  This 
�s	an	opportun�ty	to	access	prev�ously	unava�lable	�nformat�on.		It	
�s	recommended	that	ownersh�p	and	control	of	law	enforcement	
�nformat�on	shared	through	the	center	rema�n	w�th	the	or�g�nat�ng	
agency.		Data	owners	should	be	respons�ble	for	the	qual�ty	of	
data	shared.		Access	to	data	can	be	controlled	�n	a	var�ety	of	

ways,	�nclud�ng	fus�on	center	leadersh�p	controll�ng	who	has	
access	or	data	or�g�nators	controll�ng	access	levels.		For	more	
�nformat�on	about	the	secur�ty	of	data,	see	Gu�del�ne	9	(Secur�ty).		
Another	opt�on	�s	for	the	center	to	house	the�r	�nformat�on.		If	
a	center	chooses	th�s	opt�on,	�t	�s	�mportant	for	the	necessary	
pol�c�es	and	procedures	to	be	�n	place	to	govern	use	and	access.

Fus�on	centers	should	consult	w�th	publ�c	safety	and	pr�vate	
sector	personnel	to	determ�ne	�f	any	�nformat�on	shar�ng	
databases	may	be	ava�lable	w�th�n	the�r	respect�ve	jur�sd�ct�ons.		
Spec�al	cons�derat�on	should	be	g�ven	to	the	development	of	
pol�c�es	and	procedures	that	ensure	publ�c	safety	and	pr�vate	
sector	�nformat�on	�s	not	comb�ned	w�th	federal	data	that	
contains personally identifiable information, and when a criminal 
predicate, threat, or public safety need is identified, access to 
this information will be virtual through networking and utilizing a 
search	funct�on.		Add�t�onally,	fus�on	center	part�c�pants	should	
ensure	compl�ance	w�th	all	local,	state,	and	federal	pr�vacy	and	
c�v�l	l�bert�es	laws	and	statutes.

Issues for Consideration
When	access�ng	databases,	cons�der	obta�n�ng	access	to	a	
var�ety	of	databases	and	systems,	such	as:

Dr�ver’s	l�cense
Motor	veh�cle	reg�strat�on
Locat�on	�nformat�on	(411,	addresses,	and	phone	numbers)
Law	enforcement	databases
Nat�onal	Cr�me	Informat�on	Center	(NCIC),	Nlets–The	
Internat�onal	Just�ce	and	Publ�c	Safety	Informat�on	Shar�ng	
Network,	and	the	Terror�st	Screen�ng	Center	(TSC)
Cr�m�nal	just�ce	agenc�es
Publ�c	and	pr�vate	sources	(Secur�ty	Industry	databases,	
Ident�ty	Theft	databases,	Gam�ng	Industry	databases)
Reg�onal	Informat�on	Shar�ng	Systems	(RISS)/Law	
Enforcement	Onl�ne	(LEO),	U.S.	Department	of	Homeland	
Secur�ty’s	(DHS)	Homeland	Secur�ty	Informat�on	Network	
(HSIN),	�nclud�ng	the	Un�ted	States	Pr�vate-Publ�c	Partnersh�p	
(USP3)—formerly	HSIN-CI.	(Note:	RISS,	LEO,	and	DHS’s	
HSIN	are	currently	collaborat�ng	on	a	network	capab�l�ty.)
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Guideline 6
Leverage the databases, systems, and networks available via participating 
entities to maximize information sharing.
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Organizational and association resources (InfraGard, The 
Infrastructure	Secur�ty	Partnersh�p)44

Correct�ons
Sex	offender	reg�str�es
V�olent	Cr�m�nal	Apprehens�on	Program	(VICAP)
Health-	and	Publ�c	Health-Related	Databases	(Publ�c	Health	
Informat�on	Network,	Health	Alert	Network)

Also	�mportant	are	such	�ssues	as:

Controls	and	safeguards	for	data	access	levels
Technical specification of databases (structured/unstructured 
data)
Identification and leveraging of partner resources
Ownersh�p	of	the	data	�n	the	fus�on	center
Data	qual�ty	and	data	rel�ab�l�ty	

System/Network Resources
The	follow�ng	are	ava�lable	resources	for	law	enforcement	
ent�t�es.		Th�s	l�st	�s	not	meant	to	be	all	�nclus�ve.		Add�t�onal	
resources	and	Web	s�tes	may	ex�st	to	ass�st	fus�on	centers.

El	Paso	Intelligence	Center	(EPIC)—EPIC	establ�shed	
a	Southwest	Border	Intell�gence	Serv�ce	Center	w�th	a	
concentrat�on	on	drug	movement	and	�mm�grat�on	v�olat�ons.		
Members	of	EPIC	have	access	to	a	w�de	range	of	�ntell�gence,	
�nclud�ng	�nformat�on	from	the	U.S.	Drug	Enforcement	
Adm�n�strat�on	and	U.S.	Imm�grat�on	and	Customs	Enforcement	
(ICE).		www.usdoj.gov/dea/programs/ep�c.htm

Federal	Bureau	of	Investigation’s	(FBI)	LEO	Program—	
LEO	�s	a	nat�onal,	�nteract�ve	computer	commun�cat�ons	system	
and	�nformat�on	serv�ce,	an	�ntranet	exclus�vely	for	the	law	
enforcement	commun�ty.		www.fb�.gov/hq/cj�sd/leo.htm

FBI’s	National	Data	Exchange	(N-DEx)—N-DEx	w�ll	prov�de	the	
first implementation of structured search and index capabilities 
for	the	U.S.	Department	of	Just�ce’s	(DOJ)	Law	Enforcement	
Informat�on	Shar�ng	Program.		All	k�nds	of	data	(e.g.,	structured,	
full-text,	mult�med�a)	w�ll	be	ava�lable	through	N-DEx,	although	
search�ng,	match�ng,	and	l�nk�ng	w�ll	only	be	poss�ble	on	well-
defined entities (people, vehicles, locations, weapons, phone 
numbers,	etc.),	not	arb�trary	text	(full-text	data).		The	�n�t�al	focus	
�s	on	structured	�nc�dent	data	but	w�ll	be	expanded	to	other	
structured	data	(extracted	ent�ty	data	from	full-text	documents).		
N-DEx’s	focus	�s	on	large	agenc�es	and	aggregated	data	
sources,	such	as	RICs,	but	w�ll	expand	to	any	law	enforcement	
agency.

44	 	The	goal	of	InfraGard	�s	to	promote	ongo�ng	d�alogue	and	t�mely	
commun�cat�on	between	members	and	the	FBI	concern�ng	var�ous	
counterterror�sm,	counter�ntell�gence,	and	cr�m�nal	matters.		Th�s	
�nformat�on	shar�ng	�s	accompl�shed	by	84	InfraGard	chapters	that	are	
linked with the 56 FBI field office territories and their FBI Special Agent 
Coord�nators.		Any	cr�t�cal	�nfrastructure	owners	and	operators	can	
jo�n	InfraGard	and	part�c�pate	�n	local	chapter	tra�n�ng	and	educat�on	
initiatives; receive sensitive, unclassified information updates; and 
part�c�pate	�n	meet�ngs.		All	InfraGard	appl�cants	must	subm�t	to	a	records	
check,	�nclud�ng	a	cr�m�nal	h�story	check,	pr�or	to	becom�ng	a	member,	�n	
order	to	ensure	the	program	�s	composed	of	well-�ntent�oned,	law	ab�d�ng	
citizens.  For more information, visit www.�nfragard.net.





















FBI’s	Regional	Data	Exchange	(R-DEx)—R-DEx	prov�des	
an	�nterface	to	Reg�onal	Intell�gence	Centers	(RICs)	to	enable	
search�ng	of	unstructured	documents	and	for	retr�ev�ng	match�ng	
documents.		R-DEx	serves	two	ma�n	funct�ons:		prov�d�ng	RICs	
w�th	access	to	DOJ’s	data	and	enabl�ng	a	RIC’s	user	to	perform	
full-text	searches	over	DOJ	unstructured	documents	for	the	
reg�on,	�n	add�t�on	to	the	state	and	local	documents	accessed	
�nternally.

Financial	Crimes	Enforcement	Network	(FinCEN)—F�nCEN	
supports	law	enforcement	�nvest�gat�ve	efforts	and	fosters	
�nteragency	and	global	cooperat�on	aga�nst	domest�c	and	
international financial crimes.  Its objective is to provide United 
States	pol�cymakers	w�th	strateg�c	analys�s	of	domest�c	and	
worldw�de	money-launder�ng	developments,	trends,	and	patterns.		
FinCEN controls over 150 million reports filed under the Bank 
Secrecy	Act	and	other	s�m�lar	laws.		www.fincen.gov

High Intensity Drug Trafficking Areas (HIDTA)—Th�s	program	
prov�des	federal	funds	to	problem	areas	to	help	el�m�nate	or	
reduce drug trafficking and its harmful consequences.  Analysts 
at	HIDTA	centers	have	access	to	a	var�ety	of	databases	and	
systems	that	are	ava�lable	to	law	enforcement.			
www.wh�tehousedrugpol�cy.gov/h�dta/�ndex.html

Homeland	Security	Information	Network	(HSIN)—HSIN	
prov�des	a	secure	Internet-based	technology	that	allows	real-
time information sharing at the sensitive but unclassified level.  
It	�s	the	collaborat�ve	system	used	by	the	DHS	Operat�ons	
Center	to	collect	and	d�ssem�nate	�nformat�on	between	DHS	and	
local,	state,	tr�bal,	and	federal	agenc�es	�nvolved	�n	combat�ng	
terror�sm.		HSIN	also	�ncludes	publ�c	safety	and	pr�vate	sector	
connect�v�ty	(USP3),	homeland	secur�ty,	and	other	�nformat�on.		
Access	to	secret	�nformat�on	w�ll	be	ava�lable	�n	the	near	future	
on	HSIN-Secret.		www.dhs.gov/dhspubl�c/d�splay?content=3350

International	Association	of	Crime	Analysts	(IACA)—IACA	
helps	cr�me	analysts	around	the	world	�mprove	the�r	sk�lls	and	
make	valuable	contacts,	helps	law	enforcement	agenc�es	
maximize use of crime analysis, and advocates for standards of 
performance	and	techn�que	w�th�n	the	profess�ons.	www.�aca.net

International	Association	of	Law	Enforcement	Intelligence	
Analysts	(IALEIA)—IALEIA’s mission is to professionalize 
analys�s	�n	law	enforcement,	the	m�l�tary,	and	pr�vate	�ndustry.		
IALEIA	has	publ�shed	a	number	of	booklets	and	holds	major	
conferences,	local	or	reg�onal	chapter	meet�ngs,	and	tra�n�ng	
sess�ons.		www.�ale�a.org

International	Criminal	Police	Organization	(INTERPOL)	
—INTERPOL is a worldwide law enforcement organization, 
establ�shed	for	mutual	ass�stance	�n	the	prevent�on,	detect�on,	
and	deterrence	of	�nternat�onal	cr�mes.	It	houses	�nternat�onal	
pol�ce	databases,	prov�des	secure	�nternat�onal	commun�cat�ons	
between	member	countr�es	for	the	exchange	of	rout�ne	cr�m�nal	
�nvest�gat�ve	�nformat�on,	and	�s	an	�nformat�on	clear�nghouse	on	
�nternat�onal	cr�m�nal/fug�t�ves	and	stolen	propert�es.			
www.usdoj.gov/usncb

Law	Enforcement	Intelligence	Unit	(LEIU)—The	purpose	of	
LEIU is to record and exchange confidential criminal information 
on organized crime not previously available through regular 
pol�ce	commun�cat�on	channels.		Membersh�p	�n	LEIU	�s	open	

http://www.usdoj.gov/dea/programs/epic.htm
http://www.fbi.gov/hq/cjisd/leo.htm
http://www.infragard.net
http://www.fincen.gov
http://www.whitehousedrugpolicy.gov/hidta/index.html
http://www.dhs.gov/dhspublic/display?content=3350
http://www.iaca.net
http://www.ialeia.org
http://www.usdoj.gov/usncb
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to	local	or	state	law	enforcement	agenc�es	hav�ng	a	cr�m�nal	
�ntell�gence	funct�on.		The	appl�cant	must	be	sponsored	by	a	
current	member.		LEIU	may	be	reached	at	the	State	Terror�sm	
Threat	Assessment	Center,	Bureau	of	Invest�gat�on,	Intell�gence	
Operations Program, Central Coordinating Agency, Post Office 
Box	163029,	Sacramento,	Cal�forn�a	95816-3029.			
www.le�u-homepage.org/�ndex.php

National	Crime	Information	Center	(NCIC)—NCIC	�s	a	
nat�onw�de	�nformat�on	system	that	l�nks	together	local,	state,	
tr�bal,	and	federal	cr�m�nal	just�ce	agenc�es.		NCIC’s	capab�l�t�es	
include an enhanced name search, fingerprint searches, 
�nformat�on	on	persons	on	probat�on	or	parole,	a	conv�cted	sex	
offender	reg�stry,	and	a	reg�stry	of	�nd�v�duals	�ncarcerated	�n	the	
federal	pr�son	system.		www.fb�.gov/hq/cj�sd/nc�c.htm

National	Drug	Intelligence	Center	(NDIC)—The	NDIC	supports	
nat�onal	pol�cy	and	law	enforcement	dec�s�ons	w�th	t�mely	
strateg�c	domest�c	drug	�ntell�gence	assessments,	focus�ng	on	
the production, trafficking, and consumption trends and patterns 
of	all	�ll�c�t	drugs	�ns�de	Un�ted	States	nat�onal	borders	and	
terr�tor�es.		www.usdoj.gov/nd�c

National	White	Collar	Crime	Center	(NW3C)—NW3C	
prov�des	a	nat�onal	support	network	for	local	and	state	law	

enforcement	agenc�es	�nvolved	�n	the	prevent�on,	�nvest�gat�on,	
and	prosecut�on	of	econom�c	and	h�gh-tech	cr�me.		NW3C	�s	a	
member-affiliated organization comprised of law enforcement 
agenc�es,	state	regulatory	bod�es,	and	local	and	state	
prosecution offices.  Support services are offered in five main 
categor�es:		econom�c	and	computer	cr�me	tra�n�ng,	�ntell�gence	
and	analyt�cal	serv�ces,	case	fund�ng	for	des�gnated	cases,	
research,	and	fraud-compl�ant	referral	and	analys�s	through	�ts	
Nat�onal	Fraud	Compla�nt	Management	Center/Internet	Fraud	
Compla�nt	Center.	www.nw3c.org	and	www.tra�n�ng.nw3c.org	

Nlets—The	Internat�onal	Just�ce	and	Publ�c	Safety	Informat�on	
Shar�ng	Network—Nlets	�s	an	�nterstate	law	enforcement	
network	for	the	exchange	of	law	enforcement	and	related	just�ce	
�nformat�on.		www.nlets.org

RISS	Automated	Trusted	Information	Exchange	(ATIX)—RISS	
ATIX™	prov�des	users	w�th	secure	�nteragency	commun�cat�ons	
and	�nformat�on	shar�ng	resources	for	exchang�ng	publ�c	safety	
and	law	enforcement	�nformat�on.			
www.r�ss�nfo.com/r�ssat�x.htm

RISSNET™—RISSNET	prov�des	the	s�x	RISS	centers	w�th	
a	secure	cr�m�nal	�ntell�gence	network	for	commun�cat�ons	
and	�nformat�on	shar�ng	by	local,	state,	tr�bal,	and	federal	law	
enforcement	agenc�es.		www.r�ss�nfo.com

http://www.leiu-homepage.org/index.php
http://www.fbi.gov/hq/cjisd/ncic.htm
http://www.usdoj.gov/ndic
http://www.nw3c.org
http://www.training.nw3c.org
http://www.nlets.org
http://www.rissinfo.com/rissatix.htm
http://www.rissinfo.com
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Interconnectivity
Justification
Law	enforcement	ent�t�es	must	commun�cate.		The	ult�mate	
goal	�s	to	el�m�nate	barr�ers	to	commun�cat�ons	and	�ntell�gence	
development	and	exchange.		Commun�cat�on	barr�ers	come	�n	
a	number	of	forms—e.g.,	�ncompat�ble	or	d�sparate	computer	
systems,	lack	of	trust,	lack	of	�nteroperab�l�ty,	lack	of	a	common	
term�nology,	and	lack	of	fund�ng.		Centers	should	establ�sh	formal	
protocols	(pol�c�es	and	procedures)	and	standards	to	enhance	
communications, as well as create effective and efficient vehicles 
for	exchang�ng	�nformat�on.		Center	personnel	and	leadersh�p	
should	commun�cate	frequently	and	be	respons�ve	to	the	needs,	
concerns,	and	�deas	of	both	�nternal	and	external	partners.		The	
�nformat�on	conta�ned	�n	th�s	gu�del�ne	perta�ns	to	verbal,	wr�tten,	
and	electron�c	commun�cat�ons.

It	�s	recommended	that	fus�on	centers	leverage	ex�st�ng	systems	
and	those	currently	under	development	and	allow	for	future	
connect�v�ty	to	other	state,	local,	tr�bal,	and	federal	systems.		
Furthermore,	centers	should	be	aware	of	and	educated	on	Global	
JXDM.		Any	new	database	development	should	be	Global	JXDM-
compl�ant	and	meet	ex�st�ng	standards.		It	�s	�mportant	to	note	that	

DOJ	and	the	U.S.	Department	of	Homeland	Secur�ty	(DHS)	are	
�ntegrat�ng	the	use	of	Global	JXDM	�nto	grant	rec�p�ent	cr�ter�a.

Global	JXDM	�s	a	comprehens�ve	product	that	�ncludes	a	
data	model,	a	data	d�ct�onary,	and	an	XML	schema	that	�s	
sponsored	by	DOJ.		Its	development	�s	supported	by	the	Global	
XML	Structure	Task	Force	(GXSTF),	wh�ch	works	closely	w�th	
researchers	at	the	Georg�a	Tech	Research	Inst�tute	(GTRI).		
The Global JXDM is an XML standard designed specifically 
for	cr�m�nal	just�ce	�nformat�on	exchanges,	prov�d�ng	law	
enforcement,	publ�c	safety	agenc�es,	prosecutors,	publ�c	
defenders,	and	the	jud�c�al	branch	w�th	a	tool	to	effect�vely	share	
data	and	�nformat�on	�n	a	t�mely	manner.		The	Global	JXDM	
removes	the	burden	from	agenc�es	to	�ndependently	create	
exchange	standards,	and	because	of	�ts	extens�b�l�ty,	there	�s	
more flexibility to deal with unique agency requirements and 
changes.	Through	the	use	of	a	common	vocabulary	that	�s	
understood	system	to	system,	Global	JXDM	enables	access	from	
mult�ple	sources	and	reuse	�n	mult�ple	appl�cat�ons.		

Issues for Consideration
When	establ�sh�ng	connect�v�ty	and	commun�cat�ons,	
cons�der:
Str�v�ng	for	compat�b�l�ty	not	commonal�ty.
Includ�ng	both	techn�cal	and	manager�al	port�ons	of	
connect�v�ty.
Us�ng	Web-enabled	technology	when	ava�lable.
Us�ng	a	d�str�buted	structure	when	appropr�ate.
Develop�ng	mechan�sms	to	commun�cate	�nternally	w�th	
part�c�pat�ng	agenc�es.
Develop�ng	a	pol�cy	to	ensure	proper	commun�cat�on	w�th	
leaders	and	pol�cymakers,	the	publ�c	and	pr�vate	sector,	
media, and citizens.
Ensur�ng	secure	and	redundant	commun�cat�ons.
Establishing an electronic notification capability for fusion 
center	part�c�pants.
Ma�nta�n�ng	a	stand-alone	secur�ty	system	(mob�le).
Implement�ng	a	commun�cat�ons	plan.
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Guideline 7
Create an environment in which participants seamlessly communicate by leveraging existing 
systems and those currently under development, and allow for future connectivity to other local, 
state, tribal, and federal systems.  Use the U.S. Department of Justice’s (DOJ) Global Justice 
Extensible Markup Language (XML) Data Model (Global JXDM) and the National Information 
Exchange Model (NIEM) standards for future database and network development, and consider 
utilizing the Justice Information Exchange Model (JIEM) for enterprise development.



38	 Fusion Center Guidelines—Developing and Sharing Information in a New Era

Ident�fy�ng	the	requ�rements	for	pr�vate	sector	and	publ�c	
safety	systems	and	networks.
Adher�ng	to	need-to-know/r�ght-to-know	st�pulat�ons.
Develop�ng	outreach	mater�al	to	help	�ncrease	awareness	
among policymakers, media, and citizens.
Conduct�ng	tra�n�ng	on	proper	commun�cat�on	and	center	
pol�cy.
Meet�ng	regularly	w�th	personnel	and	offer�ng	�ntell�gence	
exchange	sess�ons.
Remember�ng	that	commun�cat�on	goes	beyond	just	�n-house	
commun�cat�on.
Incorporat�ng	the	protocols	for	commun�cat�on	and	
�nformat�on	exchange	�n	the	MOU	(Gu�del�ne	5).

Justice Information Exchange Model
It is important to document and analyze information exchange 
at	the	plann�ng	stage	of	a	project	and	to	create	a	bluepr�nt	at	
the	enterpr�se	level	(among	agenc�es,	levels	of	government,	
and	a	var�ety	of	d�sc�pl�nes)	for	electron�cally	shar�ng	data	that	
capitalizes on efficiency, accuracy, and timeliness.  This is 
regardless	of	whether	�nterfaces	between	systems	for	shar�ng	
�ntell�gence	cons�st	of	s�mple	quer�es	and	responses	or	are	more	
soph�st�cated	transact�onal	processes	that	bu�ld	central	�ndex	
entr�es	or	populate	data	warehouses.		Th�s	des�gn	should	be	
created by business experts from the participating organizations, 
under	the	d�rect�on	of	pol�cy	leaders	and	w�th	the	ass�stance	of	
technolog�sts.		It	should	be	based	on	a	d�sc�pl�ned	exam�nat�on	
of	current	bus�ness	pract�ces,	ex�st�ng	technology,	and	paper	and	
electron�c	exchange	of	�ntell�gence	that	already	�s	occurr�ng.	

The	Just�ce	Informat�on	Exchange	Model	(JIEM)	can	ass�st	
fus�on	centers	�n	perform�ng	these	�mportant	tasks.		Created	
by	SEARCH,	The	Nat�onal	Consort�um	for	Just�ce	Informat�on	
and Statistics, and supported by the Office of Justice Programs’ 
(OJP)	Bureau	of	Just�ce	Ass�stance	(BJA),	JIEM	documents	
the	processes,	tr�gger�ng	events,	and	cond�t�ons	that	govern	
�nformat�on	exchanged	at	the	enterpr�se	level.		It	models	the	
data that flows or should flow between organizations.  JIEM was 
developed	to	collect	requ�rements	from	pract�t�oners	for	just�ce	
information sharing initiatives, specifically to assist justice system 
leaders in analyzing and documenting existing information 
exchange	at	the	enterpr�se	level.		JIEM	was	also	developed	
to	ass�st	�n	des�gn�ng	new	electron�c	exchange	processes	as	
a	part	of	an	�ntegrated	just�ce	�n�t�at�ve	and	�n	adopt�ng	and	
�mplement�ng	nat�onal	bus�ness,	data,	and	technology	models	to	
save	t�me,	effort,	and	money.		It	�s	a	conceptual	framework	that	
presents the flow of information between agencies, defines the 
key events that trigger the need to share information, identifies 
the	agenc�es	�nvolved	�n	the	exchange,	and	descr�bes	the	nature	
of	the	�nformat�on	exchange,	�rrespect�ve	of	whether	one	�s	
analyzing a justice or nonjustice system exchange.  JIEM helps 
just�ce	and	publ�c	safety	pract�t�oners	to	art�culate	requ�rements	
that	can	be	commun�cated	to	technolog�sts	who	develop	systems	
and	�nterfaces.45

JIEM	�s	l�nked	w�th	DOJ’s	Global	JXDM,	allow�ng	easy	�mport�ng	
of	model	components	to	des�gn	electron�c	documents.		Soon	�t	
w�ll	be	l�nked	w�th	the	ab�l�ty	to	�mport	and	export	XML	schema	

45	 	Add�t�onal	�nformat�on	on	JIEM	can	be	found	at	www.search.org/
programs/�nfo/j�em.asp.















and	other	Informat�on	Exchange	Package	Documentat�on	
(IEPD)	art�facts	that	are	essent�al	to	�mplement�ng	the	Global	
JXDM.		Th�s	w�ll	eventually	enable	just�ce	agenc�es	to	seamlessly	
generate	(and,	�f	need	be,	regenerate)	Global	JXDM-compl�ant	
�nformat�on	exchanges	from	the	bus�ness	rules	encapsulated	�n	
JIEM,	ensur�ng	that	they	can	be	rap�dly	adapted	to	the	needs	
of	an	�ncreas�ngly	dynam�c	env�ronment.		JIEM	�s	also	be�ng	
enhanced	to	support	the	exchange	of	�nformat�on;	not	only	
w�th�n	doma�ns	(as	�n	the	just�ce	doma�n	today)	but	between	
d�fferent	doma�ns,	such	as	just�ce,	emergency	management,	
transportat�on,	and	�ntell�gence;	�n	support	of	emerg�ng	
organizations, such as fusion centers.46

National Information Exchange 
Model
The U.S. Department of Justice’s (DOJ) Office Justice Programs’ 
(OJP)	Bureau	of	Just�ce	Ass�stance	(BJA)	�s	collaborat�ng	w�th	
DHS to utilize the Global JXDM as the base for the deployment 
of	the	Nat�onal	Informat�on	Exchange	Model	(NIEM).		NIEM	w�ll	
prov�de	the	foundat�on	and	bu�ld�ng	blocks	for	nat�onal-level	
�nteroperable	�nformat�on	shar�ng	and	data	exchange	that	w�ll	
�ntegrate	the	publ�c	safety	and	pr�vate	sector	ent�t�es	to	the	
already	establ�shed	law	enforcement	�nformat�on	exchange.		The	
tentat�ve	date	for	NIEM	to	be	operat�onal	�s	October	2006.47	

In	add�t�on	to	NIEM	and	JIEM,	other	opt�ons	for	�nterconnect�v�ty	
include developing and utilizing a secure Internet site to post 
alerts,	calendars	that	may	�nclude	tra�n�ng	�nformat�on	and	
significant dates, and a chat interface.  Another option is a 
Web	portal	to	connect	the	fus�on	center	w�th	pr�vate	sector	and	
publ�c	safety	partners	that	w�ll	allow	for	a	s�ngle	s�gn-on	and	can	
prov�de	s�tuat�onal	awareness	reports,	threats,	and	warn�ngs.		It	
also has the capability for e-mail notifications.  Interconnectivity 
also	�ncludes	face-to-face	commun�cat�on,	�nclud�ng	regular	
meet�ngs	w�th	other	�ntell�gence	centers	to	share	�nformat�on	
and intelligence.  Interconnectivity aids in institutionalizing the 
relat�onsh�ps	between	the	fus�on	center	and	the	publ�c	safety	
and	pr�vate	sector	partners.		However,	fus�on	centers	and	the�r	
partners	should	be	aware	of	pr�vacy	�ssues	when	develop�ng	
�nformat�on	shar�ng	networks,	systems,	or	Web	s�tes.

Distributed Versus Centralized 
Systems
Currently, both distributed and centralized systems are 
be�ng	used	successfully	for	law	enforcement	�nformat�on	and	
intelligence sharing.  There are benefits and challenges to both 
models.		

A	d�str�buted	model	allows	part�c�pat�ng	ent�t�es	to	control	the�r	
data.		Data	�s	not	comm�ngled	or	housed	�n	a	data	warehouse.		
Agenc�es	are	respons�ble	for	the	qual�ty	of	the	data	and	the	
access�b�l�ty	of	the�r	�nformat�on.		The	d�str�buted	structure	can	
streamline policy development and minimize privacy concerns, 
while providing the same functionality as a centralized model.  

46	 	The	SEARCH	report,	Information	Exchange	Analysis	and	Design,	
can	be	found	�n	Append�x	E	of	th�s	report.
47	 		For	more	�nformat�on	on	NIEM,	v�s�t	www.n�em.gov.

http://www.search.org/programs/info/jiem.asp
http://www.search.org/programs/info/jiem.asp
http://www.niem.gov/
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The distributed model is also reliable and can maximize 
resources.		D�str�buted	systems	are	scalable	and	offer	aggregate	
computer	power.		However,	secur�ty	�ssues,	resource	d�str�but�on,	
demand,	and	comput�ng	power	can	l�m�t	the	d�str�buted	model.48

A centralized system places all information in one location.  
Collect�on	of	�nformat�on	and	refresh�ng	of	data	can	be	
complicated with a centralized structure.  However, often the 
functionality of the centralized system is greater and allows for 
�ncreased	speed.		

A	wh�te	paper	prepared	by	the	Integrated	Just�ce	Informat�on	
Systems	(IJIS)	Inst�tute	prov�des	a	comparat�ve	analys�s	of	the	
distributed and centralized system based on five components:  
cost,	governance	and	data	ownersh�p,	performance	and	
funct�ons,	scalab�l�ty,	and	secur�ty	and	pr�vacy.		Th�s	document	
�s	�ncluded	on	the	resource	CD.		Centers	should	evaluate	both	
structures to determine the best fit.  As described above, it is the 
recommendat�on	of	the	Fusion	Center	Guidelines	that	systems	
can be distributed or centralized; however, federal data that 
contains personally identifiable information should be separate 
from	other	types	of	�nformat�on	the	fus�on	center	rece�ves,	
�nclud�ng	publ�c	safety	and	pr�vate	sector	�nformat�on.		

Service-Oriented Architecture
Informat�on	shar�ng	�s	a	long-stand�ng	pract�ce	among	just�ce	
agenc�es,	part�cularly	w�th�n	the	law	enforcement	commun�ty.		As	
soc�ety	becomes	more	mob�le,	the	�mportance	of	shar�ng	data	to	
�mprove	pol�ce	effect�veness	grows	exponent�ally.		The	Web	and	
the	technolog�es	that	support	�t	have	enabled	�nformat�on	shar�ng	
to go beyond exchanges among specific partners to embrace the 
whole	of	the	just�ce	commun�ty.		Th�s	�ncludes	law	enforcement,	
prosecutors,	defense	counsel,	courts,	probat�on,	and	correct�ons,	
and	a	host	of	corollary	d�sc�pl�nes,	such	as	homeland	secur�ty,	
fire, emergency services, health, education, transportation, 
and	motor	veh�cle	l�cens�ng.		Serv�ce-or�ented	arch�tecture	
(SOA)	�ncorporates	s�x	fundamental	pr�nc�ples	for	the	shar�ng	of	
�nformat�on	�n	the	cr�m�nal	just�ce	commun�ty:

The architecture must recognize innumerable independent 
agenc�es	and	fund�ng	bod�es	from	the	pr�vate	sector	through	
local,	state,	tr�bal,	and	federal	governments.		
Informat�on	shar�ng	must	occur	across	agenc�es	that	
represent	d�vergent	d�sc�pl�nes,	branches	of	government,	and	
operat�ng	assumpt�ons.
The infrastructure must be able to accommodate an infinite 
range	of	scales,	from	small	operat�ons	w�th	few	part�c�pants	�n	
a	rural	county	to	nat�onal	processes	that	reach	across	local,	
state,	tr�bal,	federal,	and	even	�nternat�onal	boundar�es.
Informat�on	shar�ng	must	occur	among	data	sources	that	
d�ffer	w�dely	�n	software,	hardware,	structure,	and	des�gn.
Public sector technology investment must reflect and 
�ncorporate	the	lessons	and	developments	of	the	pr�vate	
sector.
The	�nfrastructure	des�gn	must	be	dynam�c,	capable	of	
evolv�ng	as	the	�nformat�on	shar�ng	requ�rements	change	and	
the	technology	�s	transformed.

Th�s	concept	of	des�gn	allows	the	or�g�nal	data	owners	to	control	

48	 		Texas	A&M	Un�vers�ty	Computer	Sc�ence	Department.	Introduct�on	
to	D�str�buted	Systems,	2001.
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the�r	own	data,	both	�n	terms	of	who	�s	allowed	to	access	�t	and	�n	
ensur�ng	the	�ntegr�ty	of	the	data.		It	allows	agenc�es	to	reta�n	the	
�nvestment	they	have	made	�n	the�r	ex�st�ng	systems	and	at	the	
same	t�me	ga�n	access	to	valuable	�nformat�on	conta�ned	�n	other	
agency	systems.		It	uses	the	technology	of	the	Internet,	wh�ch	�s	
user-fr�endly	and	read�ly	understood	by	most.

In	2004,	DOJ’s	Global	Infrastructure/Standards	Work�ng	Group	
(GISWG)	publ�shed	a	document	ent�tled	A	Framework	for	
Justice	Information	Sharing:	Service-Oriented	Architecture	
(SOA).  Based on the report, Global recognizes that SOA is 
the	recommended	framework	for	development	of	a	just�ce	
�nformat�on	shar�ng	system.		The	report	�nd�cates	that	a	system	
should	be	des�gned	and	developed	around	the	bas�c	components	
of	the	operat�onal	procedures	or	bus�ness	pract�ces	of	an	agency.		
These	components	are	then	comb�ned	�nto	a	larger,	loosely	
related	structure	that,	�n	turn,	can	be	comb�ned	�nto	an	even	
larger	ent�ty.		The	SOA	des�gn	must	be	ava�lable	to	all	agenc�es	
and	support	the	evolut�on	of	change	and	new	technology,	w�th	
support	for	start-up,	ma�ntenance,	and	future	upgrades	to	
the	�nformat�on	shar�ng	systems	that	are	based	on	the	SOA	
framework.		A	complete	copy	of	the	report	�s	conta�ned	on	the	
accompany�ng	resource	CD.

Organization for the Advancement 
of Structured Information Sharing 
Systems (OASIS)—Ratified Common 
Alerting Protocol (CAP)
It	�s	recommended	that,	where	poss�ble,	fus�on	centers	use	the	
OASIS-ratified CAP to enable the exchange of emergency alert 
and	publ�c	warn�ng	�nformat�on	over	data	networks	and	computer-
controlled	warn�ng	systems.		Us�ng	CAP	also	adds	an	element	of	
redundancy	to	the	systems	and	networks.		By	l�m�t�ng	transport-
specific nomenclature, CAP remains fully compatible with 
ex�st�ng	publ�c	warn�ng	systems,	�nclud�ng	those	des�gned	for	
mult�l�ngual	and	spec�al-needs	populat�ons,	as	well	as	w�th	XML	
appl�cat�ons,	such	as	Web	serv�ces.		CAP	data	elements	have	
been	�ncorporated	�n	DOJ’s	Global	JXDM.		Other	agenc�es,	such	
as	DHS’s	Federal	Emergency	Management	Agency	(FEMA),	
have	embraced	the	CAP	and	are	�n	the	process	of	�ntegrat�ng	�t	
�nto	all	alert	and	warn�ng	systems.

Available Resources  
on Fusion Center CD

A	Critical	Look	at	Centralized	and	Distributed	Strategies	for	
Large-Scale	Justice	Information	Sharing	Applications	(a	wh�te	
paper	prepared	by	the	IJIS	Inst�tute)	
A	Framework	for	Justice	Information	Sharing:	
Service-Oriented	Architecture	(SOA),	http://�t.ojp.gov/
documents/200409_Global_Infrastructure_Report.pdf
Global	Just�ce	XML	Data	Model	(Global	JXDM),	www.�t.ojp.
gov/gjxdm
Just�ce	Informat�on	Exchange	Model,	www.search.org/
programs/�nfo/j�em.asp
Model	Intell�gence	Database	Pol�cy
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Privacy and Civil Liberties
Justification
The	National	Criminal	Intelligence	Sharing	Plan	(NCISP)	stresses	
the	need	to	ensure	that	const�tut�onal	r�ghts,	c�v�l	l�bert�es,	c�v�l	
r�ghts,	and	pr�vacy	are	protected	throughout	the	�ntell�gence	
process.		In	order	to	balance	law	enforcement’s	ab�l�ty	to	share	
information with the rights of citizens, appropriate privacy and 
c�v�l	l�bert�es	pol�c�es	must	be	�n	place.		

Process
Pr�vacy	and	c�v�l	l�bert�es	protect�on	should	be	cons�dered	�n	the	
plann�ng	stages	of	a	fus�on	center.		As	systems	are	des�gned,	
analys�s	should	be	made	and	protect�ons	should	be	developed	
for personally identifiable information to ensure its protection.

DOJ’s	Global	Just�ce	Informat�on	Shar�ng	In�t�at�ve	(Global)	
has	developed	the	Privacy	Policy	Development	Guide	and	the	
Privacy	and	Civil	Rights	Policy	Template	for	Justice	Information	
Systems	to	a�d	just�ce	pract�t�oners	w�th	develop�ng	or	rev�s�ng	an	
agency’s	pr�vacy	pol�cy.		Furthermore,	the	gu�de	ass�sts	agenc�es	
�n	art�culat�ng	pr�vacy	obl�gat�ons	�n	a	manner	that	protects	the	
just�ce	agency,	the	�nd�v�dual,	and	the	publ�c	and	makes	�t	eas�er	
to	do	what	�s	necessary—share	cr�t�cal	just�ce	�nformat�on.		These	
documents	are	conta�ned	as	attachments	to	the	gu�del�nes.

The Global documents utilize, and any fusion center should 
cons�der,	the	Fa�r	Informat�on	Pract�ces	wh�ch	are	the	accepted	
basel�ne	for	pr�vacy	protect�on	worldw�de.		The	follow�ng	�s	a	
summary	of	the	Fa�r	Informat�on	Pract�ces:

Collection	limitation	principle.	There	should	be	l�m�ts	to	the	
collect�on	of	personal	data,	and	any	data	should	be	obta�ned	
by	lawful	and	fa�r	means	and,	where	appropr�ate,	w�th	the	
knowledge	or	consent	of	the	data	subject.
Data	quality	principle.	Personal	data	should	be	relevant	to	
the	purposes	for	wh�ch	they	are	to	be	used	and,	to	the	extent	
necessary	for	those	purposes,	should	be	accurate,	complete,	
and	up	to	date.
Purpose specification principle.	The	purposes	for	wh�ch	

1.

2.

3.

personal data is collected should be specified no later than 
at	the	t�me	of	data	collect�on.		Its	subsequent	use	should	be	
limited to the fulfillment of those purposes or such others as 
are not incompatible with those purposes and as are specified 
on	each	occas�on	of	change	of	purpose.
Use	limitation	principle.	Personal	data	should	not	be	
d�sclosed,	made	ava�lable,	or	otherw�se	used	for	purposes	
other than those specified in accordance with Principle 3 
except	(a)	w�th	the	consent	of	the	data	subject	or	(b)	by	the	
author�ty	of	law.
Security	safeguards	principle.	Personal	data	should	be	
protected	by	reasonable	secur�ty	safeguards	aga�nst	loss	or	
unauthorized access, destruction, misuse, modification, or 
d�sclosure.
Openness	principle.	There	should	be	a	general	pol�cy	of	
openness	about	developments,	pract�ces,	and	pol�c�es	w�th	
respect	to	personal	data.	Means	should	be	read�ly	ava�lable	
for	establ�sh�ng	the	ex�stence	and	nature	of	personal	data,	
and	the	ma�n	purposes	of	the�r	use,	as	well	as	the	�dent�ty	and	
usual	res�dence	of	the	data	controller.
Individual	participation	principle.	An	�nd�v�dual	should	have	
the right to (a) obtain confirmation of whether or not the data 
controller	has	data	relat�ng	to	h�m;	(b)	have	the	data	related	to	
h�m	w�th�n	a	reasonable	t�me,	cost,	and	manner	and	�n	a	form	
that	�s	read�ly	�ntell�g�ble	to	h�m;	(c)	be	g�ven	an	explanat�on	
�f	a	request	made	under	(a)	and	(b)	�s	den�ed	and	be	able	to	
challenge	such	den�al;	and	(d)	challenge	data	relat�ng	to	h�m	
and,	�f	the	challenge	�s	successful,	to	have	the	data	erased,	
rectified, completed, or amended.
Accountability	principle.	A	data	controller	should	be	
accountable	for	comply�ng	w�th	measures	that	g�ve	effect	to	
the	pr�nc�ples	stated	above.
The	NCISP	recommends	that	pr�vacy	pol�c�es	should:	

El�m�nate	unnecessary	d�scret�on	�n	dec�s�on	mak�ng,	
gu�de	the	necessary	d�scret�on,	and	cont�nually	aud�t	the	
process	to	ensure	conformance	w�th	the	pol�cy.
Ensure	leg�t�macy—when	an	agency	�s	develop�ng	a	new	
pol�cy	or	rev�ew�ng	ex�st�ng	ones,	�nterested	part�es	and	
compet�ng	v�ewpo�nts	should	be	represented.
Clearly define the parameters of the policy.

4.

5.

6.

7.

8.
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Guideline 8
Develop, publish, and adhere to a privacy and civil liberties policy.
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Acknowledge	and	address	�mportant	�ssues	that	currently	
are	not	�ncluded	�n	some	ex�st�ng	cr�m�nal	�ntell�gence	
pol�c�es.
Ident�fy	the	dec�s�on	po�nts	w�th�n	the	�ntell�gence	process	
and	prov�de	appropr�ate	gu�dance	and	structure	for	each.	

Issues for Consideration
Issues	to	cons�der	when	draft�ng	a	pr�vacy	pol�cy	�nclude:

Add�ng	�ntroductory	language	that	clearly	states	the	pr�vacy	
pract�ces	of	the	center.
Descr�b�ng	the	�nformat�on	collected	and	how	�nformat�on	�s	
stored.
Establ�sh�ng	a	common	lex�con	of	terms	for	deal�ng	w�th	role-
based	access.
Defining and publishing how the information will be used.
Draft�ng	a	clear,	prom�nent,	and	understandable	pol�cy.		Avo�d	
commun�cat�ng	�n	compl�cated	or	techn�cal	ways.		
D�splay�ng	the	pr�vacy	pol�cy	for	both	center	personnel	and	
customers.
Ensur�ng	that	all	other	pol�c�es	and	�nternal	controls	are	
cons�stent	w�th	the	pr�vacy	pol�cy.
Establ�sh�ng	a	bus�ness	pract�ce	of	not�fy�ng	government	
agenc�es	of	suspected	�naccurate	data.
Adher�ng	to	appl�cable	state	and	federal	const�tut�onal	and	
statutory	c�v�l	r�ghts	prov�s�ons.
Partner�ng	w�th	tra�n�ng	centers	on	pr�vacy	protect�on	
requ�rements	and	conduct�ng	per�od�c	pr�vacy	secur�ty	aud�ts.	
Consult�ng	w�th	a	pr�vacy	comm�ttee	(see	Gu�del�ne	3)	to	
ensure that citizens’ privacy and civil rights are protected.
When utilizing commercially available databases, ensuring 
the usage is for official business and the information obtained 
�s	not	comm�ngled	w�th	pr�vate	sector	data.		To	prevent	publ�c	
records	d�sclosure,	r�sk	and	vulnerab�l�ty	assessments	should	
not	be	stored	w�th	publ�cly	ava�lable	data.
Determining if there are security breach notification laws 
w�th�n	the	jur�sd�ct�on	and	follow�ng	those	laws,	�f	appl�cable.

Adhering to a Privacy Policy
There	are	a	number	of	mechan�sms	that	centers	can	develop	or	
establ�sh	that	w�ll	ass�st	them	�n	adher�ng	to	the�r	pr�vacy	pol�cy.		
Some	of	these	�nclude:49

Establ�sh	a	pr�vacy	overs�ght	comm�ttee	(see	Gu�del�ne	3)	or	
appoint a privacy officer.
Develop	or	update	pr�vacy	tra�n�ng	and	or�entat�on	for	all	
employees.

49	 	Beth	Hjort,	“A	HIPAA	Pr�vacy	Checkl�st	(AHIMA	Pract�ce	Br�ef),”	
Journal	of	AHIMA	72,	Number	6,	64A-C,	2001.



































Develop	a	mechan�sm	for	ongo�ng	�nformat�on	pr�vacy	
awareness.
Establ�sh	a	process	for	track�ng	and	handl�ng	pr�vacy	
compla�nts	or	concerns.
Develop	a	cons�stent	sanct�on	pol�cy	for	fa�lure	to	comply	w�th	
the privacy policy for all individuals in the organization.
Recognize the overlap in privacy activities and security 
activities, and coordinate both within the organization.
Ensure	all	center	personnel	are	adequately	tra�ned	�n	us�ng	
the	pr�vacy	pol�cy.
Seek	legal	counsel.

Available Resources  
on Fusion Center CD

Aud�t	Checkl�st	(LEIU),	www.�t.ojp.gov/documents/LEIU_
aud�t_checkl�st.pdf
Global’s	Privacy	and	Information	Quality	Policy	Development	
for	the	Justice	Decision	Maker,	http://�t.ojp.gov/
documents/200411_global_pr�vacy_document.pdf
Nat�onal	Cr�m�nal	Just�ce	Assoc�at�on—Justice	Information	
Privacy	Guideline,	www.ncja.org/pdf/pr�vacygu�del�ne.pdf
Privacy	and	Civil	Rights	Policy	Templates	for	Justice	
Information	Systems
Pr�vacy	Pol�cy	Sample	Template
Privacy	Policy	Development	Guide
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Security
Justification
Secur�ty	perta�ns	to	�nformat�on,	documents,	databases,	fac�l�ty,	
and personnel and includes measures such as authorization, 
encryption, access control, and confidentiality.  In determining 
how	most	appropr�ately	to	protect	data,	there	are	many	pol�cy	
and	techn�cal	�ssues	for	data	owners	to	cons�der.		It	�s	�mportant	
that	pol�cy	�ssues	be	dec�ded	upon	before	techn�cal	�ssues	are	
developed.		

The	pr�vate	sector	�s	affected	by	market	forces,	shareholder	
value,	and	var�ous	rules	and	regulat�ons	regard�ng	the	shar�ng	
and	storage	of	�nformat�on,	�nclud�ng	ant�trust	laws	and	the	
Freedom	of	Informat�on	Act	(FOIA).		The	Homeland	Secur�ty	
Act	of	2002	states	that	the	Cr�t�cal	Infrastructure	Informat�on	
Act	grants	an	exempt�on	from	FOIA	for	the	U.S.	Department	
of	Homeland	Secur�ty	(DHS)	when	pr�vate	sector	compan�es	
prov�de	cr�t�cal	�nfrastructure	�nformat�on	for	the	purposes	of	
homeland	secur�ty-related	�ssues.

In	add�t�on,	the	Cr�t�cal	Infrastructure	Informat�on	Act	prov�des	for	
the	protect�on	of	cr�t�cal	�nfrastructure	�nformat�on	subm�tted	to	
DHS	and	subsequently	shared	w�th	local	and	state	agenc�es	for	
the	purposes	of	ensur�ng	the	res�l�ence	of	cr�t�cal	�nfrastructure	
operat�ons	or	�n	furtherance	of	an	�nvest�gat�on	of	a	cr�m�nal	
act.50		When	pr�vate	sector	ent�t�es	subm�t	cr�t�cal	�nfrastructure	
�nformat�on	to	the	fus�on	center,	the	center	must	ensure	the	
information is protected from unauthorized disclosure.  Fusion 
center	leadersh�p	should	be	aware	of	local,	state,	and	federal	
laws	regard�ng	the	release	of	�nformat�on,	�nclud�ng	state	
sunsh�ne	laws	and	FOIA.

Fac�l�ty	and	personnel	secur�ty	should	also	be	a	part	of	the	
center’s	secur�ty	plan.		Appropr�ate	secur�ty	clearances	should	be	
obta�ned	for	personnel	w�th�n	the	fus�on	center	and	key	dec�s�on	
makers	who	need	access.		Secur�ty	plans	should	be	marked,	
handled, and controlled as sensitive but unclassified information.  
Some	quest�ons	to	cons�der	when	develop�ng	a	secur�ty	pol�cy	
and	plan	�nclude:

50	 	Homeland	Secur�ty	Act	of	2002,	Cr�t�cal	Infrastructure	Informat�on,	
www.dhs.gov/�nterweb/assetl�brary/CII_Act.pdf.

Who	does	the	data	owner	want	to	have	access?
How	should	users	access	the	data?
What	access	methods	are	necessary	for	the	users’	jobs?
Should	aud�ts	be	used	to	ensure	proper	use	of	data?
Should	centers	conduct	background	checks	on	personnel?
What	secur�ty	needs	ex�st	for	the	fac�l�ty?
What	secur�ty	�s	needed	for	the	data?
Should	a	system-logg�ng	mechan�sm	be	used?

Issues for Consideration
When	develop�ng	secur�ty	protocols,	cons�der:

Adopt�ng	establ�shed	models	for	secure	�nformat�on	and	
�ntell�gence	shar�ng,	such	as	Reg�onal	Informat�on	Shar�ng	
Systems	(RISS),	Law	Enforcement	Onl�ne	(LEO),	Reg�onal	
Data	Exchange	(R-DEx),	and	Homeland	Secur�ty	Informat�on	
Network	(HSIN).
Addressing limited/restricted access, authorization, 
authent�cat�on,	and	encrypt�on.
Apply�ng	secur�ty	pol�c�es	to	both	phys�cal	and	electron�c	
forms	of	�nformat�on.
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Guideline 9
Ensure the appropriate security measures are in place for the facility, data, 
and personnel. 
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Us�ng	the	Applying	Security	Practices	to	Justice	Information	
Sharing	document.
Determ�n�ng	access	levels	and	ma�nta�n�ng	a	pol�cy	on	the	
level	of	�nformat�on	released.
Ver�fy�ng	access	based	on	cr�ter�a	establ�shed	by	governance	
structure.
Creating a form to be submitted by the agency authorizing 
access/superv�sory	approval.
Conduct�ng	background	checks	on	personnel.
Utilizing local or state lead law enforcement agency 
background	check	standards	on	publ�c	safety	and	pr�vate	
sector	part�c�pants,	to	the	extent	perm�ss�ble	by	state	law.
Clearly defining in the Memorandum of Understanding 
(MOU)	all	background	check	cr�ter�a	or	gu�del�nes	to	law	
enforcement,	publ�c	safety,	and	pr�vate	sector	partners.
Consult�ng	the	National	Criminal	Intelligence	Sharing	
Plan	(NCISP)	(Recommendat�on	28)	when	develop�ng	a	
background	check	pol�cy.
Us�ng	appl�cable	secur�ty	gu�del�nes	for	access	control.
Prov�d�ng	relevant	secur�ty	clearances.
Creat�ng	and	prov�d�ng	a	tra�n�ng	component	on	center	
secur�ty	protocols.
Utilizing relevant local, state, and federal building security 
requ�rements.
Utilizing relevant portions of 28 CFR Part 23 as it relates to 
secur�ty.
Appointing a privacy officer as a central point for compliance 
and	overs�ght.

Centers may also consider maintaining a security officer who 
�s	respons�ble	for	evaluat�ng	and	prov�d�ng	�nformat�on	about	
the	secur�ty	program	to	management	and	commun�cat�ng	
security requirements and concerns to the organization.  The 
security officer conducts security training and awareness 
and	prepares	a	pol�cy	on	secur�ty.		Any	breach	�ssues	would	
be reported to and investigated by the security officer.  The 
security officer should also coordinate background checks on 
center	personnel.		Background	checks	are	�mportant	because,	
although	the	�nformat�on	and	�ntell�gence	d�ssem�nated	by	
the fusion center may be unclassified, it is still sensitive, and 
therefore	all	appropr�ate	methods	of	�nformat�on	protect�on	
should	be	undertaken,	�nclud�ng	background	checks.		The	
NCISP	states	that	“background	requ�rements	for	access	to	
the nationwide sensitive but unclassified communications 
capab�l�ty	by	law	enforcement	personnel	shall	be	cons�stent	
w�th	requ�rements	appl�ed	to	the	des�gnat�on	and	employment	
of	sworn	personnel,	as	set	by	the	part�c�pat�ng	state	or	tr�bal	
government.”51		Cons�derat�on	should	be	g�ven	to	colocat�ng	w�th	
other intelligence centers, such as High Intensity Drug Trafficking 
Areas	(HIDTA)	or	other	law	enforcement	fac�l�t�es,	�n	order	to	
share	secur�ty	respons�b�l�t�es.	

Applying	Security	Practices	to	Justice	Information	Sharing	
prov�des	deta�ls	on	how	to	safeguard	cr�t�cal	elements	of	
�nformat�on	shar�ng	�n�t�at�ves,	as	well	as	the	�nfrastructure	and	
�ntegr�ty	of	data,	systems,	fac�l�t�es,	and	personnel.		Accord�ng	to	
the	document,	the	follow�ng	�ssues	should	be	cons�dered	when	

51	 	NCISP,	pp.	24-25.
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develop�ng	and	adher�ng	to	secur�ty	pol�c�es:	

Ident�fy	potent�al	phys�cal	threats	to	departmental	computer	
systems	and	networks.
Establ�sh	pol�c�es	and	procedures	to	thwart	potent�al	phys�cal	
threats.		
Conduct	aud�ts	to	mon�tor	employee	compl�ance	w�th	
department	pol�c�es	and	procedures.
Cons�der	�nclud�ng	the	follow�ng	phys�cal	secur�ty	pol�c�es	�n	
the organization’s overall security policy:

Identify unauthorized hardware attached to the 
department	computer	system;	make	rout�ne	checks	of	
system hardware for unauthorized hardware.    
L�m�t	�nstallat�on	of	hardware	and	software	owned	by	
employees	on	department	desktop	workstat�ons.		
Ident�fy,	tag,	and	�nventory	all	computer	system	hardware.	
Conduct	regular	�nspect�ons	and	�nventor�es	of	system	
hardware.		
Conduct	unscheduled	�nspect�ons	and	�nventor�es	of	
system	hardware.		
Implement	pol�c�es	that	�nstruct	employees/users	on	how	
to	react	to	�ntruders	and	how	to	respond	to	�nc�dents	
where	an	�ntrus�on	has	been	detected.

Require background checks on all employees every five 
years.

Federal	regulat�on	28	CFR	Part	23	�s	a	gu�del�ne	for	law	
enforcement	agenc�es	that	operate	federally	funded,	
mult�jur�sd�ct�onal	cr�m�nal	�ntell�gence	systems,	and	�t	prov�des	
the	follow�ng	gu�del�nes	regard�ng	secur�ty:

The	database,	manual	or	electron�c,	shall	be	located	�n	
a	phys�cally	secured	area	that	�s	restr�cted	to	des�gnated	
authorized personnel. 
Only designated authorized personnel will have access to 
�nformat�on	stored	�n	the	database.	
All authorized visitors, regardless of agency, are required to 
register with designated authorized personnel prior to gaining 
adm�ss�on	to	the	fac�l�ty	and	phys�cal	locat�on	hous�ng	the	
database.	
All authorized registered visitors will be escorted by 
designated authorized personnel for the duration of the visit. 
All hard-copy submissions and/or manual files will be secured 
by lead agency-designated authorized personnel when not 
be�ng	used	and	at	the	end	of	each	sh�ft.	
Employment	pol�c�es	and	procedures	for	screen�ng/reject�ng,	
transferr�ng,	or	remov�ng	personnel	hav�ng	d�rect	access	w�ll	
be	adopted.	
When direct remote terminal access is authorized by 
part�c�pat�ng	agenc�es,	pol�c�es	and	procedures	address�ng	
the	follow�ng	add�t�onal	secur�ty	measures	shall	be	adopted:	

Identification of authorized remote terminals and security 
of	term�nals.
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Identification and verification of an authorized access 
officer (remote terminal operator).
Identification of levels of dissemination of information as 
d�rected	by	the	subm�tt�ng	agency.
Rejection of submissions unless critical data fields are 
completed.
Technolog�cal	safeguards	on	access,	use,	d�ssem�nat�on,	
and	rev�ew	and	purge.
Phys�cal	secur�ty.
Training and certification of participating agency 
personnel.
Aud�ts	and	�nspect�ons	of	part�c�pat�ng	agenc�es,	�nclud�ng	
file data-supporting submissions, security of access 
term�nals,	and	pol�cy-and-procedure	compl�ance.
Documentat�on	for	aud�t	tra�ls	of	the	ent�re	operat�on.
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Available Resources  
on Fusion Center CD

Applying	Security	Practices	to	Justice	Information	Sharing,	
http://�t.ojp.gov/documents/asp/�ntroduct�on/�ndex.htm
Cr�t�cal	Infrastructure	Informat�on	Act	of	2002,	www.dhs.gov/
�nterweb/assetl�brary/CII_Act.pdf
Nat�onal	Inst�tute	of	Standards	and	Technology	(NIST)	
template	and	example	pol�c�es,	http://csrc.n�st.gov/fasp
Safeguarding Classified and Sensitive But Unclassified 
Information,	Reference	Booklet	for	State,	Local,	Tribal,	and	
Private	Sector	Programs,	U.S.	Department	of	Homeland	
Secur�ty,	May	2005
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http://it.ojp.gov/documents/asp/introduction/index.htm
file://dell_server/nt_share/Print/GLOBAL/Fusion%20Center/fusion_center_guidelines/for%20printer/www.dhs.gov/interweb/assetlibrary/CII_Act.pdf
file://dell_server/nt_share/Print/GLOBAL/Fusion%20Center/fusion_center_guidelines/for%20printer/www.dhs.gov/interweb/assetlibrary/CII_Act.pdf
http://csrc.nist.gov/fasp
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Facility, Location, and Physical 
Infrastructure
Justification
Ensur�ng	that	part�c�pants	are	�ntegrated	�s	a	key	element	of	the	
fus�on	center.		It	�s	�mportant	to	br�ng	technology,	systems,	and	
people	together.		Integrat�ng	these	components	streaml�nes	
operations, creates an effective and efficient environment, and 
�ncreases	product�v�ty.		There	are	a	number	of	ways	to	�ntegrate	
part�c�pants.		Two	opt�ons	are	presented	for	cons�derat�on—
colocat�ng	and	v�rtual	�ntegrat�on.		Colocat�ng	personnel	�n	one	
fac�l�ty	�s	the	preference.	

Colocat�ng	part�c�pat�ng	ent�t�es	�mproves	commun�cat�on	and	
breaks	down	barr�ers.		Often,	lack	of	resources	and	fund�ng	can	
�mpede	the	ab�l�ty	to	colocate.		However,	�t	�s	recommended	that	
part�c�pat�ng	agenc�es	str�ve	to	locate	personnel	�n	the	same	
fac�l�ty,	when	poss�ble.		Colocat�on	consol�dates	resources	and	
equ�pment.		In	add�t�on,	�t	fosters	an	env�ronment	to	develop	and	
exchange	�nformat�on	and	�ntell�gence.	

If	colocat�ng	�s	not	a	feas�ble	opt�on	for	a	fus�on	center,	
part�c�pat�ng	ent�t�es	may	cons�der	v�rtual	�ntegrat�on,	that	
�nvolves	l�nk�ng	the	�nformat�on	shar�ng	and	commun�cat�ons	
systems	so	personnel	can	seamlessly	access	and	exchange	
�nformat�on.		Fortunately,	technology	has	�mproved	greatly	
over	the	years	and	cont�nues	to	generate	new	and	�nnovat�ve	
capab�l�t�es.		V�rtual	�ntegrat�on	can	be	an	effect�ve	technology	
solut�on	for	�ntegrat�ng	personnel	and	processes.		

Regardless	of	the	opt�on	a	fus�on	center	chooses,	�t	�s	�mportant	
to ensure flexibility and scalability, allowing for each step of the 
�ntell�gence	process	to	be	conducted.	

Issues for Consideration
The	Law	Enforcement	Intell�gence	Fus�on	Center	Focus	Group	
(FCFG)	preferred	that	part�c�pat�ng	ent�t�es	be	colocated.		
However, they also recognized the logistical issues and obstacles 
affect�ng	the	ab�l�ty	to	colocate.		In	add�t�on,	the	focus	group	
recognized that not colocating also has benefits, such as 

the	ab�l�ty	for	mob�le	capac�ty,	cont�ngency	operat�ons	dur�ng	
emergencies, and flexibility in offering services and support.  
The	Publ�c	Safety	FCFG	acknowledged	that	w�th	the	�nclus�on	
of	publ�c	safety	ent�t�es,	colocat�on	may	not	always	be	feas�ble.		
L�a�sons	may	be	establ�shed	w�th	the	var�ous	publ�c	safety	
ent�t�es	that	can	be	made	operat�onal	when	the	need	ar�ses.		

Furthermore,	the	Pr�vate	Sector	FCFG	noted	that	due	to	the	
vast	number	and	types	of	pr�vate	�ndustry	w�th�n	a	jur�sd�ct�on,	
colocat�on	may	not	be	atta�nable.		Instead,	the	focus	group	
developed	opt�ons	for	�ntegrat�ng	pr�vate	sector	ent�t�es.		One	
opt�on	�s	to	�nst�tute	a	rotat�ng	pr�vate	sector	desk.		Th�s	w�ll	allow	
d�fferent	ent�t�es	full-t�me	part�c�pat�on	w�th�n	the	fus�on	center	to	
both	understand	the	work�ngs	of	the	fus�on	center	and	part�c�pate	
�n	the	processes	that	take	place.		By	�n�t�at�ng	a	rotat�ng	desk,	
var�ous	pr�vate	sector	ent�t�es	w�ll	have	the	ab�l�ty	to	part�c�pate	
and	val�date	the�r	�nvestment	�n	the	fus�on	center.		Another	opt�on	
for	�ntegrat�ng	the	pr�vate	sector	�s	to	�dent�fy	subject-matter	
experts	w�th�n	the	pr�vate	sector	who	can	prov�de	fus�on	centers	
w�th	expert�se	as	the	need	ar�ses.		For	example,	when	a	threat	
is made on the transportation industry, identified subject-matter 
experts	from	var�ous	transportat�on	ent�t�es	can	be	contacted	
by	the	fus�on	center	to	determ�ne	how	the	threat	w�ll	�mpact	the	
jur�sd�ct�on	and	�ndustry.

Guideline 10
Integrate technology, systems, and people.
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A	number	of	log�st�cal	�ssues	must	be	addressed	when	dec�d�ng	
on	a	fac�l�ty	and	locat�on	for	a	fus�on	center.		The	pr�mary	�ssues,	
not	�n	pr�or�ty	order,	�nclude:

Connect�v�ty
W�ll	the	fus�on	center,	emergency	operat�ons	center,	or	
other	partners	be	connected?		If	so,	how?

Scalab�l�ty
Ensure	the	fac�l�ty	allows	for	future	and	emergency	
expans�on.

Secur�ty
Ensure	secur�ty	for	the	fac�l�ty,	data,	personnel,	and	
v�s�tors	(see	Gu�del�ne	9).

Redundancy
Ensure	redundancy	for	the	�nfrastructure,	resources,	
personnel,	systems,	etc.	

Emergency	Power
Cont�nu�ty	of	Operat�ons	Plan	(COOP)	
Threat/Vulnerab�l�ty	Assessments

Use	pr�vate	sector	subject-matter	experts	to	determ�ne	
r�sks	based	on	threat	assessments.

Pol�t�cal	Issues
Recognize that the political climate will be different for 
each	center.
Work with and inform political officials and policymakers 
regularly.

Access
Ensure	center	personnel	have	seamless	access	to	each	
other.

Personnel
Ensure	full	and	equal	representat�on	at	local,	state,	and	
federal	levels.
Ensure	representat�on	from	law	enforcement,	publ�c	
safety,	and	pr�vate	sector	components.

Author�ty/Regulat�ons
Follow	appropr�ate	pol�cy,	statutes,	Concept	of	Operat�ons	
(CONOPS),	and	other	gu�del�nes.

Roles	and	Respons�b�l�t�es
Clearly define personnel responsibilities, including roles 
dur�ng	emergency	s�tuat�ons.

Site Selection
When	select�ng	or	bu�ld�ng	a	s�te	for	a	fus�on	center,	�t	�s	
�mportant	for	the	s�te	to	be	based	on	the	funct�onal	needs	of	the	
center.		At	a	m�n�mum,	a	s�te	should	be	des�gned	based	on	the	
follow�ng	funct�onal	elements:

Collect�on/data	management
Analys�s
Command	and	control/execut�ve
Deconfliction
Commun�cat�on	and	d�ssem�nat�on
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Fac�l�t�es	management	
Feedback

If	the	center	plans	on	manag�ng	mult�ple	s�tes,	add�t�onal	
cons�derat�on	should	address	connect�v�ty	and	collaborat�on	
�ssues.			

The	follow�ng	l�st	conta�ns	some	key	components	to	ass�st	
agenc�es	�n	develop�ng	a	plan	to	locate,	acqu�re,	and/or	renovate,	
and	ma�nta�n	a	fac�l�ty:	

Ident�fy	fac�l�ty	needs.
Ident�fy	a	fac�l�ty	project	team	to	manage	fac�l�ty	�ssues.

Ensure	that	center	personnel	are	�nvolved	�n	s�te	
select�on.

Commun�cate	w�th	center	leadersh�p.
Ident�fy	and	secure	needed	fund�ng	(see	Gu�del�ne	17).
Conduct	a	space-needs	analys�s.

Utilize existing resources, when possible.
Consult	the	U.S.	General	Serv�ces	Adm�n�strat�on’s	Facilities	
Standards	for	the	Public	Buildings	Service	when	bu�ld�ng	a	
fac�l�ty	to	house	the	fus�on	center.	
Conduct	s�te	v�s�ts.

Cons�der	geograph�cal	and	env�ronmental	�ssues,	as	well	
as	conven�ence	and	locat�on.
Cons�der	the	surv�vab�l�ty	of	the	bu�ld�ng.

Conduct	a	m�ss�on/operat�onal	cont�nu�ty	assessment.
Develop	a	trans�t�on	plan	and	t�metable	for	occupancy.
Work	w�th	techn�cal	personnel	to	ensure	that	connect�v�ty	and	
secur�ty	�ssues	are	establ�shed.
Tra�n	staff	regard�ng	fac�l�ty,	secur�ty	measures,	and	pol�cy	
requ�rements.
Conduct	Cont�nu�ty	of	Operat�ons	exerc�ses	to	ensure	the	
operat�onal	res�l�ency	of	the	center.
Ensure	plans	and/or	procedures	are	�n	place	for	regular	
fac�l�ty	evaluat�on	and	bu�ld�ng	ma�ntenance.

Physical Security
Phys�cal	secur�ty	�ncludes	all	elements	that	make	up	the	fac�l�ty:		
�t	protects	people,	property,	and	processes.		Centers	should	plan,	
�dent�fy,	des�gn,	tra�n,	and	�mplement	all	appropr�ate	secur�ty	
measures;	adhere	to	them;	�dent�fy	and	create	a	program	that	
identifies physical assets, threats, and vulnerabilities; assess 
and prioritize risks; and identify ways to resolve and respond to 
concerns	or	breaches.52		A	phys�cal	secur�ty	plan	should	have,	at	
a	m�n�mum,	the	follow�ng	components:53

R�sk	assessment
Operat�ng	procedures
Tra�n�ng,	test�ng,	and	rehearsal	plan
Manag�ng	threats
Commun�cat�ons	plan

52	 		Dav�d	Hochman,	Disruption	Defense:	Facility	Security	Breaches,	
2002.
53	 		U.S.	General	Serv�ces	Adm�n�strat�on,	3d	ed.,	www.gsa.gov,	2004.
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Occupant	Emergency	Plan	(OEP)
COOP

Centers	may	cons�der	ma�nta�n�ng	a	fac�l�ty/secur�ty	manager	
or officer who is responsible for preparing the facility security 
pol�cy,	mon�tor�ng	and	adher�ng	to	the	pol�cy,	and	tra�n�ng	
center	personnel	regard�ng	the	secur�ty	pol�cy	and	protocols.		
Tra�n�ng	of	users	�s	cr�t�cal.		Users	must	understand	the�r	role	
and	respons�b�l�ty	�n	adher�ng	to	a	secur�ty	plan,	as	well	as	how	
to	not�fy	the	appropr�ate	management	when	�ssues	or	concerns	
ar�se	regard�ng	secur�ty,	such	as	lost	badges	or	noncompl�ance	
(see	Gu�del�ne	9).

Contingency Plan
The	Law	Enforcement	Intell�gence	FCFG	recommended	
that	fus�on	centers	�dent�fy	a	skeleton	model	for	emergency	
operat�ons.		Centers	should	develop	a	cont�ngency	plan.		A	
cont�ngency	plan	enables	the	susta�ned	execut�on	of	m�ss�on-
cr�t�cal	processes	and	�nformat�on	technology	systems	dur�ng	an	
extraord�nary	event	that	causes	these	systems	to	fa�l.		

In	add�t�on,	�t	�s	recommended	that	fus�on	centers	develop	and	
adopt	a	COOP	to	perform	essent�al	funct�ons	at	an	alternate	
locat�on	dur�ng	an	emergency.		COOP	enables	each	level	
of	government	and	jur�sd�ct�on	to	preserve,	ma�nta�n,	and/or	
reconst�tute	�ts	capab�l�ty	to	funct�on	effect�vely	�n	the	event	of	
a	threat,	d�saster,	or	emergency.		Consult	the	U.S.	Department	
of	Homeland	Secur�ty	(DHS)	Federal	Emergency	Management	
Agencys’	(FEMA)	Interim	Guidance	on	Continuity	of	Operations	
Planning	for	State	and	Local	Governments,	dated	May	2004.

Security Clearances
Most	�nformat�on	needed	by	state	or	local	law	enforcement	
can be shared at an unclassified level.  However, in those 
cases where it is necessary to share classified information, it 





can	usually	be	accompl�shed	at	the	“Secret”	level.		Resources	
regard�ng	secur�ty	clearances	are	�ncluded	on	the	resource	CD.		
Law enforcement should be cognizant of classification levels 
when	d�str�but�ng	�nformat�on	to	publ�c	safety	and	pr�vate	sector	
ent�t�es.		One	of	the	goals	of	the	fus�on	center	�s	to	enhance	
information sharing, and information classification barriers should 
be minimized.  Rather than rely on clearances, fusion centers 
should	attempt	to	declass�fy	�nformat�on	and	�ntell�gence,	when	
poss�ble,	to	d�ssem�nate	to	publ�c	safety	and	pr�vate	sector	
partners.

Centers also need a secure operation to perform classified work.  
Centers	may	cons�der	use	of	the	Sens�t�ve	Compartmented	
Information Facility (SCIF) concept.  An SCIF is defined as an 
accred�ted	area,	room,	group	of	rooms,	bu�ld�ng,	or	an	�nstallat�on	
where	Sens�t�ve	Compartmented	Informat�on	(SCI)	may	be	
stored, used, discussed, and processed.  SCI is classified 
�nformat�on	concern�ng	or	der�ved	from	�ntell�gence	sources,	
methods,	or	analyt�cal	processes	that	�s	requ�red	to	be	handled	
w�th�n	formal	access	control	systems	establ�shed	by	the	d�rector	
of	the	Central	Intell�gence	Agency.54	

Available Resources  
on Fusion Center CD

Execut�ve	Orders	12968,	12958,	and	13292	Regard�ng	
Classified Information
FBI	Secur�ty	Clearance	and	Frequently	Asked	Quest�ons	
GSA’s	Facilities	Standards	for	the	Public	Buildings	Service
IACP	Police	Facility	Planning	Guidelines:	A	Desk	Reference	
for	Law	Enforcement	Executives,	www.�acp.org/documents/
pdfs/Publ�cat�ons/ACF2F3D%2Epdf
Nat�onal	Inst�tute	of	Standards	and	Technology,	“Cont�ngency	
Plan	Template,”	http://csrc.n�st.gov/fasp/FASPDocs/
cont�ngency-plan/cont�ngencyplan-template.doc

54	 		Cr�m�nal	Intell�gence	Glossary	of	Terms,	November	2004.	
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Human Resources
Justification
Select�ng	personnel	depends	upon	the	needs	and	funct�ons	
of	the	center.		The	center	w�ll	conduct,	at	a	m�n�mum,	all	
aspects	of	the	�ntell�gence	process.		Staff	w�ll	need	the	ab�l�ty	to	
perform	analyt�cal	funct�ons	and	prov�de	strateg�c	and	tact�cal	
ass�stance.		It	�s	�mportant	for	the	center	to	recru�t	the	h�ghest	
qual�ty	�nd�v�duals	and	to	ensure	center	personnel	are	ass�gned	
appropriately.  For example, leadership should ensure qualified 
personnel	are	selected	for	key	object�ves	such	as	collect�on	
and	analys�s.		Personnel	should	demonstrate	attent�on	to	deta�l,	
�ntegr�ty,	good	�nterpersonal	commun�cat�on	sk�lls,	and	the	ab�l�ty	
to	accept	and	learn	from	construct�ve	cr�t�c�sm.		

Publ�c	safety	and	pr�vate	sector	personnel	should	be	�ncluded	
in staffing.  Leadership should be cognizant of the integration of 
publ�c	safety	and	pr�vate	sector	partners	and	the�r	�mportance	to	
the	success	of	operat�ons,	though	ent�t�es	for	each	component	
may	prov�de	personnel	�n	d�fferent	ways	(full-t�me	representat�on,	
a	part-t�me	representat�ve,	or	a	l�a�son).		Publ�c	safety	and	pr�vate	
sector participation may fluctuate based on identified threats or 
ongo�ng	operat�ons.		For	�nstance,	�f	an	�nformat�on	technology	
(IT) threat is identified, public safety/private sector partners 
who are experts in the IT field may change from a liaison-type 
membership to full-time personnel until that threat is neutralized 
or unsubstantiated.  Or, if hazardous material moves through the 
fus�on	center	jur�sd�ct�on	once	a	month,	publ�c	and	pr�vate	sector	
partners associated with hazardous materials may become full-
t�me	personnel	w�th�n	the	fus�on	center	dur�ng	th�s	operat�on.

Fus�on	center	management	should	cons�der	exchang�ng	
personnel	w�th	pr�vate	sector	partners	to	a�d	�n	tra�n�ng	and	
understand�ng	how	each	component	funct�ons.		Cross-tra�n�ng	
w�ll	a�d	�n	prov�d�ng	fus�on	center	analysts	w�th	an	understand�ng	
of	the	pr�vate	sector,	�nclud�ng	what	threats	affect	them,	how	
threats	are	handled,	and	the	types	of	�nformat�on	that	the	pr�vate	
sector	can	prov�de	to	fus�on	centers.		Pr�vate	sector	personnel	
ass�gned	to	the	fus�on	center	w�ll	understand	fus�on	center	
operat�ons	and	�nformat�on	requ�rements.		

Furthermore,	the	governance	body	should	cont�nually	evaluate	
center	membersh�p	and	partners.		In	short,	the	fus�on	center	
represents a fluid environment, and as new businesses and 
organizations are established within the jurisdiction, the 
governance body should reach out to these organizations.  

Issues for Consideration
When staffing a fusion center, consider:

Recru�t�ng	personnel	based	on	a	Concept	of	Operat�ons	
(CONOPS)	and	center	m�ss�on	and	goals.
Ma�nta�n�ng	a	24-hour-a-day/7-day-a-week	operat�on	w�th	
appropriate staffing levels.
Ensur�ng	appropr�ate	command	structure	and	leadersh�p.
Establ�sh�ng	a	permanent	full-t�me	c�v�l�an	(non-law	
enforcement)	pos�t�on	to	prov�de	cont�nu�ty	and	cons�stency	�n	
the	long	term	(�.e.,	fac�l�ty	manager/center	d�rector).
Maintaining a small core staff dedicated to specific 
funct�ons,	such	as	adm�n�strat�on,	�nformat�on	technology,	
commun�cat�ons,	and	graph�cs.
Creat�ng	un�ts	of	operat�on	(or	cr�me	desks),	such	as	
�ntell�gence,	cr�m�nal	�nvest�gat�ons	(e.g.,	v�olent	cr�mes,	
drugs,	and	gangs),	analyt�cal,	and	homeland	secur�ty.		
Identifying and utilizing subject-matter experts from law 
enforcement,	publ�c	safety,	and	the	pr�vate	sector.
Ensur�ng	equal/proport�onal	representat�on	of	personnel	from	
part�c�pat�ng	ent�t�es.
Ma�nta�n�ng	legal	counsel	ded�cated	to	the	fus�on	center	to	
help	clar�fy	laws,	rules,	regulat�ons,	and	statutes	govern�ng	
the	collect�on,	ma�ntenance,	and	d�ssem�nat�on	of	�nformat�on	
and	l�a�son	w�th	the	development	of	pol�c�es,	procedures,	
gu�del�nes,	and	operat�onal	manuals.
Liaising with the local prosecutor’s office.
Secur�ng	appropr�ate	number	and	types	of	secur�ty	
clearances	for	personnel	and	�dent�fy�ng	clearances	based	on	
local,	state,	and	federal	requ�rements.
Requ�r�ng	a	m�n�mum	term	comm�tment	for	full-t�me	center	
personnel.
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Guideline 11
Achieve a diversified representation of personnel based on the needs and 
functions of the center.
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Ensur�ng	a	Memorandum	of	Understand�ng	(MOU)	addresses	
human	resources	management	and	�ssues.
Institutionalizing professionalism.
Establ�sh�ng	a	mechan�sm	to	manage	temporary	personnel.
Us�ng	a	personnel	checkl�st	when	ass�gn�ng	or	remov�ng	
personnel	from	the	center	(see	Sample	Checkl�st	on	resource	
CD).		

Example Staffing
Arizona Counter Terrorism Information Center 
(ACTIC)
The	ACTIC	w�ll	operate	on	a	24-hour-a-day/7-day-a-week	bas�s	
and will function as a multiagency, all-hazard effort staffed by 
members	of	the	Department	of	Publ�c	Safety	and	other	local,	
state,	and	federal	agenc�es.		

California State Terrorism Threat Assessment 
Center (STTAC) and Regional Terrorism Threat 
Assessment Centers (RTTAC)
The STTAC and four RTTACs are all-crimes, all-hazards 
fus�on	centers	that	�ntegrate	local	Jo�nt	Terror�sm	Task	Forces	
(JTTFs),	FBI	F�eld	Intell�gence	Groups	(FIG),	Terror�sm	Early	
Warn�ng	Groups	(TEWG),	and	other	state	agenc�es	�n	the�r	
operations.  Terrorism Liaison Officers (TLO) are designated at 
local	agenc�es	and	have	network	access	to	the	Cal�forn�a	Jo�nt	
Reg�onal	Informat�on	Exchange	System	(CAL	JRIES)	to	l�nk	
local	operat�ons	and	�nformat�on	gather�ng	w�th	the	STTAC	and	
RTTACs.

Rockland County Intelligence Center (RCIC)
RCIC	prov�des	serv�ces	to	all	law	enforcement	agenc�es	and	
is composed of sworn officers from Rockland County law 
enforcement agencies.  The Intelligence Center officers are 
assigned specialized “desks.”  Each desk focuses on a specific 
type	of	cr�m�nal	act�v�ty,	�nclud�ng	burglary/robbery,	counter-
terrorism, factual data analysis, firearm tracking, identity crimes, 
organized crime, and street gangs.

Georgia Information Sharing and Analysis Center 
(GISAC)
GISAC’s day-to-day operations, facilities, personnel, finances, 
and	adm�n�strat�on	are	managed	by	Georg�a	Bureau	of	
Invest�gat�on	superv�sors.		There	are	a	total	of	18	personnel	
ass�gned.

Statewide Terrorism Intelligence Center (STIC)—
Illinois 
STIC	operates	three	24-hour-a-day/7-day-a-week	sh�fts,	w�th	a	
half-hour overlap on each shift for shift-change briefing.  Each 
shift is staffed with one full-time watch officer and four contractual 
terror�sm	research	spec�al�sts	(TRS).		STIC	ma�nta�ns	add�t�onal	
superv�sory	and	operat�onal	staff	on	the	day	sh�ft.		Each	
employee works a 37.5-hour workweek.  Minimum staffing is one 
superv�sor	and	two	TRSs,	Monday	through	Fr�day,	and	two	TRSs	
on	weekends.	









Staffing Model Templates
While most staffing models do not focus specifically on law 
enforcement	personnel,	there	are	some	gu�del�nes	that	
leadersh�p	can	use	to	help	adequately	staff	a	fus�on	center.		
Dur�ng	the	focus	group	meet�ngs,	the	follow�ng	categor�es	of	
staffing were recommended.  These categories include:

Collect�on	funct�on—collect�on	management	process
Analyt�cal	serv�ces
Techn�cal	support
Commun�cat�ons	l�a�son	for	d�ssem�nat�on	and	shar�ng	
externally
Leadersh�p/command—support�ng	�ntell�gence-led	pol�c�ng

This staffing model follows the functions within the intelligence 
process.		Focus	group	members	recommended	that	the	
intelligence process dictate the number and level of staffing.  
It	�s	also	�mportant	to	cons�der	the	need	for	superv�sory	and	
management	pos�t�ons,	as	well	as	tra�n�ng	and	�nformat�on	
technology	support	personnel.		

Standards for Analysts
In	support	of	the	National	Criminal	Intelligence	Sharing	Plan	
(NCISP),	the	Internat�onal	Assoc�at�on	of	Law	Enforcement	
Intell�gence	Analys�s	(IALEIA)	publ�shed	the	Law	Enforcement	
Analytic	Standards	booklet,	wh�ch	�s	�ncluded	on	the	
accompany�ng	resource	CD.		The	booklet	conta�ns	standards	
regard�ng	educat�on,	tra�n�ng,	cont�nu�ng	educat�on,	profess�onal	
development, certification, and analytic attributes.  It is 
recommended	that	centers	follow	these	standards	when	h�r�ng	
analysts,	prepar�ng	�nd�v�duals	for	the	pos�t�on	of	analyst,	and/or	
enhanc�ng	an	�nd�v�dual’s	sk�lls	and	ab�l�t�es	(see	Gu�del�ne	14,	
Intell�gence	Serv�ces	and	Products,	for	more	�nformat�on).

Available Resources  
on Fusion Center CD

Law	Enforcement	Analytic	Standards,	http://�t.ojp.gov/
documents/law_enforcement_analyt�c_standards.pdf
Personnel	Sample	Checkl�st
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http://it.ojp.gov/documents/law_enforcement_analytic_standards.pdf
http://it.ojp.gov/documents/law_enforcement_analytic_standards.pdf
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Training of Center Personnel
Justification
Training helps personnel maximize the ability to effectively 
utilize tools in support of center functions.  It is recommended 
that	fus�on	centers	adhere	to	the	tra�n�ng	object�ves	outl�ned	
�n	the	National	Criminal	Intelligence	Sharing	Plan	(NCISP).		In	
add�t�on,	�t	�s	recommended	that	personnel	work�ng	w�th�n	the	
center	meet	the	core	tra�n�ng	standards	developed	by	the	Global	
Intell�gence	Work�ng	Group	(GIWG)	and	Counter-Terror�sm	
Tra�n�ng	Coord�nat�on	Work�ng	Group	(CTTWG).		Each	of	the	
six training classifications identified by the GIWG (intelligence 
analyst, intelligence supervisor, law enforcement officer, law 
enforcement executive, intelligence officer/collector, and train-
the-tra�ner)	have	un�que	standards.		Center	personnel	should	
also	rece�ve	an	overv�ew	of	center	operat�ons,	pol�c�es	and	
procedures,	and	any	un�que	protocols	or	commun�cat�on	needs.		
The	Nat�onal	Governors	Assoc�at�on	(NGA)	Center	for	Best	
Pract�ces	publ�shed	a	paper,	State	Intelligence	Fusion	Centers:	
Recent	State	Actions,	wh�ch	surveyed	the	types	of	resources	
that	the	states	need	to	complete	development	of	or	�mprove	the�r	
�ntell�gence	fus�on	centers.55		Numerous	responses	�ncluded	the	
need for additional training—specifically, training for analysts and 
superv�sors.

Publ�c	safety	and	pr�vate	sector	�ntegrat�on	�nto	fus�on	centers	
presents	new	tra�n�ng	obstacles	and	opportun�t�es.		Though	
law	enforcement	has	trad�t�onally	been	the	pr�mary	�ntell�gence	
component	�n	cr�me	prevent�on,	the	�ntroduct�on	of	publ�c	safety	
and	the	pr�vate	sector	�nto	the	�ntell�gence	process	requ�res	
add�t�onal	tra�n�ng	on	the	�ntell�gence	and	fus�on	processes.		In	
add�t�on,	cross-educat�onal	tra�n�ng	should	occur	between	the	
fus�on	center	and	the	publ�c	safety	and	pr�vate	sector	ent�t�es	�n	
order	to	g�ve	each	an	understand�ng	of	the	respect�ve	bus�ness	
pract�ces	w�th�n	each	component,	what	they	can	prov�de	to	fus�on	
centers,	and	what	they	need	from	fus�on	centers.	

Fus�on	center	personnel	should	cons�der	part�c�pat�ng	�n	tabletop	
exerc�ses	(TTX),	funct�onal	exerc�ses,	and	full-scale	exerc�ses	
that private sector organizations may stage.  These exercises 

55	 	Nat�onal	Governors	Assoc�at�on,	Center	for	Best	Pract�ces,	State	
Intelligence	Fusion	Centers:	Recent	State	Actions,	2005.

will assist fusion centers in institutionalizing partnerships with 
publ�c	safety	and	the	pr�vate	sector	through	strateg�c	and	tact�cal	
�ntegrat�on	and	w�ll	also	a�d	�n	test�ng	the	commun�cat�ons	plan	
(see	Gu�del�ne	18).		Fus�on	center	part�c�pat�on	�n	these	types	of	
exerc�ses	w�ll	also	a�d	�n	�dent�fy�ng	the	�nformat�on	requ�rements	
of	the	fus�on	center,	pr�vate	sector,	and	publ�c	safety	ent�t�es.

Guideline 12
Ensure personnel are properly trained.
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The	publ�c	safety	and	pr�vate	sector	components	represent	
nontrad�t�onal	gatherers	of	�nformat�on	and	present	an	
opportun�ty	to	enhance	and	�ncrease	the	amount	and	types	of	
data	that	fus�on	centers	rece�ve.		Because	these	ent�t�es	are	
nontrad�t�onal	and	may	not	be	aware	of	the	�ntell�gence	cycle	and	
the	�nformat�on	requ�rements	of	the	fus�on	center,	fus�on	centers	
should	prov�de	tra�n�ng	to	fus�on	center	staff	and	publ�c	safety	
and	pr�vate	sector	l�a�sons.		Th�s	tra�n�ng	expla�ns	the	types	of	
�nformat�on	that	nontrad�t�onal	gatherers	should	be	aware	of,	the	
�mportance	of	th�s	�nformat�on,	how	to	gather	the	�nformat�on,	and	
who	to	report	�t	to.	

Issues for Consideration
When	rev�ew�ng	tra�n�ng,	cons�der:

Ident�fy�ng	tra�n�ng	needs	of	center	personnel.
Providing specialized training, as appropriate.
Prov�d�ng	tra�n�ng	on	the	fus�on	center	operat�ons,	NCISP,	
�ntell�gence	cycle,	and	the	fus�on	process.
Prov�d�ng	�nformat�on	collect�on	tra�n�ng	for	fus�on	center	
part�c�pants.
Prov�d�ng	tra�n�ng	�n	tact�cal	and	strateg�c	�ntell�gence.
Seek�ng	accred�ted	or	standards-compl�ant	tra�n�ng	programs	
for	government	personnel.
Utilizing private security entities for subject-matter training 
(e.g.,	cyber	secur�ty).
Emphasizing analysis and its link to intelligence-led policing.
Develop�ng	mater�als	and	�ntegrat�ng	outreach	efforts.
Adher�ng	to	other	tra�n�ng	mandates.
Ensuring that personnel assigned to specific crime desks 
receive crime-specific training.
Utilizing scenario-based training, simulations, games, and 
tabletop and field exercises.
Part�c�pat�ng	�n	publ�c	safety	and	pr�vate	sector	tabletop,	
funct�onal,	and	full-scale	exerc�ses.
Part�c�pat�ng	�n	college-	and	un�vers�ty-sponsored	�ntell�gence	
and	analyst	tra�n�ng	programs.

NCISP Training Objectives and 
Minimum Training Standards
In	November	2003,	the	Cr�m�nal	Intell�gence	Tra�n�ng	
Coord�nat�on	Strategy	(CITCS)	Work�ng	Group	was	establ�shed	
to	develop	a	recommended	�ntell�gence	tra�n�ng	coord�nat�on	
strategy.  The CITCS recognized that there were voids in existing 
cr�m�nal	�ntell�gence	tra�n�ng	and	dupl�cat�on	of	effort	�n	terms	of	
tra�n�ng	development	and	del�very.		The	CITCS	met	throughout	
2004 and finalized their recommendations in June 2004.  The 
CITCS	recommendat�ons	are	conta�ned	�n	the	report	ent�tled	
Minimum	Criminal	Intelligence	Training	Standards	for	United	
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States	Law	Enforcement	and	Other	Criminal	Justice	Agencies	
and	have	been	endorsed	by	the	GIWG	Tra�n�ng/Outreach	
Comm�ttee,	the	Cr�m�nal	Intell�gence	Coord�nat�ng	Counc�l	
(CICC),	the	CTTWG,	and	the	Global	Adv�sory	Comm�ttee.		The	
report	�s	�ncluded	on	the	resource	CD.		These	recommended	
m�n�mum	cr�m�nal	�ntell�gence	tra�n�ng	standards	were	developed	
for the following training classifications:

Intell�gence	analyst
Intell�gence	manager
Law	enforcement	execut�ve

General law enforcement officer (basic recruit and 	
�n-serv�ce)
Intelligence officer/collector 
Tra�n-the-tra�ner

These efforts are significant, not only in implementing the tenets 
of NCISP but also in building awareness, institutionalizing the 
�mportance	of	cr�m�nal	�ntell�gence,	�ncreas�ng	the	value	of	
�ntell�gence	personnel,	foster�ng	relat�onsh�ps	among	the	law	
enforcement	commun�ty,	�mprov�ng	the	ab�l�ty	to	detect	and	
prevent	acts	of	terror�sm	and	other	cr�mes,	and	creat�ng	a	safer	
home for citizens. 

The U.S. Department of Homeland Security (DHS), Office of 
State	and	Local	Government	Coord�nat�on	and	Preparedness,	
is currently developing training in the field of intelligence and 
information sharing capabilities.  Once finalized, this training 
will be available for widespread utilization by state and local 
governments,	as	well	as	all	relevant	fus�on	center	part�c�pants.56

It	�s	also	recommended	that	center	staff	rece�ve	tra�n�ng	
regard�ng	fac�l�ty	secur�ty	and	operat�ons	and	�nformat�on	secur�ty,	
as	well	as	the	center’s	pol�c�es	and	procedures.

Available Resources  
on Fusion Center CD

Counter-Terror�sm	Tra�n�ng	Coord�nat�on	Work�ng	Group	
(CTTWG)	Web	s�te,	www.counterterror�smtra�n�ng.gov
Homeland	Secur�ty	Pres�dent�al	D�rect�ve	5	(HSPD-5),	www.
wh�tehouse.gov/news/releases/2003/02/20030228-9.html
Homeland	Secur�ty	Pres�dent�al	D�rect�ve	8	(HSPD-8),		
www.fas.org/�rp/offdocs/nspd/hspd-8.html
Internat�onal	Assoc�at�on	of	Law	Enforcement	Intell�gence	
Analysts	(IALEIA),	www.�ale�a.org/
Internat�onal	Assoc�at�on	of	D�rectors	of	Law	Enforcement	
Standards	and	Tra�n�ng	(IADLEST),	www.�adlest.org/
Minimum	Criminal	Intelligence	Training	Standards	for	
United	States	Law	Enforcement	and	Other	Criminal	Justice	
Agencies,	www.�t.ojp.gov/documents/m�n�mum_cr�m�nal_
�ntel_tra�n�ng_standards.pdf
Nat�onal	Wh�te	Collar	Cr�me	Center	(NW3C),	www.nw3c.org

56	 		More	�nformat�on	about	the	tra�n�ng	opportun�t�es	ava�lable	can	be	
found at the Office for Domestic Preparedness 	
Web	s�te	at	www.ojp.usdoj.gov/odp/.	
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http://www.counterterrorismtraining.gov
http://www.whitehouse.gov/news/releases/2003/02/20030228-9.html
http://www.whitehouse.gov/news/releases/2003/02/20030228-9.html
http://www.fas.org/irp/offdocs/nspd/hspd-8.html
http://www.ialeia.org/
http://www.iadlest.org/
http://www.it.ojp.gov/documents/minimum_criminal_intel_training_standards.pdf
http://www.it.ojp.gov/documents/minimum_criminal_intel_training_standards.pdf
http://www.nw3c.org
http://www.ojp.usdoj.gov/odp/
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Multidisciplinary Awareness and 
Education 
Justification
In	add�t�on	to	tra�n�ng	center	personnel	(see	Gu�del�ne	12),	a	
center	should	prov�de	general	awareness	tra�n�ng	for	all	those	
�nvolved	�n	�ntell�gence,	regardless	of	whether	they	are	ass�gned	
d�rectly	to	the	center.		All	�nvest�gat�ve	or	�ntell�gence	personnel,	
as	well	as	nontrad�t�onal	gatherers	of	�nformat�on—such	as	
fire, emergency management, and health personnel—should 
rece�ve	tra�n�ng.		Personnel	should	be	equ�pped	to	�dent�fy	
susp�c�ous	act�v�t�es	or	threats	and	prov�de	�nformat�on	to	
fus�on	center	personnel,	as	appropr�ate.		Further,	nontrad�t�onal	
partners	should	be	prov�ded	w�th	s�tuat�onal	awareness	tra�n�ng,	
specifically, training that aids in the identification of activities and 
events	that	may	be	related	to	a	cr�m�nal	enterpr�se.		In	add�t�on,	
pol�cymakers	and	leg�slators	should	understand	the	center’s	
m�ss�on	and	goals	�n	order	to	effect�vely	support	center	efforts,	
make	dec�s�ons	regard�ng	fund�ng	and	resource	allocat�on,	and	
respond	appropr�ately	dur�ng	emergenc�es.		Part	of	th�s	process	
�s	develop�ng	outreach	mater�als	and	ensur�ng	that	tra�n�ng	�s	
ongo�ng	and	relevant.		

The	tra�n�ng	object�ves	and	recommended	m�n�mum	cr�m�nal	
�ntell�gence	tra�n�ng	standards	developed	�n	support	of	the	
National	Criminal	Intelligence	Sharing	Plan	(NCISP)	apply	to	th�s	
standard	(also	see	Gu�del�ne	12,	Tra�n�ng	of	Center	Personnel).		
Recommended	m�n�mum	cr�m�nal	�ntell�gence	tra�n�ng	standards	
have been developed for the following training classifications:

Intell�gence	analyst
Intell�gence	manager
Law	enforcement	execut�ve
General law enforcement officer (basic recruit and in-service)
Intelligence officer/collector 
Tra�n-the-tra�ner

Training standards for analysts, officers, and collectors 
should	�nclude	elements	regard�ng	how	to	�dent�fy	and	collect	
�ntell�gence.		In	add�t�on,	the	recommendat�ons	for	managers	
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and	execut�ves	offer	gu�del�nes	and	�nformat�on	perta�n�ng	to	
the importance of intelligence, process collecting, and analyzing 
and	d�ssem�nat�ng	�ntell�gence;	how	to	manage	and	support	
an	�ntell�gence	funct�on;	and	how	to	develop	and	adhere	to	
appropr�ate	pol�c�es.		Nontrad�t�onal	collectors	of	�ntell�gence,	
public safety entities such as fire, health, and agriculture, 
and	the	pr�vate	sector	should	have	awareness	tra�n�ng,	
�nclud�ng	�nformat�on	gather�ng.		Many	local,	state,	and	pr�vate	
organizations provide awareness-level training.  Centers should 
�dent�fy	appropr�ate	tra�n�ng	mechan�sms	and	prov�de	outreach	to	
personnel.	

The	general	publ�c	should	be	knowledgeable	and	prepared.		Th�s	
level	of	publ�c	awareness	and	educat�on	requ�res	a	focused	and	
concentrated	effort.		Opt�ons	for	leadersh�p	to	�nform	the	publ�c	
about	fus�on	centers	�nclude	part�c�pat�on	at	town	hall	meet�ngs,	
c�ty	comm�ss�on	meet�ngs,	or	med�a	�nteract�on	(newspaper	
art�cles,	telev�s�on	news	stor�es).		It	�s	�mportant	�n	order	for	the	
publ�c	to	support	the	fus�on	center	to	understand	�ts	purpose	and	
m�ss�on.

Issues for Consideration
When	rev�ew�ng	awareness	tra�n�ng,	cons�der:

Ta�lor�ng	tra�n�ng	based	on	the	needs	of	�nd�v�dual	personnel	
(i.e., law enforcement officers and executive, public safety, 
and	pr�vate	sector	representat�ves).
Ident�fy�ng	what	elements	�ntell�gence	personnel	need	
regard�ng	center	operat�ons.
Develop�ng	mater�als	and	�ntegrat�ng	outreach	efforts.
Commun�cat�ng	w�th	all	agenc�es	serv�ced	by	the	center	to	
ensure	appropr�ate	tra�n�ng.
Prioritizing the intelligence function to address threats posed 
in specific fusion center jurisdictions.
Integrat�ng	�ntell�gence-led	pol�c�ng	to	support	customer	
needs, define tasks, and prioritize functions. 
Utilizing computer-based training for nontraditional 
information gatherers (e.g., security officers).
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Guideline 13
Provide a multitiered awareness and educational program to implement 
intelligence-led policing and the development and sharing of information.



56	 Fusion Center Guidelines—Developing and Sharing Information in a New Era

Ensur�ng	tra�n�ng	�ncludes	awareness	of	pr�vacy	�ssues	
assoc�ated	w�th	�nformat�on	collect�on,	storage,	and	
d�ssem�nat�on.

Available Resources  
on Fusion Center CD

Counter-Terror�sm	Tra�n�ng	Coord�nat�on	Work�ng	Group	
(CTTWG)	Web	s�te,	www.counterterror�smtra�n�ng.gov
HSAC’s	Intelligence	and	Information	Sharing	Initiative:	
Homeland	Security	Intelligence	and	Information	Fusion	report
Minimum	Criminal	Intelligence	Training	Standards	for	
United	States	Law	Enforcement	and	Other	Criminal	Justice	
Agencies,	www.�t.ojp.gov/documents/m�n�mum_cr�m�nal_
�ntel_tra�n�ng_standards.pdf
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http://www.counterterrorismtraining.gov
http://www.it.ojp.gov/documents/minimum_criminal_intel_training_standards.pdf
http://www.it.ojp.gov/documents/minimum_criminal_intel_training_standards.pdf
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Intelligence Services and Products
Justification
The	major�ty	of	the	�n�t�at�ves	rev�ewed	dur�ng	the	focus	group’s	
processes	operate	24	hours	a	day,	7	days	a	week	and	act	as	a	
clear�nghouse	for	�nformat�on	and/or	�ntell�gence	shar�ng.		The	
�ntell�gence	process	acts	as	the	framework	but	does	not	l�m�t	
�nformat�on	shar�ng	to	�ntell�gence	product	d�ssem�nat�on.		As	
such, personnel utilize the intelligence process while producing 
analyt�cal	serv�ces,	such	as	cr�me-pattern	analys�s,	assoc�at�on	
analysis, telephone-toll analysis, flowcharting, financial analysis, 
and	strateg�c	analys�s.		Fus�on	centers	should	take	�nto	account	
the	needs	and	requ�rements	of	the�r	respect�ve	jur�sd�ct�ons	when	
produc�ng	products	and	serv�ces.

As	a	result	of	shar�ng	�nformat�on	throughout	the	�ntell�gence	
process,	the	�n�t�at�ves	prov�de	an	array	of	�ntell�gence	products,	
such	as	�ntell�gence	reports,	br�efs,	threat	assessments,	charts,	
graphs,	and	mapp�ng.		Thus,	�t	�s	�mportant	that	center	personnel,	
espec�ally	analysts,	be	fam�l�ar	w�th	computer	appl�cat�ons	that	
have	�nformat�on	storage	capab�l�t�es	wh�ch	allow	the	user	to	
sort, query, and filter information; applications for presenting 
information; and applications for linking and flowcharting.  

Some initiatives have compartmentalized their operations 
by	creat�ng	d�v�s�ons,	such	as	�nvest�gat�ons,	�ntell�gence,	
and	adm�n�strat�on.		Th�s	structure	may	ass�st	�n	�dent�fy�ng	
and	ass�gn�ng	respons�b�l�t�es,	as	well	as	hold�ng	personnel	
accountable.		It	�s	�mportant	to	know	who	the	program’s	
customers	are	and	what	types	of	serv�ces	and	products	they	
need.		

Issues for Consideration
It	�s	recommended	that	law	enforcement	�ntell�gence	programs	
produce	both	strateg�c	and	tact�cal	products	to	support	the	
m�ss�on	and	pr�or�t�es	of	the	center.		A	major	purpose	of	
�ntell�gence	analys�s	�s	management	dec�s�on	mak�ng.		Cons�der	
prov�d�ng	the	follow�ng	serv�ces	and	products:

Invest�gat�ve	and	tact�cal	response
Proact�ve	strateg�c	analys�s





Intell�gence	support	for	�nvest�gat�ons
V�sual	�nvest�gat�ve	analys�s
Alerts and notifications
Deconfliction
Target identification
Cr�t�cal	�nfrastructure	analys�s
Tra�n�ng	opportun�t�es
Geospat�al	�mag�ng
Criminal backgrounds and profiles 
Case	correlat�on
Cr�me-pattern	analys�s
Assoc�at�on,	l�nk,	and	network	analys�s
Telephone-toll	analys�s
Flowchart�ng
F�nanc�al	analys�s
Intelligence reports and briefings
Threat	assessments
Terror�sm	calendar

Centers should prioritize their intelligence function, based on 
specific threats in their jurisdictions/regions, and integrate 
intelligence-led policing to support customer needs, define tasks, 
and prioritize functions.  When specific threats are identified, 
centers should partner with agencies and organizations that can 
a�d	�n	analys�s,	e.g.,	computer	analys�s	and	forens�c	analys�s.		
For	example,	�f	a	government	network	has	been	hacked	�nto,	
then	computer	resources	from	law	enforcement	and	the	pr�vate	
sector	may	help	the	�nvest�gat�on	and	analys�s.

Standards for Analytical Products
The	National	Criminal	Intelligence	Sharing	Plan	(NCISP)	
recommends that the agency chief executive officer and 
the	manager	of	�ntell�gence	funct�ons	should	“support	the	
development	of	sound,	profess�onal	analyt�c	products	
(�ntell�gence).”		One	way	to	accompl�sh	th�s	�s	to	recommend	
that	products	meet	substant�ve	cr�ter�a.		The	Internat�onal	
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Guideline 14
Offer a variety of intelligence services and products to customers.



58	 Fusion Center Guidelines—Developing and Sharing Information in a New Era

Assoc�at�on	of	Law	Enforcement	Intell�gence	Analysts’	(IALEIA)	
Law	Enforcement	Analytic	Standards	booklet	prov�des	standards	
for	analys�s	that	correspond	to	the	�ntell�gence	process.		These	
standards	focus	on:

Plann�ng
D�rect�on
Collect�on
Legal	constra�nts
Evaluat�on
Collat�on
Analyt�c	accuracy
Computerized analysis
Analyt�c	product	content
Analyt�c	outcomes
D�ssem�nat�on	plan
Analyt�c	report
Analyt�c	product	format
Analyt�c	test�mony
Data	source	attr�but�on
Analyt�c	feedback
Analyt�c	product�on	evaluat�on

It is recommended that analysts or individuals fulfilling the 
analyt�c	funct�on	adhere	to	the	standards	outl�ned	�n	the	booklet.		
A	copy	of	the	booklet	�s	�ncluded	on	the	resource	CD.	

Infrastructure Assessment and 
Resources
A significant role for any fusion center concerned with homeland 
secur�ty,	�s	track�ng	cr�t�cal	�nfrastructure	and	assess�ng	
the	l�kel�hood	of	�t	be�ng	the	target	of	a	terror�st	attack.		It	�s	
�mperat�ve	that	there	�s	collaborat�on	between	center	personnel	
and	pr�vate	sector	partners	when	r�sk	assessments	are	be�ng	
conducted	regard�ng	the	pr�vate	sector.		The	pr�vate	sector	
has	deta�led	knowledge	of	�ts	�nformat�on,	processes,	and	
�nfrastructure,	and	�ts	subject-matter	experts	and	secur�ty	
personnel	can	�dent�fy	accurate	and	comprehens�ve	r�sks.		Fus�on	
centers may also analyze risks within the jurisdiction, including 
those	r�sks	assoc�ated	w�th	publ�c	safety	and	pr�vate	secur�ty.		
R�sk	assessments,	when	performed	�n	conjunct�on	w�th	pr�vate	
sector	secur�ty	and	subject-matter	experts,	w�ll	a�d	the	center	�n	
�dent�fy�ng	key	�nfrastructure	when	threats	are	present.		Fus�on	
centers	may	also	be	tasked	w�th	catalog�ng	cr�t�cal	�nfrastructure;	
develop�ng	a	methodology	to	track	�ntell�gence	relat�ng	to	threats,	
explo�table	vulnerab�l�t�es,	and	the	consequences	of	loss	of	those	
fac�l�t�es;	ma�nta�n�ng	and	shar�ng	w�th	partners	a	l�st	of	spec�al	
events	that	may	pose	a	threat	(e.g.,	h�gh	v�s�b�l�ty	and	large	
crowds);	and	develop�ng	a	mechan�sm	to	update	th�s	�nformat�on	
regularly.		
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Center personnel must utilize the relationships between 
regulatory	government	agenc�es	and	the	pr�vate	sector	when	
conduct�ng	r�sk	assessments,	these	relat�onsh�ps	have	already	
been established and expertise identified.  For the nonregulated 
industry, center personnel should meet with industry officials to 
�dent�fy	the	cr�t�cal	�nfrastructure	and	what	�s	ava�lable.		These	
meet�ngs	w�ll	also	lay	the	foundat�on	for	develop�ng	trusted	
relat�onsh�ps	w�th	subject-matter	experts.		The	fus�on	center	
should	be	aware	that	�nformat�on	gathered	by	regulatory	
agenc�es	may	be	protected	by	regulat�ons	and,	therefore,	not	be	
subject	to	d�ssem�nat�on.

In	add�t�on,	the	center	may	develop	assessments	of	the	
vulnerab�l�t�es	and	secur�ty	protocols	for	cr�t�cal	fac�l�t�es.		Th�s	
may	range	from	s�mply	ma�nta�n�ng	the	assessments	completed	
by	others	to	actually	part�c�pat�ng	�n	on-s�te	assessments.		E�ther	
way,	�t	�s	�mportant	that	the	center	rece�ve	r�sk	assessments	to	
aid in threat identification and prevention.  The fusion center may 
cons�der	work�ng	w�th	the	area	Jo�nt	Terror�sm	Task	Force	(JTTF),	
Ant�-Terror�sm	Adv�sory	Counc�l	(ATAC),	Informat�on	Shar�ng	and	
Analys�s	Center	(ISAC),	and	the	U.S.	Department	of	Homeland	
Secur�ty	(DHS),	�nclud�ng	the	USP3	portal,	as	well	as	other	
state	and	local	author�t�es,	to	des�gn	and	�mplement	operat�onal	
res�l�ency	object�ves	to	�nclude	protect�ve	measures	that	m�t�gate	
vulnerab�l�t�es.		Included	�n	the	resource	documents	�s	a	sect�on	
from	the	Flor�da	Department	of	Law	Enforcement	(FDLE)	
Terrorism	Protection	Manual	that	covers	cr�t�cal	�nfrastructure	
assessments.  Industry-specific subject-matter experts should be 
used to aid in infrastructure assessments and the identification 
of	r�sks	assoc�ated	w�th	the	pr�vate	sector.		Subject-matter	
experts	have	the	knowledge	and	tra�n�ng	to	�dent�fy	and	assess	
cr�t�cal	�nfrastructure	assoc�ated	w�th	the	pr�vate	�ndustry	and	are	
valuable	assets	for	fus�on	centers.		Furthermore,	work�ng	w�th	
subject-matter	experts	w�ll	demonstrate	cont�nued	collaborat�on	
between	pr�vate	�ndustr�es	and	fus�on	centers	and	w�ll	foster	trust	
and	the	creat�on	of	successful	partnersh�ps.		If	fus�on	centers	
are	tasked	w�th	conduct�ng	cr�t�cal	�nfrastructure	assessments,	
every	effort	should	be	made	to	protect	the	results	of	these	
assessments.		Th�s	�nformat�on	�s	sens�t�ve	and	must	not	be	
released to nonauthorized personnel.  Center management 
should	be	aware	of	local,	state,	and	federal	laws	regard�ng	the	
stor�ng	and	release	of	th�s	�nformat�on.

The DHS Office of Preparedness and Office of Intelligence 
and	Analys�s	(OPOIA)	helps	deter,	prevent,	and	m�t�gate	
consequences in “all-hazard” environments, assessing threats, 
explo�table	vulnerab�l�t�es,	and	consequences.		Developed	as	a	
result	of	the	Cr�t�cal	Infrastructure	Informat�on	Act,	the	OPOIA	can	
a�d	centers	w�th	assessments,	r�sk	analys�s,	and	comp�lat�ons	of	
cr�t�cal	�nfrastructure	assets.		More	�nformat�on	regard�ng	these	
programs	can	be	v�ewed	at	www.dhs.gov.

Available Resources  
on Fusion Center CD

DHS’s	National	Response	Plan,	December	2004
Terrorism	Protection	Manual,	FDLE,	February	28,	2003
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http://www.dhs.gov
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Guideline 15
Develop, publish, and adhere to a policies and procedures manual.

Policies and Procedures 
Justification
Fusion centers should use a formalized policies and procedures 
manual.		A	comprehens�ve	manual	offers	a	number	of	
advantages.57		It	demonstrates	that	the	center	has	prov�ded	
d�rect�on	to	�ts	employees	and	that	personnel	follow	approved	
procedures	�n	carry�ng	out	the�r	dut�es.		In	add�t�on,	pol�c�es	and	
procedures	�nd�cate	that	the	govern�ng	body	has	been	proact�ve	
�n	plann�ng,	�nstead	of	react�ve	or	wa�t�ng	unt�l	an	�nc�dent	
occurs	to	wr�te	pol�cy.		The	pol�c�es	and	procedures	manual	�s	
the	foundat�on	for	commun�cat�ons	w�th�n	the	center	and	among	
personnel.		By	develop�ng,	publ�sh�ng,	and	adher�ng	to	a	pol�c�es	
and	procedures	manual,	the	expectat�ons	for	personnel	are	
outl�ned,	creat�ng	cons�stency	and	accountab�l�ty	wh�le	reduc�ng	
l�ab�l�ty	and	enhanc�ng	overall	profess�onal�sm.		A	pol�c�es	and	
procedures	manual	also	serves	as	a	central	repos�tory	for	all	
center	d�rect�ves.		It	�s	�mportant	for	personnel	to	eas�ly	locate	the	
center’s	most	recent	procedures.

Issues for Consideration
When	des�gn�ng	a	pol�c�es	and	procedures	manual,	cons�der:58

Outl�n�ng	the	roles	and	respons�b�l�t�es	of	all	part�es	�nvolved.
Includ�ng	language	that	�nformat�on	should	only	be	used	for	
cr�m�nal	�nvest�gat�ons.
Includ�ng	the	center’s	m�ss�on,	goals,	object�ves,	pol�c�es,	
procedures,	rules,	and	regulat�ons.
Ta�lor�ng	the	manual	to	meet	the	needs	of	the	center.
Ensur�ng	personnel	have	easy	access	to	the	manual.		
Prov�d�ng	employees	a	copy	of	the	manual	and/or	prov�d�ng	
an	onl�ne	manual.
Using a standardized format to allow for easy reading, filing, 
retr�ev�ng,	and	correct�ng.

57	 		M�chael	Carpenter,	M.A.,	M.A.T.,	“Put	It	�n	Wr�t�ng:	The	Pol�ce	Pol�cy	
Manual,”	FBI	Law	Enforcement	Bulletin,	Vol.	69,	No.	10,	October	2000.	
58	 		Ib�d.	
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Implement�ng	an	annual	rev�ew	of	center	d�rect�ves	and	
purg�ng	or	rev�s�ng	outdated	pol�c�es	and	procedures.
Establ�sh�ng	a	contractor’s	code	of	conduct.
C�t�ng	of	the	pol�cy	and	procedures	manual	�n	the	
Memorandum	of	Understand�ng	(MOU)	and	Non-D�sclosure	
Agreement	(NDA)	(Gu�del�ne	5).
Outl�n�ng	how	and	from	whom	�ntell�gence	requ�rements	
are	determ�ned;	e.g.,	the	pr�vate	sector	has	�ntell�gence	
requ�rements	for	protect�on	of	�ts	fac�l�t�es.
Ensur�ng	understand�ng	of	and	compl�ance	w�th	local	and	
state confidentiality laws and how to appropriately safeguard 
data.
C�t�ng	pr�vacy	pol�c�es	(local,	state,	and	federal),	�nclud�ng	the	
separat�on	of	�nformat�on,	to	ensure	understand�ng	of	and	
compl�ance	w�th	the	pr�vacy	gu�del�ne.

Suggested Policies and Procedures
Beg�n	by	�dent�fy�ng	ex�st�ng	gu�del�nes,	statutes,	pol�c�es,	and	
procedures	that	affect	center	operat�ons	and	ensure	adherence	
to	regulat�ons,	such	as	28	CFR	Part	23	and	the	Cr�t�cal	
Infrastructure	Informat�on	Act.		Personnel	should	be	tra�ned	on	
and	understand	all	center	processes	and	pol�c�es	and	procedures	
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and	adhere	to	them	at	all	t�mes.		Areas	that	may	requ�re	pol�c�es	
and	procedures	�nclude:

Intell�gence	process	(see	Gu�del�ne	1,	NCISP).
Intell�gence	collect�on	requ�rements.
Secur�ty	for	data,	fac�l�ty,	personnel,	and	systems	(for	more	
�nformat�on,	see	Secur�ty	(Gu�del�ne	9);	Fac�l�ty,	Locat�on,	and	
Phys�cal	Infrastructure	(Gu�del�ne	10);	and	Human	Resources	
(Gu�del�ne	11).
Commun�cat�ons	(for	more	�nformat�on,	see	Interconnect�v�ty	
[Gu�del�ne	7]).
Pr�vacy	(for	more	�nformat�on,	see	Gu�del�ne	8,	Pr�vacy	and	
C�v�l	L�bert�es).
Accountab�l�ty	and	rev�ew.
Sanct�ons	and	v�olat�ons	of	pol�c�es	and	procedures.

28 CFR Part 23
Agenc�es	that	use	federal	funds	to	set	up	or	ma�nta�n	a	
cr�m�nal	�ntell�gence	database	(and	share	�nformat�on	between	
jur�sd�ct�ons)	may	need	to	comply	w�th	the	regulat�ons	of	28	
CFR	Part	23.		The	regulat�ons	requ�re	agenc�es	to	have	pol�c�es	
and	procedures	�n	place	regard�ng	�ntell�gence	operat�ons.		The	
specifics of the policies are left to the individual agencies.  A copy 
of	th�s	regulat�on	�s	�ncluded	on	the	accompany�ng	resource	CD.		
Add�t�onal	�nformat�on	may	also	be	found	at	www.��r.com/28cfr.		
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In	add�t�on	to	the	regulat�ons	of	28	CFR	Part	23,	the	National	
Criminal	Information	Sharing	Plan (NCISP) also recognizes 
the	follow�ng	documents	and	gu�del�nes	for	creat�ng	and	
�mplement�ng	a	pol�c�es	and	procedures	manual:		the	Law	
Enforcement	Intelligence	Unit	(LEIU)	Criminal	Intelligence	File	
Guidelines	and	the	Justice	Information	Privacy	Guideline.	

Available Resources  
on Fusion Center CD

28	CFR	Part	23,	www.��r.com/28cfr/Overv�ew.htm
Evaluation	Checklists	for	Intelligence	Units,	Paul	R.	Roger
IACP’s	Criminal	Intelligence	Model	Policy
Law	Enforcement	Intell�gence	Un�t’s	(LEIU)	Criminal	
Intelligence	File	Guidelines,	http://�t.ojp.gov/documents/LEIU_
Cr�m_Intell_F�le_Gu�del�nes.pdf
Justice	Information	Privacy	Guideline,	www.ncja.org/pdf/
pr�vacygu�del�ne.pdf
Privacy	Policy	Development	Guide,	http://�t.ojp.gov/
documents/Pr�vacy_Gu�de_F�nal.pdf
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http://www.iir.com/28cfr
http://www.iir.com/28cfr/Overview.htm
http://it.ojp.gov/documents/LEIU_Crim_Intell_File_Guidelines.pdf
http://it.ojp.gov/documents/LEIU_Crim_Intell_File_Guidelines.pdf
http://www.ncja.org/pdf/privacyguideline.pdf
http://www.ncja.org/pdf/privacyguideline.pdf
http://it.ojp.gov/documents/Privacy_Guide_Final.pdf
http://it.ojp.gov/documents/Privacy_Guide_Final.pdf
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Guideline 16
Define expectations, measure performance, and determine effectiveness.

Center Performance Measurement 
and Evaluation
Justification
It	�s	�mportant	to	have	a	process	that	systemat�cally	rev�ews	
performance.		Performance	measurement	rev�ew	�s	cr�t�cally	
important to the health of an organization.  The review must 
accurately reflect existing performance and operate to initiate 
�mprovement.		Rev�ew�ng	an	ent�ty’s	object�ves	�s	requ�red	to	
ensure	�ntegr�ty	of	the	measurement	process	and	to	just�fy	
continued investment in the organization or project.  An effective 
and verifiable performance measurement-and-review process 
can	address	these	concerns.		The	performance	measures	
addressed	under	th�s	standard	refer	to	the	center’s	performance,	
not	those	of	an	�nd�v�dual.		Personnel	�ssues	are	addressed	under	
Gu�del�ne	11,	Human	Resources.	

Due	to	the	un�que	structure	of	fus�on	centers,	trad�t�onal	law	
enforcement	performance	measures	may	not	adequately	gauge	
center	performance.		Performance	measures	should	be	des�gned	
based	on	the	center’s	core	m�ss�on,	goals,	and	object�ves	and	
should reflect services generated from all areas of the center.  It 
�s	also	�mportant	to	note	that	performance	measures	and	fund�ng	
are	often	related.		Management	should	cons�der	th�s	relat�onsh�p	
when	develop�ng	measures	and	rev�ew�ng/subm�tt�ng	fund�ng	
requests.		Performance	measures	offer	quant�tat�ve	val�dat�on	
for	management	and	pol�cymakers	regard�ng	the	effect�veness	
of	the	fus�on	center.		Furthermore,	performance	measures	may	
demonstrate	to	law	enforcement,	publ�c	safety,	and	the	pr�vate	
sector	the	effect�veness	of	hous�ng	a	mult�d�sc�pl�nary	�ntell�gence	
funct�on	�n	one	locat�on,	wh�ch	may	result	�n	cont�nued	fund�ng	for	
the	center.

Centers	m�ght	also	cons�der	develop�ng	an	evaluat�on	process,	
wh�ch	d�ffers	from	performance	measurement.		Performance	
measures	assess	center	serv�ces	and	accompl�shment	of	�ts	
mission.  Evaluation, on the other hand, reflects judgments 
regard�ng	the	adequacy,	appropr�ateness,	and	success	of	a	
part�cular	serv�ce	or	act�v�ty.59		In	other	words,	performance	

59	 		Charles	R.	McClure,	Performance	Measures,	School	of	Informat�on	
Stud�es,	Syracuse	Un�vers�ty,	1996.

measures	focus	on	the	“what”	wh�le	evaluat�on	focuses	on	the	
“why.”

Issues for Consideration
When	establ�sh�ng	performance	measures	and	evaluat�ng	
effect�veness,	cons�der:

Defining the expected performance.
Develop�ng	outputs	and	outcomes	that	measure	the	expected	
performance.
Coord�nat�ng	the	development	and	rev�ew	of	measures	and	
performance	w�th	part�c�pat�ng	agenc�es.
Developing meaningful relevant and quantifiable measures.
Creat�ng	measures	that	are	based	on	val�d	and	rel�able	data.

Val�d�ty—ask	the	quest�on:	“Does	the	�nformat�on	actually	
represent	what	we	bel�eve	�t	represents?”
Rel�ab�l�ty—ask	the	quest�on:		“Is	the	source	of	the	
�nformat�on	cons�stent	and	dependable?”

Creat�ng	both	�nternal	and	external	measures	where	�nternal	
measures	perta�n	to	adm�n�strat�ve	purposes.
Establ�sh�ng	reasonable	standards	and	targets.
Leverag�ng	wh�ch	systems	and	databases	stat�st�cally	capture	
data.	
Utilizing automation to capture, store, and report 
performance.
Report�ng	and	rev�ew�ng	on	performance	regularly	(�.e.,	
board	or	managers’	meet�ngs)	and	adjust�ng	operat�ons,	as	
appropr�ate.
Publicizing performance to the public, policymakers, and 
customers.
Creat�ng	accountab�l�ty	and	deterr�ng	the	consequences	for	
not	meet�ng	targets.
Survey�ng	customers.
Integrat�ng	feedback	and	suggest�ons	�nto	fus�on	center	
operat�ons.
Develop�ng	a	strateg�c	plan	to	gu�de	operat�ons.
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Cont�nually	evaluat�ng	performance	measures	to	extend	
beyond	the	cr�m�nal	just�ce	�nformat�on	shar�ng	env�ronment,	
to	�nclude	publ�c	safety	and	the	pr�vate	sector.
L�a�s�ng	w�th	the	U.S.	Department	of	Homeland	Secur�ty	
(DHS), Office of State and Local Government Coordination 
and	Preparedness,	regard�ng	the	Target	Capab�l�t�es	L�st.

Elements of Good Performance 
Measures
Generally	accepted	gu�del�nes	for	develop�ng	performance	
measures	�nclude:

Using standard terms and definitions.
Gaug�ng	progress	towards	agency	goals	and	benchmarks	or	
other	h�gh-level	outcomes.
Focus�ng	on	key	�ssues.
Hav�ng	reasonable	targets.
Bas�ng	on	accurate	and	rel�able	data.
Be�ng	eas�ly	understood	and	measur�ng	performance	�n	a	
s�ngle	area.
Be�ng	t�mely.
L�m�t�ng	subject�v�ty—be�ng	object�ve.




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Using Performance Measures
Once	performance	measures	are	developed,	basel�ne	data	w�ll	
need to be obtained during the first year of operation.  Baseline 
data	ass�sts	managers	�n	determ�n�ng	the	standards	for	future	
years.  Measures should reflect center goals and be quantifiable.  
Standards	should	be	challeng�ng	to	ach�eve	but	also	real�st�c.		
Management	should	rev�ew	performance	regularly	and	�nform	
center	personnel	of	progress.		By	keep�ng	employees	�nformed	
and	�nvolv�ng	them	�n	the	performance-measure	process,	they	
w�ll	be	mot�vated	to	work	collect�v�ty	to	reach	targeted	goals.		
Performance	measures	can	be	t�ed	to	fund�ng	and	resource	
requests and have a significant impact on support and future 
endeavors.	

Available Resources  
on Fusion Center CD

Office of Management and Budget, www.omb.gov
Target	Capab�l�t�es	L�st,	Vers�on	1.1,	www.ojp.usdoj.gov/odp/
docs/TCL1_1.pdf





http://www.omb.gov
http://www.ojp.usdoj.gov/odp/docs/TCL1_1.pdf
http://www.ojp.usdoj.gov/odp/docs/TCL1_1.pdf
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Guideline 17
Establish and maintain the center based on funding  
availability and sustainability.

Funding 
Justification
Fund�ng	�s	cr�t�cal	to	establ�sh�ng	fus�on	centers,	d�rectly	
�mpact�ng	a	center’s	longev�ty	and	ab�l�ty	to	effect�vely	and	
efficiently operate.  Often, new initiatives receive start-up funds 
through	government	programs	and/or	grants.		Th�s	seed	money	
�s	an	excellent	means	of	beg�nn�ng	new	projects	or	programs.		
Unfortunately,	some	efforts	end	because	�n�t�al	fund�ng	has	been	
spent and no additional funding was identified or obtained to 
cont�nue	the	project.		For	the	long	term,	�t	�s	essent�al	that	centers	
take	respons�b�l�ty	for	fund�ng	to	ensure	susta�nab�l�ty.		Fus�on	
centers	that	have	been	surveyed	regard�ng	the�r	ongo�ng	needs	
repeatedly	c�te	fund�ng	as	a	pr�or�ty	�n	the	development	and	
susta�nment	of	the	center.60		It	�s	recommended	that	management	
�dent�fy	the	needs	of	the	center	and	�dent�fy	ava�lable	fund�ng	
sources	from	local,	state,	federal,	and	nongovernmental	sources.

Fus�on	center	leadersh�p	should	seek	to	l�nk	the	performance	
of	the	center	to	fund�ng.		As	seed	money	ends,	performance	
measures	may	be	an	effect�ve	tool	for	fus�on	centers	to	use	�n	
securing funding.  Performance measures that cover notifications 
and	�ntell�gence	serv�ces	and	products	demonstrate	the	success	
and	return	on	�nvestment	of	a	fus�on	center.	

Issues for Consideration
When	rev�ew�ng	fund�ng	needs	and	sources,	cons�der:

Bas�ng	fund�ng	on	center	pr�or�t�es.
Leverag�ng	ex�st�ng	resources/fund�ng	from	part�c�pat�ng	
ent�t�es.
Ensur�ng	resource	comm�tment	of	part�c�pat�ng	ent�t�es	�s	
addressed	�n	the	Memorandum	of	Understand�ng	(MOU).
Identifying supplemental funding sources (i.e., seized assets/
forfe�tures,	local	and	state	government	appropr�at�ons,	state	
and	federal	grants,	and	pr�vate	sources).
Establ�sh�ng	an	operat�onal	budget.	

60	 	NGA,	Center	for	Best	Pract�ces,	“State	Intell�gence	Fus�on	Centers:	
Recent	State	Act�ons,”	2005.


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Adher�ng	to	report�ng	requ�rements	(�.e.,	annual	report).
Ensur�ng	fus�on	center	susta�nab�l�ty.
Ident�fy�ng	return	on	�nvestment	for	fus�on	center	partners	
(e.g., defining what partners will receive as a result of 
part�c�pat�on).

Center Expenses
To	effect�vely	operate	a	fus�on	center,	a	number	of	cost	elements	
must be identified and addressed in a budget.  Some of these 
expenses	can	be	shared	among	part�c�pat�ng	agenc�es.		The	
follow�ng	�s	a	sample	l�st	of	budgetary	expenses	that	w�ll	requ�re	
fund�ng:

Salary
Veh�cles
Equ�pment
Suppl�es/commod�t�es
Fac�l�ty
Furn�sh�ngs
Informat�on	technology	support
Commun�cat�on	equ�pment
Tra�n�ng
Travel
Contractual	(cop�er,	del�very)
Pr�nt�ng
Phys�cal	secur�ty	(personnel,	sensors,	spec�al	rooms	for	
federally classified information, and related systems)
Communications (high-bandwidth, federally classified 
�nformat�on)

Available Resources  
on Fusion Center CD

Summary	of	Fund�ng	Resources
The U.S. Government’s Official Web Portal, www.firstgov.gov
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http://www.firstgov.gov


64	 Fusion Center Guidelines—Developing and Sharing Information in a New Era



	 Fusion Center Guidelines—Developing and Sharing Information in a New Era	 65

Communications Plan
Justification
Commun�cat�on	�s	essent�al	to	fus�on	center	operat�ons.		Fus�on	
center	leadersh�p	must	be	able	to	commun�cate	w�th	center	
personnel	and	representat�ves,	should	the	need	ar�se.		W�th	
the	�nclus�on	of	publ�c	safety	and	pr�vate	sector	partners,	
commun�cat�on	needs	become	complex.		Publ�c	safety	and	
pr�vate	sector	ent�t�es	may	not	always	be	present	�n	the	fus�on	
center	da�ly	act�v�t�es	but	are	key	partners	�n	�ts	operat�on.		W�th	
a	var�ety	of	commun�cat�on	opt�ons,	centers	should	develop	
levels	of	commun�cat�on,	backup	commun�cat�on	procedures,	
and	emergency	contact	protocols.		S�nce	September	11,	
there	has	been	a	focus	on	�nteroperab�l�ty	w�th�n	the	law	
enforcement community and among first responders (e.g., fire 
and	EMS).		It	�s	�mportant	to	have	�nteroperab�l�ty	between	fus�on	
center	representat�ves.		If	commun�cat�ons	systems	are	not	
�nteroperable,	the	effort	w�ll	be	fut�le.		The	general	publ�c	�s	also	
an	�ntegral	part	of	the	commun�cat�ons	plan.		They	may	report	
�nformat�on	and	events	to	the	fus�on	center,	and	�n	the	event	of	a	
terror�st	attack	or	cr�me	�nc�dent,	the	publ�c	must	be	kept	�nformed	
of	the	s�tuat�on.

Var�ous	types	of	commun�cat�on	�nclude:

E-ma�l	
Electronic notification to pagers and cell phones
Hard	l�ne	telephone	
Secured	l�ne	telephone	
Satell�te	telephone
Fax	mach�ne
V�deo	teleconferenc�ng
Handheld	rad�o
Password-protected	Web	page	for	post�ng	�nformat�on
Face-to-face
Alert notification systems
W�-F�
Mesh	networks
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
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Personnel	and	partners	w�th�n	the	fus�on	center	should	be	aware	
of	the	d�fferent	types	of	�nformat�on	that	may	be	commun�cated	
w�th�n	the	fus�on	center,	�nclud�ng	publ�c,	sens�t�ve,	propr�etary,	
and secret.  These different classification types should determine 
how	fus�on	centers	share	�nformat�on.		Fus�on	center	personnel	
should have a clear understanding of what the classifications are 
and	how	they	apply	to	�nformat�on	shar�ng.

When	fus�on	centers	develop	a	commun�cat�ons	plan,	leadersh�p	
should	ant�c�pate	that	�n	the	event	of	a	terror�st	attack	or	large-
scale	emergency,	phone	l�nes	w�ll	qu�ckly	be	t�ed	up	or	d�sabled	
and	phone	serv�ce	lost;	therefore,	alternate	commun�cat�on	
means	should	be	�ncluded	�n	the	commun�cat�ons	plan.		For	
example,	�f	landl�ne	and	all	phone	vo�ce	c�rcu�ts	are	jammed,	the	
use	of	text	messag�ng	may	be	a	v�able	opt�on.		S�m�larly,	�f	power	
�s	ava�lable	and	vo�ce	c�rcu�ts	are	jammed,	Internet	messag�ng	
can be utilized.  The communications plan should also include 
personnel	recall	procedures	and,	for	those	ent�t�es	that	do	not	
supply	a	full-t�me	member	to	the	fus�on	centers,	l�a�son	call-out	
procedures.

Fusion centers should identify a public information officer (PIO) 
to	a�d	�n	the	coord�nat�on	of	publ�c	and	med�a	�nqu�r�es	�nto	the	
fus�on	center.		In	the	event	of	a	d�saster	(man-made	or	natural),	
a	PIO	w�ll	a�d	�n	ensur�ng	that	fus�on	center	staff	are	not	h�ndered	
from	conduct�ng	the�r	dut�es	and	red�rected	to	answer�ng	med�a	
quer�es.		A	PIO	may	also	perform	�n	a	proact�ve	awareness	
capac�ty,	�nform�ng	the	med�a	and	the	publ�c	of	ongo�ng	
operat�ons	and	success	stor�es	w�th�n	the	fus�on	center.

Issues for Consideration
When	�dent�fy�ng	commun�cat�ons	needs,	cons�der:

Determ�n�ng	how	fus�on	center	components	w�ll	commun�cate	
dur�ng	a	d�saster.
Ident�fy�ng	an	alternat�ve	power	source	for	commun�cat�ons	
when	trad�t�onal	ut�l�t�es	are	unava�lable.
Creat�ng	a	t�er	system	for	commun�cat�ons	based	on	threat	
level.
Ensur�ng	the	ex�st�ng	commun�cat�on	capab�l�t�es	between	
components	and	ent�t�es	are	�nteroperable.









Guideline 18
Develop and implement a communications plan within the fusion center; 
among all involved law enforcement, public safety, and private sector 
agencies and entities; and with the general public.
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Ensur�ng	that	all	ent�t�es	have	appropr�ate	commun�cat�on	
tools	(e.g.,	v�deo-teleconferenc�ng	equ�pment,	pagers,	or	cell	
phones	w�th	text-messag�ng	capab�l�t�es).
Incorporating current communications plans that are utilized 
by	law	enforcement	and	emergency	serv�ces	(�nclud�ng	
hospitals, EMS, and fire).
Obta�n�ng	a	cache	of	rad�os	for	fus�on	center	personnel	to	use	
�n	emergency	s�tuat�ons.
If	the	commun�cat�ons	plan	�ncludes	rad�o	commun�cat�on,	
meet�ng	w�th	law	enforcement	to	�dent�fy	a	fus�on	center	rad�o	
channel	(e.g.,	spec�al	events	channel	or	spec�al	operat�ons	
channel).
Sett�ng	as�de	a	phone	l�ne	only	access�ble	to	fus�on	
center	personnel	and	partner�ng	ent�t�es	for	emergency	
commun�cat�ons.




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Includ�ng	a	sect�on	that	addresses	test�ng	the	plan	to	ensure	
operab�l�ty	and	ma�ntenance	of	current	contact	�nformat�on	for	
fus�on	center	part�c�pants.
Creat�ng	redundancy	�n	the	commun�cat�ons	plan.
In	advance	of	an	emergency,	consult�ng	w�th	the	local	
telephone	prov�der	about	ava�lable	backup	and	alternat�ve	
commun�cat�ons	opt�ons	for	the	fus�on	center,	�nclud�ng	
mob�le	cellular	s�tes.
Equ�pp�ng	the	center	w�th	a	satell�te	phone	to	ensure	
commun�cat�on	beyond	the	local	rad�o	net	when,	�n	an	
emergency,	standard	connect�v�ty	�s	lost.

Available Resources  
on Fusion Center CD

State	and	Local	Guide	(SLG)	101:	Guide	for	All-Hazard	
Emergency	Operations	Planning,	Chapter	4,	http://www.fema.
gov/pdf/plan/4-ch.pdf
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http://www.fema.gov/pdf/plan/4-ch.pdf
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Next Steps

Fusion centers should strive to institutionalize the relationships 
establ�shed	w�th	�ts	law	enforcement,	publ�c	safety,	and	pr�vate	
sector	partners.		It	�s	through	these	relat�onsh�ps	that	the	center	
w�ll	be	truly	effect�ve	�n	the	prevent�on	and	deterrence	of	cr�me	
and terrorism.  As relationships are institutionalized, mistrust 
and	fear	of	�nformat�on	d�sclosure	w�ll	d�m�n�sh	and	effect�ve	and	
efficient information and intelligence sharing will be seamless.  
Furthermore,	�n	the	event	of	a	d�saster	or	major	cr�me	�nc�dent,	
these	relat�onsh�ps	w�ll	be	v�tal	�n	successfully	�nvest�gat�ng	the	
cr�me	or	gett�ng	essent�al	serv�ces	back	onl�ne.		In	order	for	
the relationships within the fusion center to be institutionalized, 
fus�on	center	governance	should	have	ongo�ng	d�alogue	w�th	
publ�c	and	pr�vate	sector	leadersh�p	and	agency	heads.		Fus�on	
centers	should	become	�nvolved	�n	ex�st�ng	�ndustry	networks	

and organizations, such as credit card fraud networks.  Through 
these	establ�shed	networks,	fus�on	centers	can	demonstrate	
effect�veness	�n	us�ng	the	�ntell�gence	and	fus�on	processes.

Tra�n�ng	must	also	occur	between	center	personnel	and	the�r	
publ�c	and	pr�vate	partners	for	successful	�ntegrat�on.		Th�s	
tra�n�ng	�ncludes	awareness	of	the	�ntell�gence	and	fus�on	
processes,	the	types	of	�nformat�on	and	�ntell�gence	cruc�al	to	
cr�me	prevent�on,	the	funct�on	of	the	fus�on	center	and	how	
�t	operates,	and	an	understand�ng	of	the	types	of	�nformat�on	
that	the	publ�c	and	pr�vate	sector	ent�t�es	can	prov�de	to	the	
center.		Fus�on	center	tra�n�ng	should	also	�nclude	jo�nt	tabletop,	
funct�onal,	and	full-scale	exerc�ses	w�th	law	enforcement,	publ�c	
safety,	and	pr�vate	sector	partners.		These	exerc�ses	w�ll	a�d	
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�n	�dent�fy�ng	the	role	and	the	�nformat�on	requ�rements	of	both	
the	fus�on	center	and	the	components	and	w�ll	also	test	the	
commun�cat�ons	plan.

Fus�on	centers	represent	a	capab�l�ty	for	law	enforcement,	
publ�c	safety,	and	pr�vate	sector	ent�t�es	to	securely	develop	and	
share	�nformat�on	and	�ntell�gence	�n	an	�nnovat�ve,	effect�ve,	
and efficient manner.  Many of the issues impacting fusion 
centers have been addressed in this report, specifically those 
affect�ng	the�r	�ntell�gence	funct�on.		Unden�ably,	as	centers	
are	establ�shed,	add�t�onal	�ssues	w�ll	ar�se,	best	pract�ces	w�ll	
emerge, and future needs will be identified.  This document is 
not	meant	to	be	all	�nclus�ve;	�nstead,	the	recommendat�ons	
conta�ned	here�n	are	the	foundat�on	for	a	much	larger	and	
complex	enterpr�se.		As	th�s	process	cont�nues,	the	members	of	
the	three	focus	groups	rema�n	comm�tted	to	shar�ng	�nformat�on	
about	fus�on	center	development,	operat�ons,	and	serv�ces	
w�th	all	levels	of	law	enforcement.		Further	developments	and	
materials will be provided on the Office of Justice Programs 
(OJP)	Web	s�te	at	www.�t.ojp.gov.

As	recommended	�n	th�s	report,	fus�on	centers	should	be	
establ�shed	�n	all	states	to	allow	for	the	max�mum	capab�l�ty	of	
�ntell�gence	and	�nformat�on	exchange.		Although	these	gu�del�nes	
are	not	meant	to	be	mandatory,	focus	group	members	urge	
fund�ng	agenc�es	and	others	to	promote	and	adhere	to	these	
m�n�mum	gu�del�nes.

Mov�ng	from	a	react�ve	response	approach	to	a	proact�ve	and	
prevent�ve	approach	w�ll	�mprove	law	enforcement’s	ab�l�ty	to	
detect	and	prevent	cr�me	and	publ�c	safety	personnel’s	capab�l�ty	
to	respond	to	emergenc�es.		The	fus�on	center	concept	�s	an	
opportun�ty	to	br�ng	together	cr�t�cal	resources	and	produce	
mean�ngful	�nformat�on	and	�ntell�gence	for	d�ssem�nat�on	to	
the	r�ght	people	at	the	r�ght	t�me	for	the	r�ght	reasons.		Through	
collect�ve	and	collaborat�ve	�mplementat�on,	the	center,	�ts	
personnel, and the citizens the center serves will benefit.

A key benefit of fusion centers is minimizing duplication.  The 
U.S.	Department	of	Homeland	Secur�ty	(DHS),	the	U.S.	
Department of Justice (DOJ), and the states must be cognizant 
of	ex�st�ng	fus�on	centers	and	those	currently	under	development	
(�nclud�ng	the	Urban	Area	Secur�ty	In�t�at�ve	[UASI]	reg�ons)	and	
leverage	and	enhance	the	centers	that	currently	ex�st.	

D�str�but�on	of	the	Fusion	Center	Guidelines:	Law	Enforcement	
Intelligence,	Public	Safety,	and	the	Private	Sector	�s	�mportant	for	
the	max�mum	effect�veness	of	fus�on	centers.		It	�s	recommended	
that	DOJ	and	DHS	spearhead	efforts	to	ensure	that	the	
gu�del�nes	are	d�str�buted	to	all	key	components	and	ent�t�es	of	
fus�on	centers,	�nclud�ng	law	enforcement,	publ�c	safety,	and	
pr�vate	sector	ent�t�es.	

http://www.it.ojp.gov
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Guideline 1—The NCISP and 
the Intelligence and Fusion 
Processes 

10	S�mple	Steps	to	help	your	agency	
become	a	part	of	the	National	Criminal	
Intelligence	Sharing	Plan	
HSAC’s	Intelligence	and	Information	
Sharing	Initiative:	Homeland	Security	
Intelligence	and	Information	Fusion	
report
Law	Enforcement	Intelligence:		A	
Guide	for	State,	Local,	and	Tribal	Law	
Enforcement
Law	Enforcement	Intell�gence	Un�t	
(LEIU)	Aud�t	Checkl�st
National	Criminal	Intelligence	Sharing	
Plan	report

Guideline 2—Mission Statement 
and Goals 

A	Staircase	to	Strategic	Planning:		
Mission,	The	Commun�ty	Pol�c�ng	
Consort�um,	www.commun�typol�c�ng.
org/m�ss�on.html

Guideline 3—Governance 
Bylaws	Sample	Template
Board	Gu�del�nes,	www.mapnp.org/
l�brary/boards/boards.htm
Global	Just�ce	Informat�on	Shar�ng	
In�t�at�ve	Adv�sory	Comm�ttee	
Bylaws,	http://�t.ojp.gov/documents/
GACBylaws.pdf
Parl�amentary	Procedures,	www.
rulesonl�ne.com





















Guideline 4—Collaboration
“Commun�ty	Collaborat�on,”	www.
commun�tycollaborat�on.net

Guideline 5—Memorandum 
of Understanding (MOU) and 
Non-Disclosure Agreement 
(NDA)

28	CFR	Part	23	Sample	MOU
Arizona Counter Terrorism Information 
Center	MOU
Cal�forn�a	Publ�c	Records	Exempt�on
Canada	Department	of	Defense	
(DOD)	MOU	Gu�del�nes	
DHS	Non-D�sclosure	Agreement,	
www.fas.org/sgp/othergov/dhs-nda.pdf
Flor�da	Statute	119.071
Freedom	of	Informat�on	Act,	www.
usdoj.gov/04fo�a
Jo�nt	Terror�sm	Task	Force	MOU
Massachusetts	Statute
MOU	Sample	Template
Rockland	County	Intell�gence	Center	
MOU
Upstate	New	York	Reg�onal	
Intell�gence	Center	MOU

Guideline 6—Database 
Resources

El	Paso	Intell�gence	Center	(EPIC),	
www.usdoj.gov/dea/programs/ep�c.
htm





























Appendix B
Fusion Center CD Resources

FBI’s	LEO	Program,		
www.fb�.gov/hq/cj�sd/leo.htm
F�nanc�al	Cr�mes	Enforcement	
Network	(F�nCEN),	www.fincen.gov
High Intensity Drug Trafficking Areas 
(HIDTA),	www.wh�tehousedrugpol�cy.
gov/h�dta/�ndex.html
Homeland	Secur�ty	Informat�on	
Network	(HSIN),	www.dhs.gov/
dhspubl�c/d�splay?content=3350
Internat�onal	Assoc�at�on	of	Cr�me	
Analysts	(IACA),	www.�aca.net
Internat�onal	Assoc�at�on	of	Law	
Enforcement	Intell�gence	Analysts	
(IALEIA),	www.�ale�a.org
Internat�onal	Cr�m�nal	Pol�ce	
Organization (INTERPOL), www.
usdoj.gov/usncb
Law	Enforcement	Intell�gence	Un�t	
(LEIU),	www.le�u-homepage.org/
�ndex.php
Nat�onal	Cr�me	Informat�on	Center	
(NCIC),	www.fb�.gov/hq/cj�sd/nc�c.htm
Nat�onal	Drug	Intell�gence	Center	
(NDIC),	www.usdoj.gov/nd�c
Nat�onal	Wh�te	Collar	Cr�me	Center	
(NW3C),	www.nw3c.org	and	www.
tra�n�ng.nw3c.org
Nlets—The	Internat�onal	Just�ce	and	
Publ�c	Safety	Informat�on	Shar�ng	
Network,		www.nlets.org
RISS	Automated	Trusted	Informat�on	
Exchange	(ATIX),	www.r�ss�nfo.com/
r�ssat�x.htm
RISSNET™,	www.r�ss�nfo.com





























http://www.communitypolicing.org/mission.html
http://www.communitypolicing.org/mission.html
http://www.mapnp.org/library/boards/boards.htm
http://www.mapnp.org/library/boards/boards.htm
http://it.ojp.gov/documents/GACBylaws.pdf
http://it.ojp.gov/documents/GACBylaws.pdf
http://www.rulesonline.com/
http://www.rulesonline.com/
http://www.communitycollaboration.net
http://www.communitycollaboration.net
http://www.fas.org/sgp/othergov/dhs-nda.pdf
file://dell_server/nt_share/Print/GLOBAL/Fusion%20Center/fusion_center_guidelines/for%20printer/www.usdoj.gov/04foia
file://dell_server/nt_share/Print/GLOBAL/Fusion%20Center/fusion_center_guidelines/for%20printer/www.usdoj.gov/04foia
http://www.usdoj.gov/dea/programs/epic.htm
http://www.usdoj.gov/dea/programs/epic.htm
http://www.fbi.gov/hq/cjisd/leo.htm
http://www.fincen.gov
http://www.whitehousedrugpolicy.gov/hidta/index.html
http://www.whitehousedrugpolicy.gov/hidta/index.html
http://www.dhs.gov/dhspublic/display?content=3350
http://www.dhs.gov/dhspublic/display?content=3350
http://www.iaca.net
http://www.ialeia.org
http://www.leiu-homepage.org/index.php
http://www.leiu-homepage.org/index.php
http://www.fbi.gov/hq/cjisd/ncic.htm
http://www.usdoj.gov/ndic
http://www.nw3c.org
http://www.training.nw3c.org
http://www.training.nw3c.org
http://www.nlets.org
http://www.rissinfo.com
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Guideline 7—Interconnectivity
A	Critical	Look	at	Centralized	and	
Distributed	Strategies	for	Large-
Scale	Justice	Information	Sharing	
Applications	(a	wh�te	paper	prepared	
by	the	IJIS	Inst�tute)	
A	Framework	for	Justice	Information	
Sharing:	Service-Oriented	
Architecture	(SOA),	http://�t.ojp.
gov/documents/200409_Global_
Infrastructure_Report.pdf
Global	Just�ce	XML	Data	Model	
(Global	JXDM),	www.�t.ojp.gov/gjxdm
Just�ce	Informat�on	Exchange	Model,	
www.search.org/programs/�nfo/j�em.asp
Model	Intell�gence	Database	Pol�cy

Guideline 8—Privacy and Civil 
Liberties

Aud�t	Checkl�st	(LEIU),	www.�t.ojp.gov/
documents/LEIU_aud�t_checkl�st.pdf
Global’s	Privacy	and	Information	
Quality	Policy	Development	for	the	
Justice	Decision	Maker,	http://�t.ojp.
gov/documents/200411_global_
pr�vacy_document.pdf
Nat�onal	Cr�m�nal	Just�ce	
Assoc�at�on—Justice	Information	
Privacy	Guideline,	www.ncja.org/pdf/
pr�vacygu�del�ne.pdf
Privacy	and	Civil	Rights	Policy	
Templates	for	Justice	Information	
Systems
Pr�vacy	Pol�cy	Sample	Template
Privacy	Policy	Development	Guide

Guideline 9—Security
Applying	Security	Practices	to	Justice	
Information	Sharing,	http://�t.ojp.gov/
documents/asp/�ntroduct�on/�ndex.htm
Cr�t�cal	Infrastructure	Informat�on	
Act	of	2002,	www.dhs.gov/�nterweb/
assetl�brary/CII_Act.pdf
Nat�onal	Inst�tute	of	Standards	and	
Technology	(NIST)	template	and	
example	pol�c�es,	http://csrc.n�st.
gov/fasp
Safeguarding Classified and Sensitive 
But Unclassified Information, 
Reference	Booklet	for	State,	Local,	
Tribal,	and	Private	Sector	Programs,	
U.S.	Department	of	Homeland	
Secur�ty,	May	2005































Guideline 10—Facility, 
Location, and Physical 
Infrastructure

Execut�ve	Orders	12068,	12958,	
and 13292 Regarding Classified 
Informat�on
FBI	Secur�ty	Clearance	and	
Frequently	Asked	Quest�ons	
GSA’s	Facilities	Standards	for	the	
Public	Buildings	Service
IACP	Police	Facility	Planning	
Guidelines:	A	Desk	Reference	for	
Law	Enforcement	Executives,	www.
�acp.org/documents/pdfs/Publ�cat�ons/
ACF2F3D%2Epdf
Nat�onal	Inst�tute	of	Standards	and	
Technology,	“Cont�ngency	Plan	
Template,”	http://csrc.n�st.gov/
fasp/FASPDocs/cont�ngency-plan/
cont�ngencyplan-template.doc

Guideline 11—Human 
Resources

Law	Enforcement	Analytic	Standards,	
http://�t.ojp.gov/documents/law_
enforcement_analyt�c_standards.pdf
Personnel	Sample	Checkl�st

Guidelines 12 and 13—
Training of Center Personnel/
Multidisciplinary Awareness and 
Education

Counter-Terror�sm	Tra�n�ng	
Coord�nat�on	Work�ng	Group	
(CTTWG)	Web	s�te,	www.
counterterror�smtra�n�ng.gov
HSAC’s	Intelligence	and	Information	
Sharing	Initiative:	Homeland	Security	
Intelligence	and	Information	Fusion	
report
Homeland	Secur�ty	Pres�dent�al	
D�rect�ve	5	(HSPD-5),	www.
wh�tehouse.gov/news/
releases/2003/02/20030228-9.html
Homeland	Secur�ty	Pres�dent�al	
D�rect�ve	8	(HSPD-8),		
www.fas.org/�rp/offdocs/nspd/hspd-
8.html
Internat�onal	Assoc�at�on	of	Law	
Enforcement	Intell�gence	Analysts	
(IALEIA),	www.�ale�a.org/
Internat�onal	Assoc�at�on	of	D�rectors	
of	Law	Enforcement	Standards	and	
Tra�n�ng	(IADLEST),	www.�adlest.org/



























Minimum	Criminal	Intelligence	
Training	Standards	for	United	States	
Law	Enforcement	and	Other	Criminal	
Justice	Agencies,	www.�t.ojp.gov/
documents/m�n�mum_cr�m�nal_�ntel_
tra�n�ng_standards.pdf
Nat�onal	Wh�te	Collar	Cr�me	Center	
(NW3C),	www.nw3c.org

Guideline 14—Intelligence 
Services and Products

DHS’s	National	Response	Plan,	
December	2004
Terrorism	Protection	Manual,	FDLE,	
February	28,	2003

Guideline 15—Policies and 
Procedures

28	CFR	Part	23,	www.��r.com/28cfr/
Overv�ew.htm
Evaluation	Checklists	for	Intelligence	
Units,	Paul	R.	Roger
IACP’s	Criminal	Intelligence	Model	
Policy
Law	Enforcement	Intell�gence	
Un�t’s	(LEIU)	Criminal	Intelligence	
File	Guidelines,	http://�t.ojp.gov/
documents/LEIU_Cr�m_Intell_F�le_
Gu�del�nes.pdf
Justice	Information	Privacy	Guideline,	
www.ncja.org/pdf/pr�vacygu�del�ne.pdf
Privacy	Policy	Development	Guide,	
http://�t.ojp.gov/documents/Pr�vacy_
Gu�de_F�nal.pdf

Guideline 16—Center 
Performance Measurement and 
Evaluation

Office of Management and Budget, 
www.omb.gov
Target	Capab�l�t�es	L�st,	Vers�on	1.1,	
www.ojp.usdoj.gov/odp/docs/TCL1_
1.pdf

Guideline 17—Funding
Summary	of	Fund�ng	Resources
The U.S. Government’s Official Web 
Portal,	www.firstgov.gov

Guideline 18—
Communications Plan

State	and	Local	Guide	(SLG)	101:	
Guide	for	All-Hazard	Emergency	
Operations	Planning,	Chapter	4,	http://
www.fema.gov/pdf/plan/4-ch.pdf































http://it.ojp.gov/documents/200409_Global_Infrastructure_Report.pdf
http://it.ojp.gov/documents/200409_Global_Infrastructure_Report.pdf
http://it.ojp.gov/documents/200409_Global_Infrastructure_Report.pdf
http://www.it.ojp.gov/gjxdm
http://www.search.org/programs/info/jiem.asp
http://www.it.ojp.gov/documents/LEIU_audit_checklist.pdf
http://www.it.ojp.gov/documents/LEIU_audit_checklist.pdf
http://it.ojp.gov/documents/200411_global_privacy_document.pdf
http://it.ojp.gov/documents/200411_global_privacy_document.pdf
http://it.ojp.gov/documents/200411_global_privacy_document.pdf
http://www.ncja.org/pdf/privacyguideline.pdf
http://www.ncja.org/pdf/privacyguideline.pdf
http://it.ojp.gov/documents/asp/introduction/index.htm
http://it.ojp.gov/documents/asp/introduction/index.htm
file://dell_server/nt_share/Print/GLOBAL/Fusion%20Center/fusion_center_guidelines/for%20printer/www.dhs.gov/interweb/assetlibrary/CII_Act.pdf
file://dell_server/nt_share/Print/GLOBAL/Fusion%20Center/fusion_center_guidelines/for%20printer/www.dhs.gov/interweb/assetlibrary/CII_Act.pdf
http://csrc.nist.gov/fasp
http://csrc.nist.gov/fasp
http://www.iacp.org/documents/pdfs/Publications/ACF2F3D%2Epdf
http://www.iacp.org/documents/pdfs/Publications/ACF2F3D%2Epdf
http://www.iacp.org/documents/pdfs/Publications/ACF2F3D%2Epdf
http://csrc.nist.gov/fasp/FASPDocs/contingency-plan/contingencyplan-template.doc
http://csrc.nist.gov/fasp/FASPDocs/contingency-plan/contingencyplan-template.doc
http://csrc.nist.gov/fasp/FASPDocs/contingency-plan/contingencyplan-template.doc
http://it.ojp.gov/documents/law_enforcement_analytic_standards.pdf
http://it.ojp.gov/documents/law_enforcement_analytic_standards.pdf
http://www.counterterrorismtraining.gov
http://www.counterterrorismtraining.gov
http://www.whitehouse.gov/news/releases/2003/02/20030228-9.html
http://www.whitehouse.gov/news/releases/2003/02/20030228-9.html
http://www.whitehouse.gov/news/releases/2003/02/20030228-9.html
http://www.fas.org/irp/offdocs/nspd/hspd-8.html
http://www.fas.org/irp/offdocs/nspd/hspd-8.html
http://www.ialeia.org/
http://www.iadlest.org/
http://www.it.ojp.gov/documents/minimum_criminal_intel_training_standards.pdf
http://www.it.ojp.gov/documents/minimum_criminal_intel_training_standards.pdf
http://www.it.ojp.gov/documents/minimum_criminal_intel_training_standards.pdf
http://www.nw3c.org
http://www.iir.com/28cfr/Overview.htm
http://www.iir.com/28cfr/Overview.htm
http://it.ojp.gov/documents/LEIU_Crim_Intell_File_Guidelines.pdf
http://it.ojp.gov/documents/LEIU_Crim_Intell_File_Guidelines.pdf
http://it.ojp.gov/documents/LEIU_Crim_Intell_File_Guidelines.pdf
http://www.ncja.org/pdf/privacyguideline.pdf
http://it.ojp.gov/documents/Privacy_Guide_Final.pdf
http://it.ojp.gov/documents/Privacy_Guide_Final.pdf
http://www.omb.gov
http://www.ojp.usdoj.gov/odp/docs/TCL1_1.pdf
http://www.ojp.usdoj.gov/odp/docs/TCL1_1.pdf
http://www.firstgov.gov
http://www.fema.gov/pdf/plan/4-ch.pdf
http://www.fema.gov/pdf/plan/4-ch.pdf
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 Organization Links 
CopNet,	www.copnet.org
Defense	Informat�on	Systems	Agency,	
www.d�sa.m�l
FBI	Terror�sm	Informat�on,	http://www.
fb�.gov/terror�nfo/counterror�sm/
waronterrorhome.html
Internat�onal	Assoc�at�on	of	Cr�me	
Analysts	(IACA),	www.�aca.net
Internat�onal	Assoc�at�on	of	Law	
Enforcement	Intell�gence	Analysts	
(IALEIA),	www.�ale�a.org
Integrated	Just�ce	Informat�on	
Systems	Inst�tute,	www.�j�s.org













Nat�onal	Assoc�at�on	of	Count�es,	
www.naco.org
Nat�onal	Assoc�at�on	of	State	Ch�ef	
Information Officers, www.nasc�o.org
Nat�onal	Governors	Assoc�at�on’s	
Project	on	Just�ce	Informat�on	
Shar�ng,	www.nga.org
Office of Management and Budget, 
www.omb.gov
Office of Justice Programs, U.S. 
Department	of	Just�ce,	www.�t.ojp.gov
Reg�onal	Informat�on	Shar�ng	
Systems®,	www.r�ss�nfo.com













SEARCH,	The	Nat�onal	Consort�um	
for	Just�ce	Informat�on	and	Stat�st�cs,	
www.search.org
Terror�sm	Research	Center,		
www.terror�sm.com
U.S.	Department	of	Defense	News,	
www.defendamer�ca.m�l
U.S.	Department	of	Homeland	
Secur�ty,	www.dhs.gov
U.S.	Department	of	Just�ce,		
www.just�ce.gov
U.S.	Department	of	State,		
www.state.gov/s/ct













http://www.copnet.org
http://www.disa.mil/
http://www.iaca.net
http://www.ialeia.org
http://www.ijis.org/
http://www.naco.org
http://www.nascio.org/
http://www.nga.org/
http://www.omb.gov
http://www.it.ojp.gov/
http://www.rissinfo.com/
http://www.search.org/
http://www.terrorism.com
http://www.defendamerica.mil
http://www.dhs.gov
http://www.justice.gov
http://www.state.gov/s/ct
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Appendix C
Functional Categories

Collaborat�on	and	�ntegrat�on	are	key	
to	the	success	of	fus�on	centers.		The	
Publ�c	Safety	and	Pr�vate	Sector	
Fus�on	Center	Focus	Groups	(FCFGs)	
developed	overarch�ng	funct�onal	
categor�es	composed	of	the	d�fferent	
ent�t�es	that	make	up	these	components.		
The	categor�es	are	not	comprehens�ve	
but	prov�de	a	start�ng	po�nt	for	fus�on	
centers to utilize when integrating the 
d�fferent	facets	of	law	enforcement,	publ�c	
safety,	and	the	pr�vate	sector.		Ind�v�dual	
fus�on	centers	should	�dent�fy	the	cr�t�cal	
ent�t�es	w�th�n	the�r	part�cular	jur�sd�ct�on	
to	�ncorporate	�nto	the	center.		The	
categor�es	�nclude:

Agr�culture,	Food,	Water,	and	the	
Env�ronment
Bank�ng	and	F�nance
Chemical Industry and Hazardous 
Mater�als
Cr�m�nal	Just�ce	
Educat�on
Emergency	Serv�ces	(Non-Law	
Enforcement)
Energy
Government
Health	and	Publ�c	Health	Serv�ces
Hosp�tal�ty	and	Lodg�ng
Informat�on	and	Telecommun�cat�ons
M�l�tary	Fac�l�t�es	and	Defense	
Industr�al	Base
Postal	and	Sh�pp�ng
Pr�vate	Secur�ty
Publ�c	Works
Real	Estate	
Reta�l



































Soc�al	Serv�ces
Transportat�on

Informat�on	rece�ved	from	these	
categor�es	and	assoc�ated	ent�t�es	should	
be	used	for	threat	and	cr�me	prevent�on.		
Appl�cable	local,	state,	and	federal	laws	
should	be	followed	when	�nformat�on	�s	
prov�ded	to	fus�on	centers.		In	add�t�on,	
th�s	�nformat�on	may	be	used	for	cr�m�nal	
investigations with an identified criminal 
pred�cate.

Agriculture, Food, 
Water, and the 
Environment
Th�s	category	�s	composed	of	ent�t�es	that	
focus	on	the	food	and	water	supply	cha�n,	
from	the	ra�s�ng/product�on	of	food	and	
water	to	the	d�str�but�on	to	consumers.		
Ent�t�es	w�th�n	th�s	category	can	prov�de	
fus�on	centers	w�th	a	var�ety	of	strateg�c	
and	tact�cal	�nformat�on.		It	may	�nclude	
cr�t�cal	�nfrastructure	�nformat�on	regard�ng	
the	locat�on	of	agr�culture-related	ent�t�es,	
�nclud�ng	the	locat�on	of	l�vestock	and	
process�ng	plants,	as	well	as	types	of	
chem�cals	used	at	process�ng	plants	
and	how	they	are	stored;	the	locat�on	of	
water	storage	fac�l�t�es	and	susp�c�ous	
act�v�ty	surround�ng	these	fac�l�t�es;	and	
any	unusual	tamper�ng	of	food	products.		
In	add�t�on,	these	ent�t�es	can	prov�de	
fus�on	centers	w�th	�nformat�on	regard�ng	
susp�c�ous	�nc�dents	that	may	occur	
relat�ng	to	agr�culture	and	agr�cultural-
related	cr�me	trends.		Subject-matter	
experts	can	prov�de	fus�on	centers	
w�th	resources	and	expert�se	when	
agricultural-related threats are identified.  





L�sted	below	are	var�ous	ent�t�es	that	
fus�on	centers	should	cons�der	for	
�ntegrat�on.		

U.S.	Department	of	Agr�culture	
(USDA),	www.usda.gov/
U.S.	Department	of	Health	and	
Human	Serv�ces,	www.hhs.gov
U.S.	Env�ronmental	Protect�on	
Agency,	www.epa.gov
State	agr�culture	departments
Food/water	product�on	fac�l�t�es	(farm/
ranch/preharvest)
Food/water	process�ng	fac�l�t�es
Grocery	stores/supermarkets
Restaurants
Informat�on	Shar�ng	Analys�s	Centers	
(ISAC)

Agr�culture
Food
Water

Food	and	Agr�culture	Sector	
Coord�nat�ng	Counc�l	

Banking and Finance
This category is composed of financial 
ent�t�es,	�nclud�ng	banks,	�nvestment	
firms, credit companies, and government-
related financial departments.  Entities 
w�th�n	th�s	category	can	prov�de	fus�on	
centers	w�th	�nformat�on	related	to	the	
bank�ng	�ndustry,	�nclud�ng	susp�c�ous	
act�v�ty,	cr�t�cal	�nfrastructure	�nformat�on,	
and	cr�me	trends	(e.g.,	fraud,	�dent�ty	
theft,	and	susp�c�ous	act�v�ty	reports).		
Ent�t�es	w�th�n	th�s	category	may	also	
prov�de	fus�on	centers	w�th	tact�cal	
�nformat�on,	�nclud�ng	�nformat�on	to	a�d	



























http://www.usda.gov/
http://www.hhs.gov
http://www.epa.gov
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�n	ongo�ng	cr�m�nal	�nvest�gat�ons,	e.g.,	
account	�nformat�on	and	cred�t	h�story	
(with applicable legal authorization).  The 
ent�t�es	�nclude:

U.S.	Department	of	the	Treasury,	
www.ustreas.gov

F�nanc�al	Cr�mes	Enforcement	
Network	(F�nCEN),		
www.fincen.gov

State financial departments
Bank�ng	compan�es
Investment	compan�es
Cred�t	card	compan�es
Cred�t	report	compan�es
Securities firms
F�nanc�al	serv�ces	ISAC
F�nanc�al	Serv�ces	Sector	
Coord�nat�ng	Counc�l	www.fsscc.org/

Chemical Industry and 
Hazardous Materials
Th�s	category	�s	composed	of	ent�t�es	
that	are	respons�ble	for	the	product�on,	
storage,	transportat�on,	and	del�very	
of chemicals and other hazardous 
mater�als.		These	ent�t�es	may	prov�de	
fus�on	centers	w�th	�nformat�on	on	types	of	
chemicals and hazardous materials, how 
chemicals and hazardous materials may 
affect	a	contam�nated	area,	susp�c�ous	
act�v�ty	relat�ng	to	the	chem�cal	�ndustry	
or hazardous materials, and critical 
�nfrastructure	�nformat�on.		The	ent�t�es	
�nclude:

U.S.	Env�ronmental	Protect�on	Agency	
(EPA),	www.epa.gov
U.S.	Department	of	Transportat�on’s	
Pipeline and Hazardous Materials 
Safety	Adm�n�strat�on	(PHMSA),		
www.phmsa.dot.gov/
State	env�ronmental	departments	
(e.g.,	Natural	Resources	and	
Env�ronmental	Protect�on)
F�re	departments	and/or	local	
hazardous material response 
agenc�es
Chem�cal	�ndustry
Chemtrec:	24/7	Emergency	
Commun�cat�ons	Center	for	the	
chem�cal	�ndustry
Chem�cal	�ndustry	ISAC
National Petrochemical and Refiners 
Assoc�at�on,	www.npradc.org/
Amer�can	Chem�stry	Counc�l,		







































www.amer�canchem�stry.com
Pharmaceut�cal	compan�es

Criminal Justice 
These	are	components	of	local,	state,	
tr�bal,	and	federal	governments	and	
are	respons�ble	for	the	management	of	
cr�m�nal	conv�ct�on,	�ncarcerat�on,	reform,	
and	re�ntegrat�on	(�.e.,	law	enforcement,	
courts,	and	correct�ons).		Th�s	category	
can	prov�de	fus�on	centers	w�th	a	var�ety	
of	�nformat�on,	�nclud�ng	cr�me	trends	
and	threat	assessments.		In	add�t�on,	th�s	
component	can	prov�de	book�ng	photos,	
b�ograph�cal	�nformat�on,	and	h�stor�cal	
cr�m�nal	act�v�ty	regard�ng	persons,	
businesses, and organizations.  Criminal 
just�ce	ent�t�es	can	prov�de	fus�on	centers	
w�th	strateg�c	and	tact�cal	�nformat�on	and	
�ntell�gence.		

The	follow�ng	�s	a	comp�lat�on	of	
organizations that should be considered 
when	�ntegrat�ng	the	cr�m�nal	just�ce	
sector	�nto	fus�on	centers.		Th�s	l�st	�s	
not	exhaust�ve	but	should	be	used	as	a	
foundat�on.		Also	prov�ded	are	examples	
of	the	types	of	�nformat�on	ava�lable	to	
share.	The	ent�t�es	�nclude:

Law	Enforcement	Agencies:	Can	
prov�de	fus�on	centers	w�th	a	var�ety	of	
�nformat�on,	�nclud�ng	cr�me	trends,	drug	
and	threat	assessments,	case	�nformat�on	
(v�olent	cr�me,	econom�c	cr�me,	narcot�cs,	
and terrorism), seizure information, 
and	cr�m�nal	act�v�ty,	both	h�stor�cal	
and	current,	on	persons,	bus�nesses,	
organizations, and locations. 

Local	law	enforcement
C�ty	and	county
College	and	un�vers�ty	pol�ce	
departments

State	law	enforcement
H�ghway	patrol
State	agenc�es	w�th	�nvest�gat�ons	
bureaus

Tr�bal	law	enforcement
Federal	law	enforcement

Federal	Bureau	of	Invest�gat�on
U.S.	Marshals	Serv�ce
U.S.	Drug	Enforcement	
Adm�n�strat�on
Bureau	of	Alcohol,	Tobacco,	
F�rearms	and	Explos�ves
U.S.	Imm�grat�on	and	Customs	
Enforcement





























U.S.	Secret	Serv�ce
U.S.	Postal	Inspect�on	Serv�ce
U.S.P.S. Office of Inspector 
General

Court	System:		Can	prov�de	
�nformat�on	on	cr�m�nal	cases,	
cr�m�nal	h�story,	d�spos�t�ons,	
and	b�ograph�cal	�nformat�on	on	
targets.

County	clerk	of	courts
Cr�m�nal	just�ce	�nformat�on	systems
U.S.	courts

Corrections	Agencies:	Can	prov�de	
fus�on	centers	w�th	book�ng	photos,	last	
known	addresses,	gang	�nformat�on,	
names	of	assoc�ates	and	relat�ves	
(v�s�tors),	and	b�ograph�cal	�nformat�on.

County	ja�l
State	pr�son	system
Federal	Bureau	of	Pr�sons

Probation	and	Parole	Agencies:		
Can	prov�de	�nformat�on	regard�ng	
employment	�nformat�on	of	suspects	and	
current	addresses	of	suspects.

Probation officers
Parole	board

Education
Th�s	category	�s	composed	of	
organizations and businesses that 
are	respons�ble	for	the	educat�on	of	
ch�ldren	and	adults.		Ent�t�es	w�th�n	th�s	
component	can	prov�de	fus�on	centers	
w�th	�nformat�on	regard�ng	susp�c�ous	
act�v�t�es	occurr�ng	on	and	around	school	
grounds,	as	well	as	�nformat�on	on	
cr�t�cal	�nfrastructure	and	assoc�ated	r�sk	
assessments.		In	add�t�on,	�n	the	event	
of	a	terror�st	�nc�dent	or	cr�me	relat�ng	to	
schools,	�t	�s	�mportant	for	fus�on	centers	
to	have	establ�shed	partnersh�ps	to	a�d	�n	
communication and information flow.  The 
ent�t�es	�nclude:

Day	care	centers
Preschools
Pr�mary	and	secondary	schools
Postsecondary	schools

Colleges	and	un�vers�t�es
Techn�cal	schools





































http://www.ustreas.gov
http://www.fincen.gov
http://www.fsscc.org
http://www.epa.gov
http://www.phmsa.dot.gov/
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Emergency Services  
(Non-Law	Enforcement)
Ent�t�es	w�th�n	th�s	category	are	
components	of	local,	state,	tr�bal,	and	
federal	governments	and	are	respons�ble	
for	the	protect�on	and	safety	of	l�ves	and	
property	w�th�n	a	jur�sd�ct�on.		Commonly	
one of the first responders to an incident, 
the	Emergency	Med�cal	Serv�ces	
category	can	prov�de	both	strateg�c	and	
tact�cal	�nformat�on.		Below	�s	a	l�st	of	
emergency	serv�ces	ent�t�es;	th�s	l�st	�s	
not	comprehens�ve	but	prov�des	fus�on	
centers	w�th	a	foundat�on	to	bu�ld	on.	The	
ent�t�es	�nclude:

Fire:	 Can	 prov�de	 assessments	 on	 types	
of fires, how specific fires are started, and 
ongoing fire investigation information.

Local fire departments
Private fire departments
U.S.	F�re	Adm�n�strat�on,		
www.usfa.fema.gov
U.S.	F�re	Marshal
Forestry	departments

Emergency	Medical	Services	(EMS):	
Can	prov�de	�nformat�on	regard�ng	types	
of	�njur�es	occurr�ng	at	an	�nc�dent	and	
susp�c�ous	act�v�ty	that	EMS	techn�c�ans	
may observe while performing official 
dut�es.	

Local fire departments
Hosp�tal
Pr�vate	EMS	serv�ces

Hazardous	Materials:	Can	prov�de	
�nformat�on	on	d�fferent	types	of	
hazardous materials and hazardous 
mater�al	sp�lls,	as	well	as	�nc�dent	and	
operat�ons	data.

Local fire departments
Env�ronmental	Protect�on	Agenc�es
U.S.	Department	of	Transportat�on,	
Office of Hazardous Materials Safety, 
http://hazmat.dot.gov/
Private hazardous material contractors

Emergency	Management:		Can	
prov�de	�nformat�on	on	locat�on	of	cr�t�cal	
infrastructure, notifications of declared 
emergenc�es,	and	threat	assessments.

Emergency	management	d�rectors
Federal	Emergency	Management	
Agency





























Civil	Air	Patrol:	Can	offer	a	var�ety	of	
serv�ces,	�nclud�ng	homeland	secur�ty	
m�ss�ons,	counterdrug	m�ss�ons,	and	
search-and-rescue	operat�ons.

Health:		Depend�ng	on	the	�nc�dent	
(e.g.,	wh�te	powder	�nc�dents),	health	
department	representat�ves	may	take	
part	�n	response	efforts.		See	the	Health	
and	Publ�c	Health	Serv�ces	category	for	
add�t�onal	health	�nformat�on.

Energy
Th�s	category	conta�ns	ent�t�es	that	focus	
on	the	development	and	d�str�but�on	
of	energy-related	products.		These	
ent�t�es	can	prov�de	strateg�c	and	tact�cal	
�nformat�on,	�nclud�ng	cr�t�cal	�nfrastructure	
�nformat�on,	r�sk	assessments,	and	
susp�c�ous	�nc�dents.		Th�s	l�st	�s	
not	comprehens�ve,	and	the	energy	
component	should	be	evaluated	�n	each	
jur�sd�ct�on	to	determ�ne	fus�on	center	
needs.		The	ent�t�es	�nclude:

U.S.	Department	of	Energy,		
www.energy.gov
Nuclear	power	plants
Electr�c�ty	compan�es
Ut�l�t�es
O�l	compan�es
Natural	gas	compan�es
North	Amer�can	Electr�c	Rel�ab�l�ty	
Counc�l

Government
Th�s	category	�s	composed	of	ent�t�es	
that	enable	the	government	to	carry	out	
its official duties, including licensing and 
regulat�on	of	ent�t�es	(people,	bus�nesses,	
and organizations).  These entities vary 
but	should	be	cons�dered	for	�nclus�on	�nto	
fus�on	centers.		The	follow�ng	l�st	�s	not	
exhaust�ve,	and	the	fus�on	center	should	
determ�ne	what	ent�t�es	to	�nclude.

Game	and	Fish:	Can	prov�de	fus�on	
centers	w�th	�nformat�on	on	susp�c�ous	
act�v�ty	as	�t	relates	to	boat�ng,	such	
as	�nformat�on	regard�ng	cr�m�nal	
�nvest�gat�ons	(e.g.,	drug	�nterd�ct�on	and	
vessel identification).

Government	Administration:	Can	
prov�de	var�ous	types	of	�nformat�on	
perta�n�ng	to	tax	and	t�tle,	cr�t�cal	
�nfrastructure,	emergency	plann�ng,	and	
c�v�l	records,	�nclud�ng	property	appra�ser,	
mortgages,	deeds,	and	c�v�l	su�ts.















Motor	Vehicle	Administration:	Can	
prov�de	tact�cal	�nformat�on	to	fus�on	
centers	regard�ng	dr�ver’s	l�cense	
�nformat�on,	motor	veh�cle	reg�strat�on,	
vehicle body files, and suspicious 
�nformat�on	concern�ng	attempts	to	obta�n	
dr�ver’s	l�censes.	

Parks	and	Recreation	Departments:		
Can	prov�de	�nformat�on	regard�ng	
susp�c�ous	act�v�ty	�n	and	around	local	
parks.

U.S.	Division	of	Forestry:	Can	prov�de	
�nformat�on	regard�ng	susp�c�ous	act�v�t�es	
w�th�n	a	nat�onal	park	�nvolv�ng	persons,	
vehicles, and fires.

Health and Public 
Health Services
These	ent�t�es	are	composed	of	local,	
state,	tr�bal,	and	federal	government	
agenc�es	and	the	pr�vate	sector	and	are	
respons�ble	for	protect�ng	and	�mprov�ng	
the health of citizens.  The following is a 
compilation of organizations that should 
be	cons�dered	when	�ntegrat�ng	the	health	
serv�ces	sector	�nto	fus�ons	centers.		Th�s	
l�st	�s	not	exhaust�ve	but	should	be	used	
as	a	foundat�on	for	collaborat�on.

Th�s	category	can	prov�de	strateg�c	and	
tact�cal	�nformat�on.		In	add�t�on,	these	
ent�t�es	have	access	to	�nformat�on	
regard�ng	cr�t�cal	health	serv�ces	w�th�n	
a	certa�n	commun�ty	or	nat�onw�de.		Th�s	
�nformat�on	can	�dent�fy	the	read�ness	
of	a	g�ven	area	to	respond	to	a	safety	
threat.	Health	serv�ces	agenc�es	may	
also	prov�de	�nformat�on	to	fus�on	centers	
regard�ng	prescr�pt�on	drug	trends,	
d�sease	outbreaks,	and	v�tal	stat�st�cs	
�nformat�on.		Agenc�es	w�th�n	th�s	category	
also	mon�tor	and	track	med�c�ne	and	
vacc�ne	suppl�es	and	are	capable	of	
�dent�fy�ng	gaps	�n	ava�lab�l�ty.	

A	var�ety	of	these	agenc�es	should	be	
cons�dered	for	part�c�pat�on	�n	certa�n	
fus�on	center	s�tuat�ons.		For	example,	�n	
rural	areas,	veter�nary	hosp�tals	may	be	
the	only	med�cal	fac�l�t�es	ava�lable.		In	
t�mes	of	cr�ses,	many	of	these	hosp�tals	
w�ll	be	capable	of	serv�ng	as	tr�age	
centers.		The	veter�nary	profess�on	�s	also	
a	cr�t�cal	l�nk	to	the	health	and	product�v�ty	
of animal agriculture, including the fight 
aga�nst	agroterror�sm.		The	ent�t�es	
�nclude:

file://dell_server/nt_share/Print/GLOBAL/Fusion%20Center/fusion_center_guidelines/for%20printer/www.usfa.fema.gov
http://hazmat.dot.gov/
http://www.energy.gov
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Health	 Departments:	 	 Can	 prov�de	
�nformat�on	 on	 d�sease	 trends,	 local	
d�sease	outbreaks,	and	v�tal	stat�st�cs.

Local	and	state	health	departments
U.S.	Department	of	Health	and	
Human	Serv�ces,		
www.hhs.gov

Hospitals:	Can	prov�de	�nformat�on	
regard�ng	susp�c�ous	�nc�dents	and	pat�ent	
�nformat�on.		In	add�t�on,	hosp�tals	are	
v�tal	�n	response	efforts	to	gauge	types	of	
�njur�es,	total	number	�njured,	and	hosp�tal	
capac�ty.

Disease	Control:		Can	prov�de	d�sease	
assessments,	�nformat�on	regard�ng	
d�sease	outbreaks,	and	�nformat�on	on	
laborator�es	that	can	ass�st	w�th	response	
and	recovery	efforts.

Local	and	state	health	departments
Centers	for	D�sease	Control	and	
Prevent�on	(CDC),		
www.cdc.gov

Food	Safety:		Can	prov�de	�nformat�on	
regard�ng	food	and	waterborne	d�seases,	
�nclud�ng	report�ng	of	susp�c�ous	�nc�dents	
and	�nvest�gat�ve	efforts.

Health	departments
Centers	for	D�sease	Control	
and	Prevent�on,	www.cdc.gov/
foodborneoutbreaks/
U.S.	Department	of	Agr�culture,	www.
fs�s.usda.gov/Fact_Sheets/�ndex.asp

Medical	Examiners/Death	
Investigators:	Can	prov�de	�nformat�on	
regard�ng	susp�c�ous	deaths,	types	of	
death,	and	causes	of	death.

Mental	Health	Facilities:	Can	a�d	�n	
response	and	recovery	efforts.

Pharmaceutical:	Can	prov�de	stockp�le	
�nformat�on	and	�nformat�on	relat�ng	to	
cr�t�cal	�nfrastructure	and	susp�c�ous	
act�v�ty	surround�ng	chem�cal	plants.

Primary	Care	Physicians:	Can	prov�de	
�nformat�on	regard�ng	susp�c�ous	
�njur�es	and	d�seases	and	b�ograph�cal	
�nformat�on.

Veterinary:	Can	prov�de	�nformat�on	
relat�ng	to	susp�c�ous	act�v�t�es	regard�ng	
d�sease	outbreaks	�n	an�mals	and	can	a�d	
�n	response	efforts.
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Center	for	Veter�nary	Med�c�ne,		
www.fda.gov/cvm/default.html

Hospitality and Lodging
These	ent�t�es	focus	on	sports,	
enterta�nment,	tour�sm,	and	recreat�on.		
Ent�t�es	w�th�n	th�s	category	may	prov�de	
�nformat�on	regard�ng	susp�c�ous	
persons	or	act�v�ty,	cr�t�cal	�nfrastructure	
�nformat�on,	�nvest�gat�ve	�nformat�on	
(e.g.,	access	to	Closed	C�rcu�t	Telev�s�on	
[CCTV]),	and	trends	�n	cr�me-related	
act�v�ty.		The	ent�t�es	�nclude:

Gam�ng	�ndustry
Sports	author�ty
Sport�ng	fac�l�t�es
Amusement	parks
Cru�se	l�nes
Hotels,	motels,	and	resorts
Convent�on	centers

Information and 
Telecommunications
Th�s	category	�s	composed	of	
the	�nformat�on	technology	and	
commun�cat�ons-related	�ndustry,	
�nclud�ng	computer	operat�ng	systems,	
hardware	and	software	compan�es,	
Internet	serv�ce	prov�ders,	and	telephone	
compan�es.		Th�s	category	can	prov�de	
a	var�ety	of	�nformat�on.		Informat�on	
technology	ent�t�es	can	prov�de	expert�se	
and	�nformat�on	on	computer	trends,	
�nclud�ng	v�ruses,	computer-hack�ng	
�nc�dents,	and	cyber	secur�ty	�n�t�at�ves.		
Telecommun�cat�ons	ent�t�es	can	prov�de	
�nformat�on	on	cr�t�cal	�nfrastructure,	
susp�c�ous	�nc�dents,	and	ongo�ng	case	
support with proper authorization.  These 
ent�t�es	�nclude:

Information	Technology
State technology offices
InfraGard,	www.�nfragard.net/
Computer	and	software	compan�es
IT	Sector	Coord�nat�ng	Counc�l

Communications
Med�a	transm�ss�on	towers
Commun�cat�ons	Infrastructure	Sector	
Coord�nat�ng	Counc�l

Telecommunication
Internet	serv�ce	prov�ders
Electron�c	ma�l	prov�ders
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Federal	Commun�cat�ons	Comm�ss�on	
(FCC)
Telecommun�cat�ons	compan�es

W�reless
Hard-l�ne

Cyber	Security
Informat�on	Technology	ISAC
Research	and	Educat�on	Network�ng	
ISAC
Mult�-State	ISAC
Un�ted	States	Computer	Emergency	
Read�ness	Team	(US-CERT),		
www.us-cert.gov
Nat�onal	Cyber	Secur�ty	D�v�s�on	
(NCSD)	Law	Enforcement	and	
Intell�gence	Branch

Military Facilities and 
Defense Industrial Base
These	ent�t�es	may	prov�de	m�l�tary	
expert�se,	cr�t�cal	�nfrastructure	
�nformat�on,	and	�nformat�on	relat�ng	to	
response	efforts	and	susp�c�ous	�nc�dents	
around	m�l�tary	bases.		Th�s	category	
�ncludes:

Military	 Base	 Security:	 	 Can	 prov�de	
�nformat�on	 relat�ng	 to	 susp�c�ous	
�nc�dents	 that	 occur	 on	 and	 around	
m�l�tary	 bases,	 �nformat�on	 on	 persons	
who	 have	 attempted	 to	 ga�n	 access	 to	
the	 base	 w�thout	 perm�ss�on,	 and	 cr�t�cal	
�nfrastructure	�nformat�on.

National	Guard:		Can	prov�de	�nformat�on	
regard�ng	 cr�t�cal	 �nfrastructure,	 r�sk	
assessments	 concern�ng	 m�l�tary	 ent�t�es,	
and	 �nformat�on	 related	 to	 weapons	 of	
mass	destruct�on	(WMD).

Defense	 Contractors:	 	 Compan�es	
prov�d�ng	products	and	serv�ces	to	support	
m�l�tary	operat�ons.

Postal and Shipping
Th�s	category	cons�sts	of	ent�t�es	whose	
pr�mary	respons�b�l�ty	�s	the	del�very	of	
ma�l	and	packages,	from	both	a	publ�c	
and	pr�vate	perspect�ve.		The	Postal	and	
Sh�pp�ng	category	can	prov�de	tact�cal	
and	strateg�c	�nformat�on	regard�ng	
types	of	ma�l-outs	pr�vate	compan�es	are	
d�str�but�ng	that	may	look	susp�c�ous,	
susp�c�ous	packages	that	are	be�ng	
ma�led	out,	and	ongo�ng	cr�m�nal	
investigations.  The post office can, with 
proper authorization, provide information 
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to	fus�on	centers	about	the	types	of	ma�l	
that	are	be�ng	sent	to	target	homes	or	
bus�nesses.		The	ent�t�es	�nclude:

U.S. Post Office
Sh�pp�ng	compan�es

Private Security
When	establ�sh�ng	a	fus�on	center,	pr�vate	
secur�ty	ent�t�es	should	be	cons�dered	
because	they	may	be	able	to	prov�de	
cr�t�cal	�nfrastructure	�nformat�on,	
susp�c�ous	act�v�ty	reports,	and	bus�ness	
cont�nu�ty	plans.		The	ent�t�es	�nclude:

Corporate security offices
Pr�vate	secur�ty	compan�es
Alarm	compan�es
Armored	car	compan�es
Investigative firms

Public Works
These	ent�t�es	are	respons�ble	for	
�nfrastructure	created	for	publ�c	use.		
Ent�t�es	w�th�n	th�s	category	may	prov�de	
�nformat�on	regard�ng	susp�c�ous	act�v�ty	
and	cr�t�cal	�nfrastructure,	as	well	as	
subject-matter	experts	who	may	help	
�dent�fy	r�sks	assoc�ated	w�th	publ�c	works.	
The	ent�t�es	�nclude:

State	department	of	transportat�on
Water	management	d�str�cts
San�tat�on
Waste	management
Road	construct�on	compan�es

Real Estate 
These	ent�t�es	focus	on	the	real	estate-
related	�ndustry.		Ent�t�es	w�th�n	th�s	
category	can	prov�de	�nformat�on	
regard�ng	susp�c�ous	act�v�t�es	(e.g.,	
suspicious fires, persons, and activities) 
and	ongo�ng	case-related	�nformat�on	w�th	
proper authorization.  The entities include:

Apartment	fac�l�t�es
Fac�l�ty	management	compan�es
Hous�ng	author�t�es
Real	Estate	ISAC

Retail
These companies and organizations are 
�nvolved	�n	the	reta�l	�ndustry;	th�s	can	
�nclude	shopp�ng	malls,	wholesale	stores,	
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d�str�but�on	centers,	and	onl�ne	stores.		
These	ent�t�es	may	prov�de	�nformat�on	
on	susp�c�ous	act�v�ty	�n	and	around	
the shopping complex, identification 
of	vulnerab�l�t�es	assoc�ated	w�th	the	
complex,	cr�t�cal	�nfrastructure	�nformat�on,	
and	�nvest�gat�ve	leads,	�nclud�ng	CCTV	
�nformat�on.		The	ent�t�es	�nclude:

Malls	
Reta�l	stores
Shopp�ng	centers

Social Services
These	ent�t�es	are	composed	of	local,	
state,	tr�bal,	and	federal	government	
agenc�es	and	the	pr�vate	sector	and	are	
respons�ble	for	prov�d�ng	serv�ces	that	
help	�mprove	people’s	standard	of	l�v�ng.		

Th�s	category	can	prov�de	�nformat�on	
regard�ng	the	funct�on	and	respons�b�l�t�es	
of	many	ava�lable	programs	and	serv�ces.	
Soc�al	serv�ce	agenc�es	can	be	the	source	
of	a	var�ety	of	�nformat�on,	�nclud�ng	
welfare	fraud.		These	programs	and	
serv�ces	can	prov�de	commun�ty	support,	
educat�on,	and	plann�ng	ass�stance	
�n	preparat�on	for	and	response	to	a	
potent�al	terror�st	attack.		The	ent�t�es	
�nclude:

State	and	Child	Welfare:	Can	prov�de	
�nformat�on	regard�ng	welfare	fraud,	
electronic benefits transfer fraud, 
b�ograph�cal	�nformat�on	on	targets	
of	�nvest�gat�ons	and,	w�th	proper	
authorization, employment-related 
�nformat�on	on	targets.

U.S.	Department	of	Health	and	
Human	Serv�ces
Department	of	Ch�ldren	and	Fam�l�es

Mental	Health	Facilities:	Can	a�d	�n	
response	and	recovery	efforts.

Transportation
Each	level	of	government	(local,	state,	
tr�bal,	and	federal)	and	the	pr�vate	sector	
have	transportat�on	ent�t�es	whose	
respons�b�l�t�es	�nclude	av�at�on,	ra�l,	
publ�c	transportat�on,	h�ghway,	and	
mar�t�me	serv�ces.		Both	governmental	
and	pr�vate	transportat�on	ent�t�es	
should	be	cons�dered	when	jur�sd�ct�ons	
are	establ�sh�ng	a	fus�on	center.		The	
following is a compilation of organizations 
that	should	be	cons�dered	when	
�ntegrat�ng	the	transportat�on	sector.		Th�s	
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l�st	�s	not	exhaust�ve	but	should	be	used	
as	a	foundat�on.

Th�s	category	can	prov�de	access	
to	�nformat�on	regard�ng	the	var�ous	
transportat�on	corr�dors	throughout	the	
Un�ted	States.			Further,	�t	can	offer	both	
strateg�c	and	tact�cal	�nformat�on	that	
can	be	�ncorporated	�nto	the	�ntell�gence	
and	fus�on	processes.		Transportat�on-
related	agenc�es	can	�dent�fy	the	r�sks	and	
vulnerab�l�t�es	of	potent�al	target	areas,	
such	as	roads	and	ra�lways	that	have	
direct access to hazardous waste sites 
and	ports	that	house	�nformat�on	on	the	
types	of	sh�ps	that	are	docked	and	the	
cargo	they	carry.		The	ent�t�es	�nclude:

Aviation:		Can	prov�de	�nformat�on	
regard�ng	a�rport	cr�t�cal	�nfrastructure,	
susp�c�ous	act�v�ty,	�tems	that	have	been	
confiscated, accident analyses, and types 
of	cargo	that	are	be�ng	sh�pped.		

Transportat�on	Secur�ty	Adm�n�strat�on	
(TSA),	www.tsa.gov
Office of Aviation Safety (Component 
of	Nat�onal	Transportat�on	Safety	
Board	[NTSB]),	www.ntsb.gov
Federal	Av�at�on	Adm�n�strat�on	(FAA),	
www.faa.gov
Av�at�on	Safety	Report�ng	System	
(ASRS),	http://asrs.arc.nasa.gov/
State	department	of	transportat�on
State	aeronaut�cs	comm�ss�on
A�rport	author�ty
Commerc�al	a�rl�ne	carr�ers
Pr�vate	sh�pp�ng	compan�es	(e.g.,	
FedEx	and	UPS)

Highway:		Can	prov�de	�nformat�on	on	
critical infrastructure, traffic crashes, 
�nterd�ct�on	efforts,	�llegal	products	that	
have been seized, and cargo information. 

Federal	H�ghway	Adm�n�strat�on	
(FHWA),	www.fhwa.dot.gov
Federal	Motor	Carr�er	Safety	
Adm�n�strat�on	(FMCSA),	www.fmcsa.
dot.gov
National Highway Traffic Safety 
Adm�n�strat�on	(NHTSA),	www.nhtsa.
dot.gov
Office of Highway Safety (Component 
of	NTSB),	www.ntsb.gov/Surface/
h�ghway/h�ghway.htm
State	department	of	transportat�on
Turnp�ke	author�ty
Publ�c	trans�t
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Maritime:		Can	prov�de	�nformat�on	
on	port	cr�t�cal	�nfrastructure,	vessel	
�nformat�on,	cargo	�nformat�on,	susp�c�ous	
activity, and contraband seizures.  

U.S.	Coast	Guard,	http://www.uscg.
m�l/USCG.shtm
Mar�t�me	Adm�n�strat�on	(MARAD),	
www.marad.dot.gov/�ndex.html
Sa�nt	Lawrence	Seaway	Development	
Corporat�on	(SLSDC),	www.seaway.
dot.gov
Office of Marine Safety (Component of 
NTSB),	www.ntsb.gov/surface/mar�ne/
mar�ne.htm
Port	author�ty
Ports	counc�l
Br�dge	and	tunnel	author�ty
Harbor	master	and/or	commander
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Rail:		Can	prov�de	�nformat�on	on	cr�t�cal	
�nfrastructure	(e.g.,	the	locat�on	of	ra�l	
l�nes)	and	types	of	cargo	be�ng	sh�pped,	
including hazmat information.  Various 
pr�vate	sector	ra�l	ent�t�es	also	have	law	
enforcement	components.	

Federal	Ra�lroad	Adm�n�strat�on	
(FRA),	www.fra.dot.gov
Federal	Trans�t	Adm�n�strat�on	(FTA),	
http://trans�t-safety.volpe.dot.gov
Surface	Transportat�on	Board	(STB),	
www.stb.dot.gov
Office of Railroad, Pipeline, and 
Hazardous Materials Safety 
(Component	of	NTSB),	www.ntsb.
gov/ra�lroad/ra�lroad.htm
State	department	of	transportat�on
Ra�l	author�ty
Amer�can	Ra�lroad	Assoc�at�on
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U.S.	Department	of	Homeland	Secur�ty	
Homeland	Secur�ty	Adv�sory	Counc�l

Intell�gence	And	Informat�on	Shar�ng	
In�t�at�ve:		Homeland	Secur�ty	Intell�gence	
&	Informat�on	Fus�on

Joseph	J.	Grano,	Jr.
Cha�rman
Homeland	Secur�ty	Adv�sory	Counc�l

William	H.	Webster
V�ce	Cha�rman
Homeland	Secur�ty	Adv�sory	Counc�l

Daniel	J.	Ostergaard
Execut�ve	D�rector
Homeland	Secur�ty	Adv�sory	Counc�l

Mitt	Romney
Cha�rman
Intell�gence	&	�nformat�on	Shar�ng	

Work�ng	Group

John	Cohen
Execut�ve	D�rector
Intell�gence	&	�nformat�on	Shar�ng	

Work�ng	Group

Michael	J.	Miron
D�rector
Intell�gence	&	�nformat�on	Shar�ng	

Work�ng	Group

Background
Effect�ve	terror�sm-related	prevent�on,	
protect�on,	preparedness,	response,	
and	recovery	efforts	depend	on	t�mely,	
accurate,	and	act�onable	�nformat�on	
about	who	the	enem�es	are,61	where	

61	 	Includ�ng	the�r	capab�l�t�es,	�ntent�ons,	
strengths,	weaknesses.

and	how	they	operate,	how	they	are	
supported,	the	targets	the	enem�es	�ntend	
to	attack,	and	the	method	of	attack	they	
�ntend	to	use.	Th�s	�nformat�on	should	
serve	as	a	gu�de	for	efforts	to:	

Ident�fy	rap�dly	both	�mmed�ate	and	
long-term	threats;
Ident�fy	persons	�nvolved	�n	terror�sm-
related	act�v�t�es;	and
Gu�de	the	�mplementat�on	of	
�nformat�on-dr�ven	and	r�sk-
based	prevent�on,	response,	and	
consequence	management	efforts.

Terror�sm-related	�ntell�gence	�s	der�ved	
by collecting, blending, analyzing, and 
evaluat�ng	relevant	�nformat�on	from	a	
broad	array	of	sources	on	a	cont�nual	
bas�s.		There	�s	no	s�ngle	source	
for	terror�sm–related	�nformat�on.		It	
can	come	through	the	efforts	of	the	
�ntell�gence	commun�ty;	Federal,	State,	
tr�bal,	and	local	law	enforcement	
author�t�es;	other	government	agenc�es	
(e.g.,	transportat�on,	healthcare,	general	
government),	and	the	pr�vate	sector	(e.g.,	
transportation, healthcare, financial, 
Internet/�nformat�on	technology).		

For	the	most	part,	terror�sm-related	
�nformat�on	has	trad�t�onally	been	
collected	outs�de	of	the	Un�ted	
States.		Typ�cally,	the	collect�on	of	th�s	
type	of	�nformat�on	was	v�ewed	as	
the	respons�b�l�ty	of	the	�ntell�gence	
commun�ty	and,	therefore,	there	was	
l�ttle	to	no	�nvolvement	by	most	State	
and	local	law	enforcement	ent�t�es.		
The	attacks	of	September	11,	2001,	
however,	taught	us	that	those	want�ng	to	
comm�t	acts	of	terror�sm	may	l�ve	�n	our	
local	commun�t�es	and	be	engaged	�n	
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cr�m�nal	and/or	other	susp�c�ous	act�v�ty	
as	they	plan	attacks	on	targets	w�th�n	
the	Un�ted	States	and	�ts	terr�tor�es.		
Important	�ntell�gence	that	may	forewarn	
of	a	future	attack	may	be	der�ved	from	
�nformat�on	collected	by	State,	tr�bal,	
and	local	government	personnel	through	
cr�me	control	and	other	rout�ne	act�v�t�es	
and/or	by	people	l�v�ng	and	work�ng	
�n	our	local	commun�t�es.		Successful	
counterterror�sm	efforts	requ�re	that	
Federal,	State,	tr�bal,	local,	and	pr�vate-
sector	ent�t�es	have	an	effect�ve	
�nformat�on	shar�ng	and	collaborat�on	
capab�l�ty	to	ensure	they	can	seamlessly	
collect, blend, analyze, disseminate, 
and	use	�nformat�on	regard�ng	threats,	
vulnerab�l�t�es,	and	consequences	�n	
support	of	prevent�on,	response,	and	
consequence	management	efforts.	

The	Pres�dent	and	the	U.S.	Congress	
have	d�rected	that	an	�nformat�on	shar�ng	
env�ronment	(ISE)	be	created	�n	the	next	
two	years	to	fac�l�tate	�nformat�on	shar�ng	
and	collaborat�on	act�v�t�es	w�th�n	the	
Federal Government (horizontally) and 
between	Federal,	State,	tr�bal,	local,	and	
pr�vate-sector	ent�t�es	(vert�cally).		The	
concept	of	�ntell�gence/�nformat�on	fus�on	
has	emerged	as	the	fundamental	process	
(or	processes)	to	fac�l�tate	the	shar�ng	of	
homeland	secur�ty-related	�nformat�on	
and	�ntell�gence	at	a	nat�onal	level,	and,	
therefore,	has	become	a	gu�d�ng	pr�nc�ple	
in defining the ISE.  
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Homeland Security 
Intelligence/Information 
Fusion
Homeland	secur�ty	�ntell�gence/
�nformat�on	fus�on	�s	the	overarch�ng	
process of managing the flow of 
�nformat�on	and	�ntell�gence	across	levels	
and	sectors	of	government	and	the	pr�vate	
sector to support the rapid identification 
of	emerg�ng	terror�sm-related	threats	and	
other	c�rcumstances	requ�r�ng	�ntervent�on	
by	government	and	pr�vate-sector	
author�t�es.		It	�s	more	than	the	one-t�me	
collect�on	of	law	enforcement	and/or	
terror�sm-related	�ntell�gence	�nformat�on	
and	�t	goes	beyond	establ�sh�ng	an	
�ntell�gence	center	or	creat�ng	a	computer	
network.	Intell�gence	fus�on	�s	a	clearly	
defined, ongoing process that involves the 
del�neat�on	of	roles	and	respons�b�l�t�es;	
the	creat�on	of	requ�rements;	and	the	
collect�on,	blend�ng,	analys�s,	t�mely	
d�ssem�nat�on,	and	reevaluat�on	of	cr�t�cal	
data,	�nformat�on,	and	�ntell�gence	der�ved	
from	the	follow�ng:

Autonomous	�ntell�gence	and	
�nformat�on	management	systems	
(techn�cal	and	operat�onal)	
establ�shed	to	support	the	core	
m�ss�ons	of	�nd�v�dual	Federal,	State,	
local,	tr�bal,	and	government	ent�t�es;
General	publ�c;	and
Pr�vate-sector	ent�t�es.

The	fus�on	process	�s	a	key	part	of	our	
nat�on’s	homeland	secur�ty	efforts.		Th�s	
process	supports	the	�mplementat�on	of	
r�sk-based,	�nformat�on-dr�ven	prevent�on,	
response,	and	consequence	management	
programs.		S�multaneously,	�t	supports	
efforts	to	address	�mmed�ate	and/or	
emerg�ng,	threat-related	c�rcumstances	
and	events.		Although	the	collect�on,	
analys�s,	and	d�ssem�nat�on	of	terror�sm-
related	�ntell�gence	�s	not	the	sole	goal	of	
the	fus�on	process,	one	of	the	pr�nc�pal	
outcomes should be the identification 
of	terror�sm-related	leads—that	�s,	
any	nexus	between	cr�me-related	and	
other	�nformat�on	collected	by	State,	
local,	tr�bal,	and	pr�vate	ent�t�es	and	
a terrorist organization and/or attack. 
The	fus�on	process	does	not	replace	or	
replicate mission-specific intelligence 
and	�nformat�on	management	processes	
and	systems.		It	does,	however,	leverage	
�nformat�on	and	�ntell�gence	developed	
through	these	processes	and	systems	to	
support the rapid identification of patterns 
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and	trends	that	may	be	�nd�cat�ve	of	an	
emerg�ng	threat	cond�t�on.		Although	
the	pr�mary	emphas�s	of	�ntell�gence/
�nformat�on	fus�on	�s	to	�dent�fy,	deter,	and	
respond	to	emerg�ng	terror�sm-related	
threats and risks, a collateral benefit to 
State,	tr�bal	and	local	ent�t�es	�s	that	�t	
w�ll	support	ongo�ng	efforts	to	address	
nonterror�sm	related	�ssues	by:	

Allow�ng	State	and	local	ent�t�es	to	
better	�dent�fy	and	forecast	emerg�ng	
cr�me,	publ�c	health,	and	qual�ty-of-l�fe	
trends;
Support�ng	targeted	law	enforcement	
and	other	mult�d�sc�pl�nary,	proact�ve,	
r�sk-based	and	commun�ty-focused,	
problem-solv�ng	act�v�t�es;	and
Improv�ng	the	del�very	of	emergency	
and	nonemergency	serv�ces.		
Effect�ve	�ntell�gence/�nformat�on	
fus�on	requ�res	the	follow�ng:
The	use	of	common	term�nology,	
definitions, and lexicon by all 
stakeholders;
Up-to-date	awareness	and	
understand�ng	of	the	global	and	
domest�c	threat	env�ronment;
A	clear	understand�ng	of	the	l�nks	
between	terror�sm-related	�ntell�gence	
and	nonterror�sm-related	�nformat�on	
(e.g., flight school training, drug 
trafficking) so as to identify those 
act�v�t�es	that	are	precursors	or	
�nd�cators	of	an	emerg�ng	threat;
Clearly defined intelligence and 
�nformat�on	requ�rements	w�th	the	
Federal	�ntell�gence	commun�ty	
that prioritize and guide planning, 
collect�on,	analys�s,	d�ssem�nat�on,	
and	reevaluat�on	efforts;
Ident�fy�ng	cr�t�cal	�nformat�on	
repos�tor�es62	and	establ�sh�ng	the	
processes,	protocols,	procedures,	
and	techn�cal	capab�l�t�es	to	extract	
�nformat�on	and/or	�ntell�gence	from	
those	repos�tor�es;
Rel�ance	on	ex�st�ng	�nformat�on	
pathways	and	analyt�c	processes	as	
ss�ble;

62	 These	repos�tor�es	are	not	l�m�ted	to	
those	ma�nta�ned	by	law	enforcement	ent�t�es.		
For	example,	cr�t�cal	�nformat�on	may	be	
conta�ned	�n	systems	support�ng	med�cal	
exam�ners	(unattended	death),	publ�c	health	
ent�t�es,	emergency	rooms	(�nformat�on	
s�m�lar	to	the	Drug	Abuse	Warn�ng	Network	
program),	env�ronmental	regulatory	�nspectors,	
transportat�on	ent�t�es,	hous�ng	�nspectors,	
health	�nspectors,	bu�ld�ng	code	�nspectors,	etc.
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All-hazards and all-crimes approach 
to defining information collection, 
analys�s,	and	d�ssem�nat�on;
Clear	del�neat�on	of	roles,	
respons�b�l�t�es,	and	requ�rements	of	
each	level	and	sector	of	government	
�nvolved	�n	the	fus�on	process;
Understand�ng	and	el�m�nat�on	of	
�mped�ments	to	�nformat�on	collect�on	
and	shar�ng	(�.e.,	�t	should	be	a	
pr�or�ty	for	the	Federal	Government	
to	prov�de	State,	local,	and	tr�bal	
entities unclassified terrorism-related 
�nformat�on/�ntell�gence	so	that	�t	can	
be	�ntegrated	�nto	statew�de	and/or	
local	fus�on	efforts);	
Capac�ty	to	convert	�nformat�on	�nto	
operat�onal	�ntell�gence;
Extens�ve	and	cont�nuous	�nteract�on	
w�th	the	pr�vate	sector	and	w�th	the	
publ�c	at	large;
Connect�v�ty	(techn�cal	and/or	
procedural)	w�th	cr�t�cal	�ntell�gence	
streams,	analys�s	centers,	
commun�cat�on	centers,	and	
�nformat�on	repos�tor�es	at	all	levels	of	
classification as necessary;
Extens�ve	part�c�pat�on	of	subject-
matter	experts	(SMEs)	�n	the	
analyt�cal	process;	and
Capac�ty	and	comm�tment	to	
ensure	aggress�ve	overs�ght	and	
accountab�l�ty	so	as	to	protect	aga�nst	
the	�nfr�ngement	of	const�tut�onal	
protect�ons	and	c�v�l	l�bert�es.		

Participants in the 
Fusion Process
To	some	degree,	the	fus�on	process	
�nvolves	every	level	and	sector	(d�sc�pl�ne)	
of	government,	the	pr�vate-sector,	and	
the	publ�c.		The	level	of	�nvolvement	from	
these	part�c�pants	w�ll	vary	based	on	
specific circumstances.  Some disciplines, 
such	as	law	enforcement,	represent	a	
core	component	of	the	fus�on	process	
because	of	the	relat�onsh�p	between	
cr�me	and	because,	�n	many	cases,	law	
enforcement	author�t�es	are	best-su�ted	
to	coord�nate	statew�de	and	local	fus�on	
efforts.		M�n�mally,	the	fus�on	process	
should be organized and coordinated on 
a	statew�de	level	and	each	State	should	
establ�sh	and	ma�nta�n	an	analyt�c	center	
to	fac�l�tate	the	fus�on	process.		Each	
major urban area (as defined by the 
Urban	Area	Secur�ty	In�t�at�ve	[UASI]	
program)	may	want	to	establ�sh	a	s�m�lar	
capac�ty	ensur�ng	�t	�s	�nterl�nked	w�th	the	
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fus�on	process	establ�shed	by	the	State.		
Other	local�t�es,	tr�bal	governments,	
and	even	pr�vate-sector	ent�t�es	should	
develop	a	process	to	�nterl�nk	and	
part�c�pate	�n	these	statew�de	(or	UASI)	
fus�on	efforts.		The	publ�c	should	be	
engaged	through	publ�c	educat�on	
programs	that	descr�be	what	they	should	
look	for	and	what	to	do	�f	they	observe	
susp�c�ous	act�v�t�es	or	c�rcumstances.	

Efforts should be organized and managed 
on	a	geograph�c	bas�s	and	scalable	so	
adjustments	can	be	made	based	on	
changes	�n	the	operat�ng	and/or	threat	
env�ronment.	Wh�le	nat�onal	standards	
and	gu�del�nes	should	gu�de	the	
institutionalization of the process, the 
actual	technolog�cal	�nfrastructure	and	
operat�onal	protocols	used	by	�nd�v�dual	
jur�sd�ct�ons	should	be	based	on	the	
management structure, specific needs, 
and	capab�l�t�es	of	each	�nd�v�dual	
jur�sd�ct�on.

Stages of the Fusion 
Process  
Fus�on	�s	cycl�cal	process	that	�ncludes	
the	follow�ng	stages	and	act�v�t�es:

Management/Governance
Define a management structure 
(e.g.,	who	�s	�n	charge,	what	ent�ty	
w�ll	manage	and	coord�nate	da�ly	
act�v�t�es).
Ident�fy	core	(permanent)	and	ad	
hoc	stakeholders.
Des�gn	a	governance	
structure	adv�sory	comm�ttee	
(mult�d�sc�pl�nary	and	mult�level	of	
government).
Define goals and objectives.
Develop a process to define 
�nformat�on	and	�ntell�gence	
collect�on	requ�rements.
Develop	the	process	and	
necessary	memorandums	of	
understand�ng	to	commun�cate	
requ�rements.	

Planning	and	Requirements	
Development

Conduct	(and	update	frequently)	
a	comprehens�ve	and	compat�ble	
r�sk	assessment	(threat,	
vulnerab�l�ty,	and	consequence).
Ident�fy	patterns	and	trends	
reflective of emerging threats.
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Define collection requirements 
based	on	results	of	r�sk	
assessments.
Ident�fy	the	c�rcumstances	or	
events	(e.g.,	cr�me,	publ�c	health)	
that	represent	�nd�cators	and/or	
precursors	of	threats.
Ident�fy	the	sources	and/or	
repos�tor�es	of	data	and	
�nformat�on	regard�ng	�nd�cators	
and	precursors.
Ident�fy	the	ex�st�ng	capac�ty	
to	collect	key	�nformat�on	from	
ex�st�ng	sources.
Ident�fy	collect�on	gaps	and	
m�t�gate.
Define public education, and other 
act�v�t�es	necessary	to	enhance	
s�tuat�onal	awareness	by	the	
publ�c.
Develop	tra�n�ng	for	front	l�ne	
law	enforcement	and	other	
personnel	so	that	they	can	better	
�dent�fy	susp�c�ous	act�v�t�es	that	
may	represent	plann�ng	and/or	
operat�onal	act�v�ty	by	terror�st	
group.
Ensure	a	mechan�sm	ex�sts	to	
support	report�ng	of	collected	
�nformat�on	(e.g.,	9-1-1,	t�pl�ne,	
Internet,	connect�v�ty	to	key	
�nformat�on	systems).
Ident�fy	regulatory,	statutory,	
pr�vacy,	and/or	other	�ssues	that	
�mpede	collect�on	and	shar�ng	of	
�nformat�on.
Develop	(�n	partnersh�p	w�th	
private-sector officials) detailed 
knowledge	of	vulnerab�l�t�es	and	
consequence	�n	the	pr�vate	sector	
to	poss�ble	terror�st	attacks	to	
assess	the	l�kel�hood	of	attack,	the	
l�kely	methods	of	attack,	the	l�kely	
equ�pment	and	substances	used	
to	carry	out	such	an	attack,	and	
�dent�fy	plann�ng	act�v�t�es.	

Collection
Commun�cate	collect�on	
requ�rements	to	relevant	State,	
tr�bal,	local,	and	pr�vate-sector	
ent�t�es.
Implement	s�tuat�onal	awareness	
act�v�t�es	(e.g.,	tra�n�ng,	publ�c	
educat�on).
M�t�gate	�mped�ments	to	collect�on.
Compile classified and 
unclassified data, information and 
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�ntell�gence	generated	by	people	
and organizations. 
Serve	as	the	24/7/365	�n�t�al	
po�nt	of	contact	for	�nformat�on	
prov�ded	by	the	U.S.	Department	
of	Homeland	Secur�ty,	Department	
of	Defense,	Department	of	Just�ce,	
Federal	Bureau	of	Invest�gat�on,	
and	other	Federal	ent�t�es	(v�a	
telephone	calls,	Homeland	
Secur�ty	Informat�on	Network/Jo�nt	
Reg�onal	Informat�on	Exchange	
System,	LEO,	e-ma�l	bullet�ns,	
VTC,	fax)	for	the	rece�pt	of	the	
follow�ng:

Immediate threat-specific 
information (classified and 
unclassified)
Long-term	threat	information	
(classified and unclassified)
Tactics	and	methods	used	
by terrorists (classified and 
unclassified)

Integrate	w�th	other	report�ng	
systems	(e.g.,	9-1-1,	3-1-1),	and	
establ�sh	and	ma�nta�n	further,	
easy-to-use	capab�l�ty	for	the	
publ�c	report�ng	of	susp�c�ous	
act�v�ty	�n	conjunct�on	w�th	the	
Jo�nt	Terror�sm	Task	Force	(e.g.,	
�nternet,	toll-free	t�pl�ne).
Establ�sh	a	process	to	�dent�fy	
and	track	reports	of	susp�c�ous	
c�rcumstances	(e.g.,	pre-
operat�onal	surve�llance,	
acqu�s�t�on	of	�tems	used	�n	an	
attack).

Analysis
Blend	data,	�nformat�on,	and	
�ntell�gence	rece�ved	from	mult�ple	
sources.
Reconcile, deconflict data, and 
val�date	as	to	cred�b�l�ty	of	data,	
�nformat�on	and	�ntell�gence	
rece�ved	from	collect�on	sources.	
Evaluate and analyze data and 
�nformat�on	us�ng	SMEs.
Identify and prioritize the risks 
faced	by	the	jur�sd�ct�on	(e.g.,	
State,	local).
Produce	value-added	�ntell�gence	
products	that	can	support	the	
development	of	performance-
dr�ven,	r�sk-based	prevent�on,	
response,	and	consequence	
management	programs.
Identify specific protective 
measures	to	�dent�fy	and	d�srupt	
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potent�al	terror�st	attacks	dur�ng	
the	plann�ng	and	early	operat�onal	
stages.	

Dissemination,	Tasking,	and	
Archiving

Ident�fy	those	ent�t�es	and	people	
(e.g., officials, executives) 
respons�ble	for	develop�ng	
and	�mplement�ng	prevent�on,	
response,	and	consequence	
management	(publ�c	and	pr�vate)	
efforts.
Prov�de	relevant	and	act�onable	
�ntell�gence	�n	a	t�mely	manner	
to	those	ent�t�es	respons�ble	
for	�mplement�ng	prevent�on,	
response,	and	consequence	
management	efforts	(publ�c	and	
pr�vate	sector).
Arch�ve	all	data,	�nformat�on,	
and	�ntell�gence	to	support	future	
efforts.	
Support	the	development	of	
performance-based	prevent�on,	
response,	and	consequence	
management	measures.
Establ�sh	the	capac�ty	to	track	
performance	metr�cs	assoc�ated	
w�th	prevent�on,	response,	and	
consequence	management	efforts.
Prov�de	feedback	to	�nformat�on	
collectors.

Reevaluation
Track	the	ach�evement	of	
prevent�on,	response,	and	
consequence	management	
program	performance	metr�cs	so	
as	to	evaluate	�mpact	on	the	r�sk	
env�ronment.
Update	threat,	vulnerab�l�ty,	and	
consequence	assessments	so	as	
to	update	the	r�sk	env�ronment.
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Assess	effect�veness	of	nat�onal	
(�.e.,	Federal,	State,	tr�bal,	and	
local)	�ntell�gence	and	�nformat�on	
collect�on	requ�rements	process.

Modification of Requirements
Mod�fy	collect�on	requ�rements	as	
necessary.
Communicate modifications in a 
t�mely	manner.

Intelligence and 
Information Sharing 
Working Group 
Members
Cha�r,	Governor	M�tt	Romney	(Homeland	

Secur�ty	Adv�sory	Counc�l	[HSAC])
Chuck	Canterbury	(HSAC)
Frank	C�lluffo	(HSAC)
Major	General	Bruce	Lawlor	(Ret�red)	

(HSAC)
Mayor	Patr�ck	McCrory	(HSAC)	
Lyd�a	Thomas	(HSAC)
Mayor	Karen	Anderson	(State	and	Local	

Sen�or	Adv�sory	Comm�ttee	[SLSAC])
James	Dunlap	(SLSAC)
Don	Knabe	(SLSAC)
Peggy	Merr�ss	(SLSAC)
Karen	M�ller	(SLSAC)
Mayor	Donald	Plusquell�c	(SLSAC)
M�chael	Carona	(Emergency	Response	

Sen�or	Adv�sory	Comm�ttee	[ERSAC])
Frank	Cruthers	(ERSAC)
Ellen	Gordon	(ERSAC)
Ph�ll�p	Ke�th	(ERSAC)
Paul	Man�scalco	(ERSAC)
Dr. Allan Zenowitz (Academe, Policy and 

Research	Sen�or	Adv�sory	Comm�ttee)
George	Vradenburg	(Pr�vate	Sector	

Sen�or	Adv�sory	Comm�ttee)
John Cohen (Office of the Governor, 

Massachusetts)
Cindy Gillespie (Office of the Governor, 

Massachusetts)
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Fusion Group Subject-
Matter Experts
Kenneth	Bouche,	Colonel,	State	Pol�ce,	

Ill�no�s
Dan	Cooney,	Capta�n,	State	Pol�ce,	New	

York
George	Foresman,	Homeland	Secur�ty	

Adv�sor,	V�rg�n�a
Bart	Johnson,	L�eutenant	Colonel,	State	

Pol�ce,	New	York
Fred	LaMontagne,	F�re	Ch�ef,	Ma�ne
Pete	Modaffer�,	Ch�ef	of	Detect�ves,	

Rockland	County,	New	York
Steve	McGraw,	Homeland	Secur�ty	

Adv�sor,	Texas
J�m	McMahon,	Homeland	Secur�ty	

Adv�sor,	New	York
Tom O’Reilly, Office of the Attorney 

General,	New	Jersey
Russ	Porter,	Ass�stant	D�rector,	

Department	of	Publ�c	Safety,	Iowa
Mark Zadra, Chief of Investigations, Office 

of	Statew�de	Intell�gence,	Flor�da	
Department	of	Law	Enforcement

Homeland Security 
Advisory Council Staff
Dan	Ostergaard,	Execut�ve	D�rector,	

Homeland	Secur�ty	Adv�sory	Counc�l
R�ch	Dav�s,	D�rector,	Academe	and	Pol�cy	

Research	Sen�or	Adv�sory	Comm�ttee
Jeff	Gaynor,	D�rector,	Emergency	

Response	Sen�or	Adv�sory	Comm�ttee
Kat�e	Knapp,	Spec�al	Ass�stant	to	the	

Homeland	Secur�ty	Adv�sory	Counc�l
M�ke	M�ron,	D�rector,	State	and	Local	

Officials Senior Advisory Committee
Candace Stoltz, Director, Private Sector 

Sen�or	Adv�sory	Comm�ttee
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Appendix E
Information Exchange Analysis and Design Report

Information Exchange 
Analysis and Design
Analyze information exchange among 
law enforcement and homeland 
security partners and build models for 
successful information sharing.

Justification
Law	enforcement	and	homeland	secur�ty	
partners	operate	myr�ad	systems	for	
collecting, maintaining, analyzing, and 
shar�ng	data	and	�nformat�on	cr�t�cal	to	
carry�ng	out	the�r	respect�ve	m�ss�ons.		
Creat�ng	the	capac�ty	to	share	�nformat�on	
among	and	between	agenc�es,	levels	of	
government,	and	a	var�ety	of	d�sc�pl�nes—
�ndeed,	creat�ng	an	enterpr�se	approach—
means	overcom�ng	establ�shed	barr�ers	to	
data	exchange.		It	�nvolves	understand�ng	
cross-jur�sd�ct�onal	�nformat�on	needs	and	
the	data	exchanges	that	cross	somet�mes	
rad�cally	d�fferent	l�nes	of	bus�ness.

Informat�on	exchange	�n	any	env�ronment	
�s	tr�ggered	by	�nternal	or	external	events.		
In	the	just�ce	system	and	homeland	
secur�ty	env�ronments,	these	tr�gger�ng	
events	are	the	key	dec�s�on	po�nts	�n	
our	rout�ne	bus�ness	processes,		such	
as an arrest, a traffic accident involving 
hazardous materials, a release from 
pr�son,	or	a	terror�st	�nc�dent.		In	order	
to	share	�ntell�gence	electron�cally,	�t	
�s	essent�al	to	understand	the	nature	
of	these	bus�ness	processes,	dec�s�on	
po�nts,	and	tr�gger�ng	events.

Most organizations do an adequate job 
of	apply�ng	technology	�n	the�r	�nternal	
env�ronments.		On	the	other	hand,	

most	�nformat�on	exchange	between	
organizations is not developed with 
s�m�lar	r�gor,	follow�ng	the	“anarchy	
model.”		In	the	anarchy	model,	each	
�nterface	�s	a	custom	�nterface,	and	
dec�s�ons	about	�nformat�on	shar�ng	
are	made	w�thout	regard	for	other	data	
that	may	pass	between	the	same	two	
organizations and without regard for 
other	agenc�es	that	may	need	the	same	
�nformat�on.

As	�nterfaces	are	constructed	w�th	th�s	
anarchy	model,	arch�tectural	dec�s�ons	
are	made	that	may	constra�n	future	
efforts to share data by organizations that 
may	have	no	�nterest	�n	these	or�g�nal	
exchanges.		For	example,	a	dec�s�on	
by	courts	and	prosecutors	to	establ�sh	
a	data	warehouse	as	a	central	locat�on	
for	shar�ng	documents	electron�cally	w�ll	
make it more difficult and expensive for 
law	enforcement	agenc�es	to	develop	
a	m�ddleware	approach	for	shar�ng	
traffic accident information.  In a second 
example,	law	enforcement	agenc�es	and	
the	courts	may	dec�de	on	an	approach	for	
shar�ng	c�tat�on	�nformat�on	electron�cally,	
w�thout	consult�ng	the	prosecutor,	the	
state	motor	veh�cle	d�v�s�on,	or	the	state	
cr�m�nal	h�story	repos�tory,	wh�ch	also	
have	an	�nterest	�n	electron�c	c�tat�on	data.

There	are	two	problems	that	result	from	
appl�cat�on	of	the	anarchy	model:	1)	
the	arch�tecture	that	evolves	�s	seldom	
opt�mal	and	often	�s	�nadequate	for	most	
other	�nformat�on	exchange,	and	2)	
efforts	to	expand	�nformat�on	exchange	
generally	end	up	collaps�ng	beneath	the�r	
own	we�ght	as	the	number	of	data	trad�ng	
partners	�ncreases.		What	�s	needed	
�s	an	enterpr�se	model	for	des�gn�ng	

�nformat�on	exchange	for	fus�on	centers.		
An	enterpr�se	approach	cons�ders	all	
of	the	�nformat�on	exchange	needs	of	
all	stakeholders	when	develop�ng	the	
�ntegrat�on	arch�tecture.

Whether	�nterfaces	between	systems	
for	shar�ng	�ntell�gence	cons�st	of	s�mple	
quer�es	and	responses,	or	are	more	
soph�st�cated	transact�onal	processes	that	
bu�ld	central	�ndex	entr�es	or	populate	
data	warehouses,	�t	�s	�mportant	to	
document and analyze this information 
exchange	at	the	plann�ng	stage	of	a	
project	and	to	create	a	bluepr�nt	at	
the	enterpr�se	level	for	shar�ng	data	
electronically that capitalizes on efficiency, 
accuracy,	and	t�mel�ness.		Th�s	des�gn	
should	be	created	by	bus�ness	experts	
from the participating organizations, under 
the	d�rect�on	of	pol�cy	leaders	and	w�th	
the	ass�stance	of	technolog�sts.		It	should	
be	based	on	a	d�sc�pl�ned	exam�nat�on	
of	current	bus�ness	pract�ces,	ex�st�ng	
technology,	and	paper	and	electron�c	
exchange	of	�ntell�gence	that	already	�s	
occurr�ng.

The Justice Information 
Exchange Model (JIEM)
The	Just�ce	Informat�on	Exchange	
Model	(JIEM)	�s	a	tool	that	can	ass�st	
fus�on	centers	�n	perform�ng	these	
�mportant	tasks.		JIEM	documents	
the	processes,	tr�gger�ng	events,	and	
cond�t�ons	that	govern	�nformat�on	
exchange	at	the	enterpr�se	level.		It	
models the data that flows or should 
flow between organizations.  It is a 
plann�ng	tool,	a	bus�ness	model�ng	tool,	
an	�nformat�on	exchange	model�ng	tool,	
and	a	data	model�ng	tool.		It	�s	l�nked	
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w�th	the	Global	Just�ce	XML	Data	Model	
(GJXDM),	allow�ng	easy	�mport�ng	of	
model	components	to	des�gn	electron�c	
documents.		Soon	�t	w�ll	be	l�nked	w�th	the	
ab�l�ty	to	�mport	and	export	XML	schema	
and	other	Informat�on	Exchange	Package	
Documentat�on	(IEPD)	art�facts	that	are	
essent�al	to	�mplement�ng	the	GJXDM.			
Th�s	w�ll	eventually	enable	just�ce	
agenc�es	to	seamlessly	generate	(and,	�f	
need	be,	re-generate)	GJXDM	compl�ant	
�nformat�on	exchanges	from	the	bus�ness	
rules	encapsulated	�n	JIEM,	ensur�ng	that	
they	can	be	rap�dly	adapted	to	the	needs	
of	an	�ncreas�ngly	dynam�c	env�ronment.			
JIEM	�s	also	be�ng	enhanced	to	support	
the	exchange	of	�nformat�on	not	only	
w�th�n	doma�ns	(as	�n	the	just�ce	doma�n	
today)	but	between	d�fferent	doma�ns,	
such	as	just�ce,	emergency	management,	
transportat�on,	and	�ntell�gence,	�n	support	
of emerging organizations such as Fusion 
Centers.

JIEM	was	developed	to	collect	
requ�rements	from	pract�t�oners	for	
just�ce	�nformat�on	shar�ng	�n�t�at�ves;	
specifically to assist justice system 
leaders in analyzing and documenting 
ex�st�ng	�nformat�on	exchange	at	the	
enterpr�se	level,	�n	des�gn�ng	new	
electron�c	exchange	processes	as	a	part	
of	an	�ntegrated	just�ce	�n�t�at�ve,	and	
�n	adopt�ng	and	�mplement�ng	nat�onal	
bus�ness,	data,	and	technology	models	
to	save	t�me,	effort,	and	money.		It	helps	
just�ce	and	publ�c	safety	pract�t�oners	
to	art�culate	requ�rements	that	can	be	
commun�cated	to	technolog�sts	who	
develop	systems	and	�nterfaces.		It	�s	
be�ng	expanded	to	support	the	needs	of	
developers	who	w�ll	bu�ld	the	systems	and	
�nterfaces	needed	to	share	�ntell�gence	
�n	the	law	enforcement	and	homeland	
secur�ty	commun�ty.

JIEM	was	created	by	SEARCH,	
the	Nat�onal	Consort�um	for	Just�ce	
Informat�on	and	Stat�st�cs,	w�th	fund�ng	
from	the	Bureau	of	Just�ce	Ass�stance,	
Office of Justice Programs, U.S. 
Department	of	Just�ce.		It	has	been	used	
in dozens of integrated justice initiatives in 
the	Un�ted	States	and	has	been	adopted	
by	the	Canad�an	government.

Creating a Blueprint for 
Information Sharing
Once	pract�t�oners	understand	the	
enterpr�se	and	how	�t	conducts	bus�ness,	
they	can	beg�n	to	bu�ld	a	bluepr�nt	for	a	
more	effect�ve	enterpr�se.		Informat�on	
sharing analysis will expose inefficiencies, 
redundanc�es,	gaps,	and	opportun�t�es	�n	
the	current	system.		Once	the	system’s	
current	operat�ons	are	obv�ous	to	dec�s�on	
makers,	they	can	dec�de	how	they	want	to	
work	together	�n	the	future	and	construct	
a	bluepr�nt	or	“to-be”	plan.		Th�s	w�ll	be	a	
cr�t�cal	act�v�ty	for	the	development	of	a	
nat�onw�de	system	of	�ntell�gence	fus�on	
centers.

Common Exchanges 
Create a Reference 
Model for Others to 
Use
JIEM	users	have	each	created	databases	
of	the�r	deta�led	just�ce	�nformat�on	
exchanges.		JIEM	was	des�gned	to	
allow administrators to review, analyze, 
compare,	and	contrast	exchanges	
entered	by	all	jur�sd�ct�ons.		That	research	
has	led	to	the	development	of	the	JIEM	
Reference	Model,	a	set	of	common	
exchanges	found	�n	most	locat�ons.		A	
s�m�lar	process	could	be	used	to	create	a	
un�versal	set	of	exchanges	for	�ntell�gence	
shar�ng.	

W�th	a	reference	model,	fus�on	centers	
that	are	just	beg�nn�ng	the�r	�nformat�on	
shar�ng	efforts	could	�ncorporate	those	
common	exchanges,	rather	than	start�ng	
w�th	noth�ng.		They	could	�mport	those	
exchanges	�nto	a	new	database	that	
can	then	be	ta�lored	to	the	un�que	
needs	of	the�r	reg�on	or	jur�sd�ct�on.		The	
reference	model	enables	centers	to	bu�ld	
exchanges that reflect their individual 
bus�ness	pract�ces	but	�n	a	manner	
that	�s	cons�stent	w�th	nat�onal	act�v�t�es	
and	�n�t�at�ves.		Th�s	essent�al	product	
of	JIEM	was	developed	by	and	for	the	
pract�t�oners	who	use	the	tool	to	model	
actual,	operat�onal	exchanges	�n	the�r	
jur�sd�ct�ons.

The	JIEM	methodology	and	model�ng	tool	
can	be	used	by	any	enterpr�se	seek�ng	
to analyze its business processes, 
understand	�ts	�nformat�on	exchange,	
and	reeng�neer	�ts	bus�ness	processes	
by	qu�ckly	leverag�ng	best	pract�ces	and	

capitalizing on the experience of other 
jur�sd�ct�ons.

What Is Included in 
JIEM?
JIEM has five components:

A	conceptual	framework	for	
understand�ng	just�ce	�nformat�on	
exchanges	(today),	as	well	as	
�nformat�on	exchanges	�n	and	
between	add�t�onal	doma�ns	(such	
as	emergency	management,	
transportat�on,	�mm�grat�on,	and	
�ntell�gence)	�n	the	future.
A	methodology for analyzing 
current	�nformat�on	exchange	and	for	
reeng�neer�ng	�nformat�on	exchange	�n	
an	�nformat�on	shar�ng	env�ronment.
The	JIEM	Modeling	Tool©,	a	Web-
based	software	package	to	ass�st	
just�ce	system	pract�t�oners	�n	apply�ng	
JIEM.
The	JIEM	Reference	Model,	a	set	
of	�nformat�on	exchange	descr�pt�ons	
that	are	common	to	most	jur�sd�ct�ons.
An	�nterface	w�th	the	Global	Justice	
XML	Data	Model	that	allows	users	to	
�mport	types	and	propert�es	d�rectly	
�nto	the�r	JIEM	documents.

Who Uses JIEM?
JIEM	�s	used	by	pract�t�oners	dur�ng	the	
strateg�c	plann�ng	phase	of	an	�nformat�on	
shar�ng	�n�t�at�ve	or	later	by	developers	
during the design of specific interfaces 
between	appl�cat�ons.		Us�ng	JIEM,	a	s�te	
can	accompl�sh	the	follow�ng:

Document	ex�st�ng	bus�ness	
processes and information flow 
between	just�ce	and	just�ce-related	
organizations with text and graphical 
outputs.
Analyze the effectiveness and 
economy	of	ex�st�ng	pract�ces.
Gather	requ�rements	for	�mproved	
�nformat�on	exchange,	creat�ng	a	
bluepr�nt	for	the	�ntegrat�on	�n�t�at�ve.
Analyze existing data transfers to 
determ�ne	wh�ch	prov�de	the	most	
favorable cost/benefit ratios for 
automat�on.
Use	JIEM	outputs	as	�nputs	to	other	
developer	tools	to	enhance	just�ce	
appl�cat�ons	and	to	develop	�nterfaces	
between	systems.


















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Access,	�mport,	and	extend	nat�onal	
models,	such	as	the	JIEM	Reference	
Model,	the	Global	Just�ce	XML	Data	
Model,	and	Informat�on	Exchange	
Package	Documentat�on	(IEPD).
Reg�ster	locally	developed	IEPD	
art�facts	�n	a	nat�onal	repos�tory	for	
use	by	others.
Prov�de	data	to	support	nat�onal	
efforts	to	develop	and	�mprove	
models,	methodolog�es,	and	tools	to	
support	�ntegrated	just�ce.

JIEM Benefits
The	JIEM	analys�s	requ�res	the	act�ve	
�nput	of	stakeholders	from	all	part�c�pat�ng	
organizations.  It delivers a number of 
benefits to local, state, and regional 
�ntegrated	just�ce	efforts	that	go	beyond	
the specific products provided by the 
system,	�nclud�ng:

An	opportun�ty	to	br�ng	staff	from	
d�verse	but	�nterdependent	just�ce	
d�sc�pl�nes	together	w�th	a	common	









language	and	methodology	to	focus	
on	bus�ness	pract�ces	of	mutual	
concern	at	the	enterpr�se	level.
Access	to	best	pract�ces	from	around	
the	nat�on	to	avo�d	re�nvent�ng	the	
wheel.
Free	software	and	support	to	preserve	
scarce	resources;	a	personal	
computer	and	Internet	access	are	the	
only	requ�rements	to	access	JIEM.
Part�c�pat�on	�n	nat�onal	efforts	to	
�mprove	the	�ntegrat�on	of	just�ce	
�nformat�on	resources.

Issues for Consideration
When analyzing and designing methods 
for	obta�n�ng	and	d�ssem�nat�ng	
�ntell�gence	electron�cally,	cons�der:

Identifying organizations that will 
contr�bute	and	consume	�nformat�on	
from	the	fus�on	center.
Recognizing the political 
independence of these organizations 
that	are	operat�onally	�nterdependent.











Understand�ng	the	d�vers�ty	�n	format	
and	structure	of	�nformat�on	�n	all	of	
these	agenc�es.
Analyzing the diversity of technology 
appl�cat�ons,	commun�cat�ons	
protocols,	and	development	
env�ronments	that	ex�st	�n	just�ce-
related organizations.
Acknowledg�ng	the	�ssues	that	relate	
to	bus�ness	processes	that	overlap	
organizational boundaries and the 
need	to	coord�nate	these	pract�ces	
between	ent�t�es.
Ma�nta�n�ng	relat�onsh�ps	w�th	leaders	
of these organizations to ensure 
that	�nternal	changes	�n	bus�ness	
processes	do	not	d�srupt	�nformat�on	
exchange.
Recognizing the organizational, 
pol�t�cal,	legal,	and	budgetary	
constra�nts	that	operate	on	just�ce	
organizations and drive efforts to 
�mprove	operat�ons	wh�le	conserv�ng	
resources.








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28	CFR	Part	23—A	gu�del�ne	for	law	
enforcement	agenc�es	that	operate	
federally	funded	mult�jur�sd�ct�onal	
cr�m�nal	�ntell�gence	systems	(Cr�m�nal	
Intell�gence	Glossary,	November	2004).

Administrative	Analysis—The	prov�s�on	
of	econom�c,	geograph�c,	or	soc�al	
�nformat�on	to	adm�n�strators	(Gottl�eb,	
S�ngh,	and	Arenberg,	1995,	p.	13).		
The	analys�s	of	econom�c,	geograph�c,	
demograph�c,	census,	or	behav�oral	data	
to	�dent�fy	trends	and	cond�t�ons	useful	to	
a�d	adm�n�strators	�n	mak�ng	pol�cy	and/or	
resource	allocat�on	dec�s�ons	(Cr�m�nal	
Intell�gence	Glossary,	November	2004).

Advanced	Authentication—Definitively 
�dent�fy�ng	users	before	they	access	
an organization’s network is a key 
component	�n	protect�ng	�nformat�on	
resources.	Start	by	choos�ng	an	
authent�cat�on	system	w�th	encrypted	
password	protocols.		Before	choos�ng	
an	advanced	authent�cat�on	system,	�t	
�s	�mperat�ve	that	data	owners	evaluate	
user	access,	hardware,	and	other	
requ�rements	(Cr�m�nal	Intell�gence	
Glossary,	November	2004).

Analysis—The	rev�ew	of	�nformat�on	
and	�ts	compar�son	to	other	�nformat�on	
to	determ�ne	the	mean�ng	of	the	data	�n	
reference	to	a	cr�m�nal	�nvest�gat�on	or	
assessment.		(Peterson,	1994,		
p.	269)		That	act�v�ty	whereby	mean�ng,	
actual	or	suggested,	�s	der�ved	through	
organizing and systematically examining 
d�verse	�nformat�on	and	apply�ng	�nduct�ve	
or	deduct�ve	log�c	for	the	purposes	of	
cr�m�nal	�nvest�gat�on	or	assessment	
(Cr�m�nal	Intell�gence	Glossary,	November	
2004).

Association/Link/Network	Analysis—
Collect�on	and	analys�s	of	�nformat�on	
that	shows	relat�onsh�ps	among	var�ed	
�nd�v�duals	suspected	of	be�ng	�nvolved	�n	
cr�m�nal	act�v�ty	that	may	prov�de	�ns�ght	
�nto	the	cr�m�nal	operat�on	and	wh�ch	
�nvest�gat�ve	strateg�es	m�ght	work	best	
(Law	Enforcement	Analytic	Standards,	
November	2004).		The	entry	of	cr�t�cal	
�nvest�gat�ve	and/or	assessment	var�ables	
�nto	a	two-ax�s	matr�x	to	exam�ne	the	
relat�onsh�ps	and	patterns	that	emerge	as	
the	var�ables	are	correlated	�n	the	matr�x	
(Cr�m�nal	Intell�gence	Glossary,	November	
2004).

Audit	Trails—The	use	of	aud�t	
procedures	(e.g.,	track�ng	who	�s	
access�ng	the	data	or	what	data	was	
accessed)	comb�ned	w�th	analys�s	of	
audit logs and follow-up for unauthorized 
or	anomalous	act�v�ty	�s	essent�al	for	
long-term	system	secur�ty	and	pr�vacy	
(Cr�m�nal	Intell�gence	Glossary,	November	
2004).99

Authentication—The	process	of	
�dent�fy�ng	an	�nd�v�dual,	usually	based	
on	a	username	and	password.	In	
secur�ty	systems,	authent�cat�on	�s	
d�st�nct	from	authorization,	wh�ch	�s	the	
process	of	g�v�ng	�nd�v�duals	access	to	
system	objects	based	on	the�r	�dent�ty.	
Authent�cat�on	merely	ensures	that	the	
�nd�v�dual	�s	who	he	or	she	cla�ms	to	be	
but	says	noth�ng	about	the	access	r�ghts	
of	the	�nd�v�dual	(www.weboped�a.com).	

Authorization—The	process	of	grant�ng	
or	deny�ng	access	to	a	network	resource.	
Most	computer	secur�ty	systems	are	
based on a two-step process. The first 
stage	�s	authent�cat�on,	wh�ch	ensures	

Appendix F
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that	a	user	�s	who	he	or	she	cla�ms	to	
be. The second stage is authorization, 
wh�ch	allows	the	user	access	to	var�ous	
resources	based	on	the	user’s	�dent�ty	
(www.weboped�a.com).	

Classified Information/Intelligence—
A	un�form	system	for	class�fy�ng,	
safeguard�ng,	and	declass�fy�ng	nat�onal	
secur�ty	�nformat�on,	�nclud�ng	�nformat�on	
relat�ng	to	defense	aga�nst	transnat�onal	
terror�sm,	to	ensure	certa�n	�nformat�on	
be maintained in confidence in order 
to protect citizens, U.S. democratic 
�nst�tut�ons,	U.S.	homeland	secur�ty,	and	
U.S.	�nteract�ons	w�th	fore�gn	nat�ons	and	
ent�t�es	(Cr�m�nal	Intell�gence	Glossary,	
November	2004).

Top Secret Classification—
Appl�ed	to	�nformat�on,	the	
unauthorized disclosure of which 
reasonably	could	be	expected	to	
cause	except�onally	grave	damage	
to	the	nat�onal	secur�ty	that	the	
original classification authority 
�s	able	to	�dent�fy	or	descr�be	
(Execut�ve	Order	12958,		
March	25,	2003).

Secret Classification—Appl�ed	
to information, the unauthorized 
d�sclosure	of	wh�ch	reasonably	
could	be	expected	to	cause	
ser�ous	damage	to	the	nat�onal	
secur�ty	that	the	or�g�nal	
classification authority is able to 
�dent�fy	or	descr�be	(Execut�ve	
Order	12958,	March	25,	2003).

Confidential Classification—
Appl�ed	to	�nformat�on,	the	
unauthorized disclosure of 
wh�ch	reasonably	could	be	

http://www.webopedia.com/TERM/a/username.html
http://www.webopedia.com/TERM/a/password.html
http://www.webopedia.com/TERM/a/security.html
http://www.webopedia.com/TERM/a/authorization.html
http://www.webopedia.com/TERM/a/access.html
http://www.webopedia.com/TERM/a/identity.html
http://www.webopedia.com/TERM/a/security.html
http://www.webopedia.com/TERM/a/authentication.html
http://www.webopedia.com/TERM/a/identity.html
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expected	to	cause	damage	to	the	
nat�onal	secur�ty	that	the	or�g�nal	
classification authority is able to 
�dent�fy	or	descr�be	(Execut�ve	
Order	12958,	March	25,	2003).		

Collation	(of	Information)—The	process	
whereby	�nformat�on	�s	assembled	
together	and	compared	cr�t�cally	(Law	
Enforcement	Analytic	Standards,	
November	2004).		A	rev�ew	of	collected	
and	evaluated	�nformat�on	to	determ�ne	
�ts	substant�ve	appl�cab�l�ty	to	a	case	
or	problem	at	�ssue	and	placement	of	
useful	�nformat�on	�nto	a	form	or	system	
that	perm�ts	easy	and	rap�d	access	and	
retr�eval	(Cr�m�nal	Intell�gence	Glossary,	
November	2004).

Collection	(of	Information)—The	
d�rected,	focused	gather�ng	of	�nformat�on	
from	all	ava�lable	sources	(INTERPOL,	
1996, p. 9).  The identification, location, 
and	record�ng/stor�ng	of	�nformat�on,	
typ�cally	from	an	or�g�nal	source	and	us�ng	
both	human	and	technolog�cal	means,	
for	�nput	�nto	the	�ntell�gence	cycle	for	
the purpose of meeting a defined tactical 
or	strateg�c	�ntell�gence	goal	(Cr�m�nal	
Intell�gence	Glossary,	November	2004).

Commodity	Flow	Analysis—Graph�c	
dep�ct�ons	and	descr�pt�ons	of	
transact�ons,	sh�pments,	and	d�str�but�on	
of	contraband	goods	and	money	der�ved	
from	unlawful	act�v�t�es	�n	order	to	a�d	�n	
the	d�srupt�on	of	the	unlawful	act�v�t�es	
and	apprehend	those	persons	�nvolved	
�n	all	aspects	of	the	unlawful	act�v�t�es	
(Cr�m�nal	Intell�gence	Glossary,	November	
2004).

Concept	of	Operations	(CONOPS)—A	
statement	outl�n�ng	how	an	operat�on	or	
organization will achieve its mission and 
goals.		The	concept	�s	des�gned	to	g�ve	an	
overall	p�cture	of	the	operat�on.

Continuity	of	Operations	Plan	
(COOP)—A plan that specifies the 
act�v�t�es	of	�nd�v�dual	departments	and	
agenc�es	and	the�r	subcompartments	to	
ensure	that	the�r	essent�al	funct�ons	are	
performed	�n	the	event	of	an	emergency	
or	d�saster.

Coordination—The	process	
of	�nterrelat�ng	work	funct�ons,	
respons�b�l�t�es,	dut�es,	resources,	and	
�n�t�at�ves	d�rected	toward	goal	atta�nment	
(Cr�m�nal	Intell�gence	Glossary,	November	
2004).

Crime-Pattern	Analysis—A	process	
that	looks	for	l�nks	between	cr�mes	and	
other	�nc�dents	to	reveal	s�m�lar�t�es	and	
d�fferences	that	can	be	used	to	help	
pred�ct	and	prevent	future	cr�m�nal	act�v�ty	
(Law	Enforcement	Analytic	Standards,	
November	2004).		An	assessment	of	
the	nature,	extent,	and	changes	of	
cr�me	based	on	the	character�st�cs	of	
the	cr�m�nal	�nc�dent,	�nclud�ng	modus	
operand�,	temporal,	and	geograph�c	
var�ables	(Cr�m�nal	Intell�gence	Glossary,	
November	2004).

Criminal	Investigative	Analysis—The	
use	of	components	of	a	cr�me	and/or	the	
phys�cal	and	psycholog�cal	attr�butes	
of	a	cr�m�nal	to	ascerta�n	the	�dent�ty	
of	the	cr�m�nal	(Peterson,	1994,	p.	42).		
An	analyt�c	process	that	stud�es	ser�al	
offenders,	v�ct�ms,	and	cr�me	scenes	
�n	order	to	assess	character�st�cs	and	
behav�ors	of	offender(s)	w�th	the	�ntent	
to identify or aid in the identification of 
the	offender(s)	(Cr�m�nal	Intell�gence	
Glossary,	November	2004).

Critical	Infrastructure	Resiliency	
(CIR)—The	ab�l�ty	of	cr�t�cal	�nfrastructure	
systems	to	ma�nta�n	or	rap�dly	recover	
essent�al	funct�ons	and	structure	�n	the	
face	of	�nternal	and	external	change	
and	to	degrade	gracefully	�f	they	must.	
(Science	Magazine	and	the	Report	of	
the	Cr�t�cal	Infrastructure	Task	Force,	
January	2006,	by	the	U.S.	Department	of	
Homeland	Secur�ty’s	Homeland	Secur�ty	
Adv�sory	Counc�l.)	

Database	Integrity—It	may	be	adv�sable,	
depend�ng	on	the	sens�t�v�ty	of	the	data,	
to utilize multilevel, secure database 
products	to	ensure	the	safety	of	data.		
In	add�t�on,	l�m�t�ng	data	access	v�a	
database	eng�ne	passwords	or	d�g�tal	
certificates separate from the operating 
system	password	adds	another	layer	of	
secur�ty	(Cr�m�nal	Intell�gence	Glossary,	
November	2004).

Deconfliction—The	process	or	system	
used	to	determ�ne	whether	mult�ple	law	
enforcement	agenc�es	are	�nvest�gat�ng	
the	same	person	or	cr�me	and	wh�ch	
provides notification to each agency 
�nvolved	of	the	shared	�nterest	�n	the	
case,	as	well	as	prov�d�ng	contact	
�nformat�on.		Th�s	�s	an	�nformat�on	and	
�ntell�gence	shar�ng	process	that	seeks	
to minimize conflicts between agencies 
and maximize the effectiveness of an 
�nvest�gat�on	(Cr�m�nal	Intell�gence	
Glossary,	November	2004).

Dissemination	(of	Intelligence)—The	
release	of	�nformat�on,	usually	under	
certa�n	protocols	(Peterson,	1994,	p.	271).		
The	process	of	effect�vely	d�str�but�ng	
analyzed intelligence utilizing certain 
protocols	�n	the	most	appropr�ate	format	
to	those	�n	need	of	the	�nformat�on	
to	fac�l�tate	the�r	accompl�shment	of	
organizational goals (Criminal Intelligence 
Glossary,	November	2004).

Encryption—The	process	of	encod�ng	
information so that unauthorized 
�nd�v�duals	w�ll	be	unable	to	read,	
understand,	or	use	the	�nformat�on.		A	
password	or	key	�s	requ�red	to	decode	
(decrypt)	the	�nformat�on	back	�nto	�ts	
or�g�nal,	useable	form.

Evaluation	(of	Information)—An	
assessment	of	the	rel�ab�l�ty	of	the	
source	and	accuracy	of	the	raw	data	
(Morr�s	and	Frost,	1983,	p.	4).		All	
�nformat�on	collected	for	the	�ntell�gence	
cycle	�s	rev�ewed	for	�ts	qual�ty,	w�th	an	
assessment	of	the	val�d�ty	and	rel�ab�l�ty	
of	the	�nformat�on	(Cr�m�nal	Intell�gence	
Glossary,	November	2004).

Event	Flow	Analysis—Graph�c	
dep�ct�ons	and	descr�pt�ons	of	�nc�dents,	
behav�ors,	and	people	�nvolved	�n	
an	unlawful	event,	�ntended	to	help	
understand	how	an	event	occurred	as	
a	tool	to	a�d	�n	prosecut�on,	as	well	as	
prevent�on	of	future	unlawful	events	
(Cr�m�nal	Intell�gence	Glossary,	November	
2004).		The	comp�lat�on	and	analys�s	
of	data	relat�ng	to	events	as	they	have	
occurred	over	t�me	allow	the	analyst	to	
draw	conclus�ons	and	recommendat�ons	
based	on	the	analys�s	(Peterson,	1994).

Financial	Analysis—A	rev�ew	and	
analyses of financial data to ascertain 
the	presence	of	cr�m�nal	act�v�ty.		It	can	
�nclude	bank	record	analys�s,	net	worth	
analysis, financial profiles, source and 
applications of funds, financial statement 
analys�s,	and/or	Bank	Secrecy	Act	record	
analys�s.		It	can	also	show	dest�nat�ons	
of	proceeds	of	cr�me	and	support	
prosecut�ons	(Law	Enforcement	Analytic	
Standards,	November	2004).

Flow	Analysis—The	rev�ew	of	raw	data	
to	determ�ne	the	sequence	of	events	
or interactions that may reflect criminal 
act�v�ty.		It	can	�nclude	t�mel�nes,	event	
flow analysis, commodity flow analysis, 
and activity flow analysis; it may show 
m�ss�ng	act�ons	or	events	that	need	
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further	�nvest�gat�on	(Law	Enforcement	
Analytic	Standards,	November	2004).

Freedom	of	Information	Act	
(FOIA)—The	Freedom	of	Informat�on	
Act,	5	U.S.C.	552,	enacted	�n	1966,	
statutor�ly	prov�des	that	any	person	has	
a	r�ght,	enforceable	�n	court,	to	access	
federal	agency	records,	except	to	the	
extent	that	such	records	(or	port�ons	
thereof)	are	protected	from	d�sclosure	
by	one	of	n�ne	exempt�ons	(Cr�m�nal	
Intell�gence	Glossary,	November	2004).

Fusion	Center—A	collaborat�ve	effort	
of	two	or	more	agenc�es	that	prov�de	
resources,	expert�se,	and/or	�nformat�on	
to the center with the goal of maximizing 
the	ab�l�ty	to	detect,	prevent,	apprehend,	
and	respond	to	cr�m�nal	and	terror�sm	
act�v�ty	(Recommended	Fus�on	Center	
Law	Enforcement	Intell�gence	Standards,	
March	2005).

Inference	Development—Draw�ng	
conclus�ons	based	on	facts	(Peterson,	
1994,	p.	48).		The	creat�on	of	a	
probab�l�st�c	conclus�on,	est�mate,	or	
pred�ct�on	related	to	an	�ntell�gence	
target	based	upon	the	use	of	�nduct�ve	
or	deduct�ve	log�c	�n	the	analys�s	of	raw	
�nformat�on	related	to	the	target	(Cr�m�nal	
Intell�gence	Glossary,	November	2004).

Intelligence	(Criminal)—The	product	
of	systemat�c	gather�ng,	evaluat�on,	and	
synthes�s	of	raw	data	on	�nd�v�duals	or	
act�v�t�es	suspected	of	be�ng,	or	known	
to	be,	cr�m�nal	�n	nature.		Intell�gence	�s	
information that has been analyzed to 
determ�ne	�ts	mean�ng	and	relevance.		
Information is compiled, analyzed, and/or 
d�ssem�nated	�n	an	effort	to	ant�c�pate,	
prevent,	or	mon�tor	cr�m�nal	act�v�ty	
(NCISP,	October	2003).		The	product	of	
the	analys�s	of	raw	�nformat�on	related	to	
cr�mes	or	cr�me	patterns	w�th	respect	to	
an identifiable person or group of persons 
�n	an	effort	to	ant�c�pate,	prevent,	or	
mon�tor	poss�ble	cr�m�nal	act�v�ty	(Cr�m�nal	
Intell�gence	Glossary,	November	2004).

Intelligence	Assessment—A	
comprehens�ve	report	on	an	�ntell�gence	
�ssue	related	to	cr�m�nal	or	nat�onal	
secur�ty	threats	ava�lable	to	local,	state,	
tr�bal,	and	federal	law	enforcement	
agenc�es	(Cr�m�nal	Intell�gence	Glossary,	
November	2004).

Intelligence	Bulletins—A finished 
�ntell�gence	product	�n	art�cle	format	
that	descr�bes	new	developments	and	

evolv�ng	trends.		The	bullet�ns	are	
typically sensitive but unclassified and 
ava�lable	for	d�str�but�on	to	local,	state,	
tr�bal,	and	federal	law	enforcement.		

Intelligence	Information	Reports	(IIR)—
Raw,	unevaluated	�ntell�gence	concern�ng	
“per�shable”	or	t�me-l�m�ted	�nformat�on	
concern�ng	cr�m�nal	or	nat�onal	secur�ty	
�ssues.		Wh�le	the	full	IIR	may	be	
classified, local, state, and tribal law 
enforcement	agenc�es	w�ll	have	access	
to sensitive but unclassified information 
�n	the	report	under	the	tear	l�ne	(Cr�m�nal	
Intell�gence	Glossary,	November	2004).

Intelligence-Led	Policing—The	
collect�on	and	analys�s	of	�nformat�on	
to	produce	an	�ntell�gence	end	product	
des�gned	to	�nform	pol�ce	dec�s�on	mak�ng	
at	both	the	tact�cal	and	strateg�c	levels	
(NCISP,	October	2003).		The	dynam�c	
use	of	�ntell�gence	to	gu�de	operat�onal	
law	enforcement	act�v�t�es	to	targets,	
commod�t�es,	or	threats	for	both	tact�cal	
responses	and	strateg�c	dec�s�on	mak�ng	
for	resource	allocat�on	and/or	strateg�c	
responses	(Cr�m�nal	Intell�gence	Glossary,	
November	2004).

Intelligence	Process	(Cycle)—Plann�ng	
and	d�rect�on,	collect�on,	process�ng	
and	collat�ng,	analys�s	and	product�ons,	
and	d�ssem�nat�on	(Morehouse,	2001,	
p. 8).  An organized process by which 
�nformat�on	�s	gathered,	assessed,	and	
distributed in order to fulfill the goals of 
the	�ntell�gence	funct�on—�t	�s	a	method	of	
perform�ng	analyt�c	act�v�t�es	and	plac�ng	
the	analys�s	�n	a	useable	form	(Cr�m�nal	
Intell�gence	Glossary,	November	2004).

Intelligence	Products—Reports	or	
documents	that	conta�n	assessments,	
forecasts,	assoc�at�ons,	l�nks,	and	other	
outputs	from	the	analyt�c	process	that	
may	be	d�ssem�nated	for	use	by	law	
enforcement	agenc�es	for	prevent�on	of	
cr�mes,	target	harden�ng,	apprehens�on	
of	offenders,	and	prosecut�on	(Cr�m�nal	
Intell�gence	Glossary,	November	2004).

National Criminal Intelligence Sharing 
Plan	(NCISP)—A	formal	�ntell�gence	
shar�ng	�n�t�at�ve,	supported	by	the	U.S.	
Department	of	Just�ce	that	securely	
l�nks	local,	state,	tr�bal,	and	federal	law	
enforcement	agenc�es,	fac�l�tat�ng	the	
exchange	of	cr�t�cal	�ntell�gence.		The	Plan	
conta�ns	model	pol�c�es	and	standards	
and	�s	a	bluepr�nt	for	law	enforcement	
adm�n�strators	to	follow	when	enhanc�ng	
or	bu�ld�ng	an	�ntell�gence	funct�on.		It	

descr�bes	a	nat�onw�de	commun�cat�ons	
capab�l�ty	that	w�ll	l�nk	all	levels	of	law	
enforcement personnel, including officers 
on	the	street,	�ntell�gence	analysts,	un�t	
commanders,	and	pol�ce	execut�ves	
(Cr�m�nal	Intell�gence	Glossary,	November	
2004).

Need	to	Know—As	a	result	of	
jurisdictional, organizational, or 
operat�onal	necess�t�es,	�ntell�gence	or	
�nformat�on	�s	d�ssem�nated	to	further	
an	�nvest�gat�on	(Cr�m�nal	Intell�gence	
Glossary,	November	2004).

Operational	Analysis—Ident�fy�ng	
the	sal�ent	features,	such	as	groups	
of	or	�nd�v�dual	cr�m�nals’	relevant	
prem�ses,	contact	po�nts,	and	methods	of	
commun�cat�on	(Europol,	200,	Insert	3).		
An	assessment	of	the	methodology	of	a	
criminal enterprise or terrorist organization 
that	dep�cts	how	the	enterpr�se	performs	
�ts	act�v�t�es,	�nclud�ng	commun�cat�ons,	
ph�losophy,	compensat�on,	secur�ty,	and	
other	var�ables	that	are	essent�al	for	the	
enterpr�se	to	ex�st	(Cr�m�nal	Intell�gence	
Glossary,	November	2004).

Perimeter	Security—Routers, firewalls, 
and	�ntrus�on	detect�on	systems	should	be	
�mplemented	to	t�ghtly	control	access	to	
networks	from	outs�de	sources.		Routers	
and firewalls filter and restrict traffic 
based upon very specific access control 
dec�s�ons	made	by	the	network	operators,	
thereby limiting the types of unauthorized 
act�v�t�es	on	a	network	(Cr�m�nal	
Intell�gence	Glossary,	November	2004).

Physical	Security—System	and	network	
adm�n�strators	should	t�ghtly	control	
phys�cal	access	to	computer	and	network	
hardware.  Only authorized members 
of	the	techn�cal	staff	should	be	allowed	
access	to	systems	(Cr�m�nal	Intell�gence	
Glossary,	November	2004).

Planning—The	preparat�on	for	future	
situations, estimating organizational 
demands	and	resources	needed	to	
attend	to	those	s�tuat�ons,	and	�n�t�at�ng	
strateg�es	to	respond	to	those	s�tuat�ons	
(Cr�m�nal	Intell�gence	Glossary,	November	
2004).

Privacy	(of	Information)—The	
assurance	that	legal	and	const�tut�onal	
restr�ct�ons	on	the	collect�on,	
ma�ntenance,	use,	and	d�sclosure	of	
personally identifiable information will be 
adhered	to	by	cr�m�nal	just�ce	agenc�es,	
w�th	use	of	such	�nformat�on	to	be	str�ctly	
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l�m�ted	to	c�rcumstances	where	legal	
process	perm�ts	use	of	the	personally	
identifiable information (Criminal 
Intell�gence	Glossary,	November	2004).

Privacy	(Personal)—The	assurance	
that	legal	and	const�tut�onal	restr�ct�ons	
on	the	collect�on,	ma�ntenance,	use,	and	
d�sclosure	of	behav�ors	of	an	�nd�v�dual,	
�nclud�ng	h�s/her	commun�cat�ons,	
assoc�at�ons,	and	transact�ons,	w�ll	be	
adhered	to	by	cr�m�nal	just�ce	agenc�es,	
w�th	use	of	such	�nformat�on	to	be	
str�ctly	l�m�ted	to	c�rcumstances	where	
legal process authorizes surveillance 
and	�nvest�gat�on	(Cr�m�nal	Intell�gence	
Glossary,	November	2004).

Profile/Criminal Profile—An	
�nvest�gat�ve	techn�que	by	wh�ch	to	
identify and define the major personality 
and	behav�oral	character�st�cs	of	the	
cr�m�nal	offender	based	upon	an	analys�s	
of	the	cr�me(s)	he	or	she	has	comm�tted	
(Cr�m�nal	Intell�gence	Glossary,	November	
2004).

Reliability—Asks	the	quest�on,	“Is	the	
source	of	the	�nformat�on	cons�stent	
and	dependable?”	(Cr�m�nal	Intell�gence	
Glossary,	November	2004)

Requirement—A	val�dated	�ntell�gence	
�nformat�on	need	(IIN)	subm�tted	
to	address	an	�ntell�gence	gap.		
Requ�rements	can	be	“stand�ng”	
(normally	val�d	for	months	or	years)	
or	“ad	hoc”	(processed	as	they	are	
identified, normally outside of planned, 
per�od�c	requ�rements	development	and	
prioritization cycles) (FBI Intelligence 
Requ�rements	and	Collect�on	
Management	Process,	August	2003,	p.	9).

Right	to	Know—Based	on	hav�ng	legal	
authority, one’s official position, legal 
mandates, or official agreements, allowing 
the	�nd�v�dual	to	rece�ve	�ntell�gence	
reports	(Cr�m�nal	Intell�gence	Glossary,	
November	2004).

Risk	Assessment—An	analys�s	of	a	
target,	�llegal	commod�ty,	or	v�ct�m	to	
�dent�fy	the	probab�l�ty	of	be�ng	attacked	
or criminally compromised and to analyze 
vulnerab�l�t�es.

Sensitive But Unclassified (SBU) 
Information—Informat�on	that	has	
not been classified by a federal law 
enforcement	agency	wh�ch	perta�ns	to	
significant law enforcement cases under 
�nvest�gat�on	and	cr�m�nal	�ntell�gence	

reports	that	requ�re	d�ssem�nat�on	cr�ter�a	
to	only	those	persons	necessary	to	further	
the	�nvest�gat�on	or	to	prevent	a	cr�me	
or	terror�st	act	(Cr�m�nal	Intell�gence	
Glossary,	November	2004).

Sensitive	Compartmented	Information	
(SCI)—Classified information concerning 
or	der�ved	from	�ntell�gence	sources,	
methods,	or	analyt�cal	processes	that	
�s	requ�red	to	be	handled	w�th�n	formal	
access	control	systems	establ�shed	by	the	
d�rector	of	the	Central	Intell�gence	Agency	
(Cr�m�nal	Intell�gence	Glossary,	November	
2004).

Sensitive	Compartmented	Information	
Facility	(SCIF)—An	accred�ted	area,	
room,	group	of	rooms,	bu�ld�ngs,	or	an	
�nstallat�on	where	SCI	may	be	stored,	
used,	d�scussed,	and/or	processed	
(Cr�m�nal	Intell�gence	Glossary,	November	
2004).

Spatial	Analysis—The	process	of	
us�ng	a	geograph�c	�nformat�on	system	
�n	comb�nat�on	w�th	cr�me-analys�s	
techn�ques	to	assess	the	geograph�c	
context	of	offenders,	cr�mes,	and	other	
law	enforcement	act�v�ty	(Cr�m�nal	
Intell�gence	Glossary,	November	2004).

Strategic	Intelligence—Most	often	
related	to	the	structure	and	movement	of	
organized criminal elements, patterns of 
cr�m�nal	act�v�ty,	cr�m�nal	trend	project�ons,	
or	project�ve	plann�ng	(Law	Enforcement	
Analytic	Standards,	November	2004).		An	
assessment	of	targeted	cr�me	patterns,	
crime trends, criminal organizations, 
and/or	unlawful	commod�ty	transact�ons	
for	purposes	of	plann�ng,	dec�s�on	
mak�ng,	and	resource	allocat�on;	the	
focused	exam�nat�on	of	un�que,	pervas�ve,	
and/or	complex	cr�me	problems	(Cr�m�nal	
Intell�gence	Glossary,	November	2004).

Tactical	Intelligence—Informat�on	
regarding a specific criminal event that 
can	be	used	�mmed�ately	by	operat�onal	
un�ts	to	further	a	cr�m�nal	�nvest�gat�on,	
plan	tact�cal	operat�ons,	and	prov�de	for	
officer safety (Law	Enforcement	Analytic	
Standards,	November	2004).		Evaluated	
�nformat�on	on	wh�ch	�mmed�ate	
enforcement	act�on	can	be	based;	
intelligence activity focused specifically 
on	develop�ng	an	act�ve	case	(Cr�m�nal	
Intell�gence	Glossary,	November	2004).

Terrorism—Premed�tated,	pol�t�cally	
mot�vated	v�olence	perpetrated	aga�nst	
noncombatant	targets	by	subnat�onal	

groups	or	clandest�ne	agents,	usually	
intended to influence an audience (Title 
22	of	the	Un�ted	States	Code,	Sect�on	
2656f[d]).

Terrorism	Information—All	�nformat�on,	
whether	collected,	produced,	or	
d�str�buted	by	�ntell�gence,	law	
enforcement,	m�l�tary,	homeland	secur�ty,	
or	other	Un�ted	States	government	
act�v�t�es,	relat�ng	to	1)	the	ex�stence,	
organization, capabilities, plans, 
intentions, vulnerability, means of finance 
or	mater�al	support,	or	act�v�t�es	of	
fore�gn	or	�nternat�onal	terror�st	groups	
or	�nd�v�duals,	or	of	domest�c	groups	
or	�nd�v�duals	�nvolved	�n	transnat�onal	
terror�sm;	2)	threats	posed	by	such	
groups	or	�nd�v�duals	to	the	Un�ted	States,	
U.S. citizens, or U.S. interests or to those 
of	other	nat�ons;	3)	commun�cat�ons	
of	or	by	such	groups	or	�nd�v�duals;	
or	4)	�nformat�on	relat�ng	to	groups	or	
�nd�v�duals	reasonably	bel�eved	to	be	
ass�st�ng	or	assoc�ated	w�th	such	groups	
or	�nd�v�duals	(Execut�ve	Order	13356).

Threat	Assessment—A	strateg�c	
document	wh�ch	looks	at	a	group’s	
propens�ty	for	v�olence	or	cr�m�nal�ty	or	the	
poss�ble	occurrence	of	a	cr�m�nal	act�v�ty	
�n	a	certa�n	t�me	or	place	(Peterson,	
1994,	pp.	56-57).		An	assessment	of	a	
cr�m�nal	or	terror�st	presence	w�th�n	a	
jur�sd�ct�on	�ntegrated	w�th	an	assessment	
of	potent�al	targets	of	that	presence	and	a	
statement	of	probab�l�ty	that	the	cr�m�nal	
or	terror�st	w�ll	comm�t	an	unlawful	act.		
The	assessment	focuses	on	the	cr�m�nal’s	
or	terror�st’s	opportun�ty,	capab�l�ty,	and	
willingness to fulfill the threat (Criminal 
Intell�gence	Glossary,	November	2004).

Validity—Asks	the	quest�on,	“Does	
the	�nformat�on	actually	represent	what	
we	bel�eve	�t	represents?”	(Cr�m�nal	
Intell�gence	Glossary,	November	2004).

Vulnerability	Assessment—A	strateg�c	
document	wh�ch	v�ews	the	weaknesses	
�n	a	system	that	m�ght	be	explo�ted	by	a	
cr�m�nal	endeavor	(NCISP,	October	2003).		
An	assessment	of	poss�ble	cr�m�nal	or	
terror�st	group	targets	w�th�n	a	jur�sd�ct�on	
�ntegrated	w�th	an	assessment	of	the	
target’s	weaknesses,	l�kel�hood	of	be�ng	
attacked,	and	ab�l�ty	to	w�thstand	an	
attack	(Cr�m�nal	Intell�gence	Glossary,	
November	2004).
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ACTIC Arizona Counter Terrorism Information Center

ATIX	 Automated	Trusted	Informat�on	Exchange

CAP	 Common	Alert�ng	Protocol

CDC	 Centers	for	D�sease	Control	and	Prevent�on

CFR	 Code	of	Federal	Regulat�ons

CICC	 Cr�m�nal	Intell�gence	Coord�nat�ng	Counc�l

CII	Act	 Cr�t�cal	Infrastructure	Informat�on	Act

CITCS	 Cr�m�nal	Intell�gence	Tra�n�ng	Coord�nat�on	
Strategy

CONOPS	 Concept	of	Operat�ons

COOP	 Cont�nu�ty	of	Operat�ons	Plan

CTTWG	 Counter-Terror�sm	Tra�n�ng	Coord�nat�on	
Work�ng	Group

DHS	 U.S.	Department	of	Homeland	Secur�ty

DISA	 Defense	Informat�on	Systems	Agency	

DOJ	 U.S.	Department	of	Just�ce

EPIC	 El	Paso	Intell�gence	Center

FAQ	 Frequently	Asked	Quest�ons

FBI	 Federal	Bureau	of	Invest�gat�on

FEMA	 Federal	Emergency	Management	Agency

FinCEN	 F�nanc�al	Cr�mes	Enforcement	Network

FOIA	 Freedom	of	Informat�on	Act

FOUO For Official Use Only

GISAC	 Georg�a	Informat�on	Shar�ng	and	Analys�s	
Center

GISWG	 Global	Infrastructure/Standards	Work�ng	Group

GIWG	 Global	Intell�gence	Work�ng	Group

Global	 Global	Just�ce	Informat�on	Shar�ng	In�t�at�ve

Global	JXDM	 Global	Just�ce	XML	Data	Model

GTRI	 Georg�a	Tech	Research	Inst�tute

GXSTF	 Global	XML	Structure	Task	Force

HIDTA High Intensity Drug Trafficking Areas

HIFCA	 H�gh	Intens�ty	F�nanc�al	Cr�me	Areas

HSAC	 Homeland	Secur�ty	Adv�sory	Counc�l

HSIN	 Homeland	Secur�ty	Informat�on	Network	

HSOC	 Homeland	Secur�ty	Operat�ons	Center

HSPD	 Homeland	Secur�ty	Pres�dent�al	D�rect�ve

IACA	 Internat�onal	Assoc�at�on	of	Cr�me	Analysts

IACP	 Internat�onal	Assoc�at�on	of	Ch�efs	of	Pol�ce

IADLEST	 Internat�onal	Assoc�at�on	of	D�rectors	of	Law	
Enforcement	Standards	and	Tra�n�ng

IALEIA	 Internat�onal	Assoc�at�on	of	Law	Enforcement	
Intell�gence	Analysts	

ICE	 U.S.	Imm�grat�on	and	Customs	Enforcement

ICSIS	 Integrated	Convergence	Support	Informat�on	
System

IJIS	 Integrated	Just�ce	Informat�on	System

INTERPOL International Criminal Police Organization

JICC	 Just�ce	Intell�gence	Coord�nat�ng	Counc�l

LEIN	 Law	Enforcement	Intell�gence	Network	

LEIU	 Law	Enforcement	Intell�gence	Un�t

LEO	 Law	Enforcement	Onl�ne

LES	 Law	Enforcement	Sens�t�ve

MOU	 Memorandum	of	Understand�ng

NCISP		 National	Criminal	Intelligence	Sharing	Plan

NCJA	 Nat�onal	Cr�m�nal	Just�ce	Assoc�at�on

NCSD	 Nat�onal	Cyber	Secur�ty	D�v�s�on

NDA	 Non-D�sclosure	Agreement

NDIC	 Nat�onal	Drug	Informat�on	Center

NIST	 Nat�onal	Inst�tute	of	Standards	and	Technology

Appendix G
Acronyms
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Nlets	 The	Internat�onal	Just�ce	and	Publ�c	Safety	
Informat�on	Shar�ng	Network

NW3C	 Nat�onal	Wh�te	Collar	Cr�me	Center

OASIS Organization for the Advancement of 
Structured	Informat�on	Standards

OEP		 Occupant	Emergency	Plan

OJP	 Office of Justice Programs

RCIC		 Rockland	County	Intell�gence	Center

RISS		 Reg�onal	Informat�on	Shar�ng	Systems®

SARA Superfund Amendments and Reauthorization 
Act

SBU Sensitive But Unclassified

SCI	 Sens�t�ve	Compartmented	Informat�on

SCIF	 Sens�t�ve	Compartmented	Informat�on	Fac�l�ty

SME	 Subject-Matter	Expert

SOA	 Serv�ce-Or�ented	Arch�tecture

STTAC	 State	Terror�sm	Threat	Assessment	Center	
(Cal�forn�a)

STIC	 Statew�de	Terror�sm	Intell�gence	Center	
(Ill�no�s)

TRS	 Terror�sm	Research	Spec�al�sts

UNYRIC		 Upstate	New	York	Reg�onal	Intell�gence	Center

US-CERT	 Un�ted	States	Computer	Emergency	Read�ness	
Team

USP3	 Un�ted	States	Publ�c-Pr�vate	Partnersh�p	
(formerly	DHS’s	HSIN-CI)

VICAP		 V�olent	Cr�m�nal	Apprehens�on	Program

XML		 Extens�ble	Markup	Language
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About GlobAl

The U.S. Department of Justice’s Global Justice 
Information Sharing Initiative (Global) serves as a Federal 
Advisory Committee to the U.S. Attorney General on critical 
justice information sharing initiatives. Global promotes 
standards-based electronic information exchange to provide 
justice and public safety communities with timely, accurate, 
complete, and accessible information in a secure and trusted 
environment. Global is administered by the U.S. Department of 
Justice, Office of Justice Programs, Bureau of Justice Assistance. 


